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UNIT 1
INFORMATION SYSTEMS AND TECHNOLOGIES.
INFORMATION TECHNOLOGIES IN LAW ENFORCEMENT

1. INFORMATION SYSTEM (IS)

An information system (IS) refers to a collection of multiple pieces
of equipment involved in the dissemination of information. Hardware,
software, computer system connections and information, information
system users, and the system’s housing are all part of an IS. An
information system commonly refers to a basic computer system but may
also describe a telephone switching or environmental controlling system.
The IS involves resources for shared or processed information, as well as
the people who manage the system. People are considered part of the
system because without them, systems would not operate correctly. There
are several types of IS, including the following common types:

Operations support systems, including transaction processing systems;
Management information systems;

Decision support systems;

Executive information systems.

An operations support system, such as a transaction processing
system, converts business data (financial transactions) into valuable
information. Similarly, a management information system uses database
information to output reports, helping users and businesses make decisions
based on extracted data.

In a decision support system, data is pulled from various sources and
then reviewed by managers, who make determinations based on the
compiled data. An executive information system is useful for examining
business trends, allowing users to quickly access custom strategic
information in summary form, which can be reviewed in more detail.

2. INFORMATION TECHNOLOGY (IT)

Information Technology (IT) is a business sector that deals with
computing, including hardware, software, telecommunications and
generally anything involved in the transmittal of information or the
systems that faciliate communication. IT involves many things. Take, for
instance, an IT department in a company. There are many people with
many jobs and varied responsibilities. These responsibilities range from
keeping systems and data secure to keeping networks up and running.
There are people who input data, people who manage databases and people
who do programming. There are also the decision makers, such as Chief
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Information Officers (CIOs), who decide how an IT department will
operate and what components will be purchased.

IT also includes the management of data, whether it is in the form of
text, voice, image, audio or some other form. It can also involve things
related to the Internet. This gives IT a whole new meaning, since the
Internet is its own realm. IT involves the transfer of data, so it makes sense
that the Internet would be a part of IT. IT has become a part of our
everyday lives and continues to proliferate into new realms.

3. 1T JOBS

IT (information technology) is the broad subject concerned with all

aspects of managing and processing information, especially within a
large organization or company. IT is generally not used in reference to
personal or home computing and networking. While IT is often used to
describe computers and computer networks, it actually includes all layers
of all systems within an organization — from the physical hardware to the
operating systems, applications, databases, storage, servers and more.
Telecommunication technologies, including Internet and business phones
are also part of an organization's IT infrastructure.

An information technology specialist applies technical expertise to
the implementation, monitoring, or maintenance of IT systems. Specialists
typically focus on a specific computer network, database, or systems
administration function. Specialty areas include network analysis, system
administration, security and information assurance, IT audit, database
administration, web administration, and more.

The information technology manager is responsible for implementing
and maintaining an organization's technology infrastructure. Businesses
rely on a central information processing system to support efficient data
management and communications. The IT manager monitors the
organization's operational requirements, researches strategies and
technology solutions, and builds the most cost-effective and efficient
system to achieve those goals.

The information technology architect applies IT resources to meet
specific business requirements. The role requires a high degree of
technical expertise as well as business understanding, as IT architects
determine which information technology investments will yield the best
return, both in terms of hard costs and productivity benefits. IT architects
strive to bring operational efficiency to an organization through
information integration and management. Achieving this ideal requires



technical skill in planning, implementing, and managing IT infrastructure
and information software.

The IT supervisor works with other information technology
management professionals to install, maintain, and upgrade an
organization's technology systems. Supervisors generally oversee a team
of IT administrators and support personnel responsible for the day-to-day
operation of the IT network and system components.

4. INFORMATION AND COMMUNICATIONS TECHNOLOGY

Information and communications technology (ICT) refers to all the
technology used to handle telecommunications, broadcast media, intelligent
building management systems, audiovisual processing and transmission
systems, and network-based control and monitoring functions. Although ICT
Is often considered an extended synonym for information technology (IT), its
scope is more broad.

ICT has more recently been used to describe the convergence of several
technologies and the use of common transmission lines carrying very diverse
data and communication types and formats. Converging technologies that
exemplify ICT include the merging of audiovisual, telephone and computer
networks through a common cabling system. Internet service providers (ISP)
commonly provide Internet, phone and television services to homes and
businesses through a single optical cable. The elimination of the telephone
networks has provided huge economic incentives to implement this
convergence, which eliminates many of the costs associated with cabling,
signal distribution, user installation, servicing and maintenance costs.

5. COMPUTER TECHNOLOGY IN LAW ENFORCEMENT

The use of computers in law enforcement has changed and developed
rapidly, especially in recent years. Computers are used to hold databases of
information, to run sophisticated software that can recognize faces or identify
fingerprints and to connect to the Web, an avenue for communication and a
rich source of intelligence. As well as desktop computers, law enforcement
personnel also use mobile devices, such as laptops and tablets, to do their job.

Databases

Computer technology allows law enforcement services to store and
retrieve vast amounts of data. This information can include details of
incident reports, criminals' descriptions, fingerprints and other identifying
marks. It can also include descriptions and registrations of vehicles
involved in criminal activity. Another crucial pool of information is DNA



data taken from suspects. DNA databases allow samples of DNA taken
from suspects to be matched with samples taken from crime scenes.
Sharing Information

Computers are an invaluable tool for communication between
individuals, departments and law enforcement agencies. Documents,
photographs and other material can be sent almost instantaneously from
one location to another, saving valuable time. Email is a good example:
Encrypted emails can be used to send important data securely while
mitigating the risk that the information they contain will fall into the
wrong hands.

Crime Scene Computing

Mobile computing devices — laptops, notebook computers and tablet
PCs — are very useful to law enforcement. Armed with a laptop, a police
officer can take notes, access records or contact colleagues in other
districts, all without leaving a vehicle. Mobile devices can be used to
check the identity or other credentials of individuals at the scene of a
crime, as well as recording and tracking vital data such as vehicle license
plates. Computers can also be used to track the position of GPS devices,
helping law enforcement officers to find vehicles.

The Internet

The Internet is used by law enforcement agencies in innumerable
regards. Web sites can be used by law enforcement agencies to educate
and inform the public, appeal for information or alert people to ongoing
situations such as a missing child or a felon at large. Because criminals
often use the Internet to share information, it can be very useful in crime
prevention and detection. For instance, those responsible for a crime
sometimes incriminate themselves by discussing it on social sites such as
Facebook or Twitter — this information can be used to prosecute them.

Cyber Crime

Law enforcement agencies must also use the Internet when tackling
online crime. This can include the sharing of illegal material, such as
pirated commercial movies or music. «Phishing» and other forms of
identity theft that use email or the Internet must also be addressed using
computer technology, as must attacks using viruses and hacking attacks.
Law enforcements from different countries must often work together to
tackle cyber crime.



6. DIGITAL FORENSICS

Digital forensics is the process of uncovering and interpreting
electronic data. The goal of the process is to preserve any evidence in its
most original form while performing a structured investigation by
collecting, identifying and validating the digital information for the
purpose of reconstructing past events. The context is most often for usage
of data in a court of law, though digital forensics can be used in other
instances. The evidentiary nature of digital forensic science requires
rigorous standards to stand up to cross examination in court. As a result,
there have been efforts by organizations like the National Institute of
Standards and Technology, which published the «Guide to Integrating
Forensic Techniques into Incident Responses». Despite this, there are
several challenges facing digital forensic investigators:

e How does one duplicate or preserve evidence without knowing the
duplication itself inherently changed the data?

e Time lines are critical for showing who did what, and when. But digital
time stamps are notoriously absent, or can be spoofed, in digital data.

e In order to be able to state conclusively that Action A caused Result B,
the concept of repeatability must be introduced. This is very difficult
with digital forensics.

7. CYBERFORENSICS

Cyberforensics is an electronic discovery technique used to
determine and reveal technical criminal evidence. It often involves
electronic data storage extraction for legal purposes. Although still in its
infancy, cyberforensics is gaining traction as a viable way of interpreting
evidence. Cyberforensics is also known as computer forensics.

Cybercrimes cover a broad spectrum, from email scams to
downloading copyrighted works for distribution, and are fueled by a desire
to profit from another person's intellectual property or private information.
Cyberforensics can readily display a digital audit trail for analysis by
experts or law enforcement. Developers often build program applications
to combat and capture online criminals; these applications are the crux of
cyberforensics. Cyberforensic techniques include:

e Cross-driven analysis that correlates data from multiple hard drives;
¢ Live analysis, which obtains data acquisitions before a PC is shut down;
e Deleted file recovery.

Each of the above techniques is applied to cyberforensic

investigations.



8. CRIMINAL JUSTICE INFORMATION SYSTEMS

Information systems are an essential part of today’s criminal justice
system. An information system is a process that uses information
technology to capture, transmit, store, retrieve, manipulate, or display
information used in one or more business processes. In today’s
environment, without information systems, the components of the criminal
justice system would grind to a halt.

Criminal justice agencies depend on information technology to
perform their daily functions. As the world moves deeper into the
information age, the need to manage information becomes ever more
critical. There is no greater reliance on information technology than that
found in the criminal justice system. Information technology is what
makes the management of information in these environments possible.
These exciting new technologies have given way to improved information-
sharing efforts that enhance the effectiveness of the justice system.

Since 9/11, law enforcement has recognized the need to share
information on criminal activity between justice agencies. The importance
of sharing information about crimes and criminals is a key factor in the
fight against terrorism. This brought about the creation of new databases to
assist in this task. A vital national database developed to promote this
information sharing supported by the FBI is the Law Enforcement
National Database Exchange (N-DEXx). N-DEX is a repository of criminal
justice records, available in a secure online environment, managed by the
FBI’s Criminal Justice Information Services (CJIS) Division. N-DEXx
brings together information such as incident and case reports, arrest
reports, computer-aided dispatch (CAD) calls, traffic citations, narratives,
photos, supplements, booking and incarceration data, and parole/probation
information. In addition, N-DEx automatically correlates and resolves data
from open and closed reports to determine relationship between people,
vehicles/property, locations, and/or crime characteristics. It also supports
multijurisdictional task forces — enhancing national information sharing,
links between regional and state systems, and effective regional
information sharing. Information-sharing technologies are the wave of the
future in CJIS databases.

9. 1T IN CRIMINAL INVESTIGATIONS

Investigative police work is mostly about the recovery, analysis and
interpretation of information about criminal offenses. Timely and accurate
information is critical to the success of policing. In order to increase the
probability of generating quality information, the police employ information
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technologies. Information technologies appear as important instruments of
criminal investigations because they facilitate creation, storage, retrieval,
transfer, and application of investigation-related information. Moreover,
information technologies may help produce effective use of time devoted to
criminal investigation by automating some routine investigative tasks.

Due to the important role information plays in the investigative process,
criminal investigation can be defined as: “The identification, interpretation
and ordering of information with the objective of ascertaining whether a
crime has occurred, and if so, who was involved and how”. The information
work approach emphasizes the importance of information for the success of
criminal investigation and implies that technologies helping police to better
process information may be an important factor for solving crimes.

Studies on criminal investigation have consistently found that the
quality of preliminary investigation and information collected at this stage
are crucial factors for the outcome of the investigation. Existing studies
generally reveal positive contributions of information systems to the police
work. Several studies examined the impact of crime analysis systems and
found that modus operandi systems can be effective in identifying offenders.
Researches examined the effects of computing on the performance of police
detectives and found that more than 80 % of detectives experienced
information benefits from computing, and nearly two thirds of detectives
indicated that computers assisted them in some of their arrests and
clearances. The researchers examined factors affecting homicide clearance
rates and found that officers’ use of information systems in their daily job
has relationship with homicide clearances. They also analyzed the impact
of the Integrated Ballistic lIdentification System (IBIS) in the Boston
Police Department and showed that the IBIS system significantly
improved the productivity of the Boston Police Department’s Ballistic
Unit, and it was associated with a six fold increase in the monthly number
of ballistic matches.

10. LAW ENFORCEMENT’S USE OF TECHNOLOGY

Law enforcement’s use of technology has been challenged by civil and
privacy rights concerns and objections and directly attacked by cybersecurity
threats. There is an overarching need for greater development of standard
policies and procedures related to civil rights, privacy, and security. Law
enforcement’s use of surveillance technologies is facing a growing raft of
legal challenges. This is especially true of systems that can generate large
numbers of observations of the general public, with examples including LPR
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(license plate reader) systems and surveillance cameras in public areas
(especially combined with automatic facial recognition technology).

Key drivers for the challenges have been perceived as inadequate
privacy and civil rights policies (e.g., surveillance data collected as widely
as possible for indefinite lengths of time for uncertain purposes other than
that it might be useful in the future). For the cybersecurity area, a major
theme is both that the cybersecurity threat is increasing rapidly and that
many departments lacked knowledge of what to do to protect their
systems. Directly related to sharing and displaying information are needs
for requesting assistance on what to do when given information about
what, when, and where criminal activity is likely to be concentrated, and
by whom. Practitioners have expressed a good bit of interest in IT for
responding to major events and disasters. This theme includes calls for
tracking systems for responders during major events, improved unified
command training for large-scale responses, and reducing the cost of
homeland security supplies in general.

11. IT SYSTEMS IN POLICE WORK

The major IT systems can be grouped into the following categories:

1. A crime reporting system. CRISP records all reports of suspected
or actual crime. Entries are required only for indictable offences (e.g.
homicide or assault) or simple offences of a serious nature (such as
unlawful use of a motor vehicle, unlawful possession of property).

2. Incident-based systems for command, control and dispatch.
CAD operates within the metropolitan area and some of the larger
provincial areas, and the

Incident Management System (IMS) operates in some rural and
suburban areas. When a call is received from the public, the information is
recorded by the police communication centre on either the CAD or IMS
systems and is radioed to an available patrol unit for action. The systems
record information about the call such as the nature of the offence, the
name of the informant, the location of the problem and the times that the
patrol car acknowledges the call, arrives and leaves the scene.

3. Internal communications services such as email and the Bulletin
Board (Phoenix). All legislation is now recorded on the Bulletin Board for
ready access to up-to-date information by police.

4. Various indexes (such as domestic violence, weapons, tattoos),
many of which relate to legislative requirements.

11



5. Traffic systems such as Traffic Incident Recording System
(TIRS) and Transport Registration and Integrated Licensing System
(TRAILS).

6. Intelligence systems such as Intelligence Database and ARI
(Activity Report Index).

7. Other systems, including daily activity logs of operational police;
databases of persons, vehicles and vessels of interest; various forms
packages (such as court briefs); human resources, financial and library
management systems, electronic warrants and mobile data — MINDA
(Mobile Integrated Network Data Access); and a variety of national
linkages, such as NEPI (National Exchange of Police Information).

12. 1T IMPACT ON POLICE PRACTICES AND PERFORMANCE

The introduction of computer technology in the mid-1970s was modest
and haphazard, being directed at responding to the information needs of a
specific crime problem (vehicle theft). With the advance of information
technology, the use of computer systems was expanded over the next two
decades to include processing of data for crime recording and investigation,
communication with other government agencies, and computer-aided
dispatching. Successive attempts to upgrade the information systems were
made to redress technical deficiencies found by various external inquiries —
quality of data, accessibility, lack of integration and various inefficiencies.

Information technology has the potential to change and improve
police practices and performance in various ways. For example, computer-
aided dispatch systems can be used to better manage the deployment of
police vehicles and make police patrol activities more information-driven.
The capability of these systems can be further enhanced by the use of
global positioning systems (now widely employed in the taxi industry,
among others) that provide accurate, real-time information about the
location of vehicles.

Well-designed information systems can also facilitate the
apprehension and detection of offenders by increasing the range and
timeliness of information that investigators can access, by providing
analytical tools that can be used to profile suspects and identify offending
patterns, and by making it easier to identify and track repeat offenders. In
addition, information technology can substantially assist problem-oriented
policing activities by aiding in the identification of problem areas and
addresses, by highlighting trends and patterns that warrant attention by
police and other agencies and by allowing information to be shared by
agencies.
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13. THE POTENTIAL OF TECHNOLOGY IN POLICING

New technologies are changing almost all aspects of our society, and the
field of policing is no exception. Understanding the effects of technological
change is a critical issue in contemporary policing. In recent decades, there
have been many important developments with respect to information
technologies (IT), analytic systems, video surveillance systems, license plate
readers, DNA testing, and other technologies that have far reaching
implications for policing. Technology acquisition and deployment decisions
are high-priority topics for police, as law enforcement agencies at all levels of
government spend vast sums on technology in the hopes of improving their
efficiency and effectiveness.

For a decade or more, police departments have been using a growing
array of technologies, including crime mapping systems, predictive analytics
software, gunshot detection systems, DNA evidence, dash cameras, body-
worn cameras, social media, data mining tools, cellphone tracking, and
automated monitoring of security cameras.

Technological advancements have shaped modern policing in many
important ways. One need only consider that the primary police strategy
for much of the 20th century — motorized preventive patrol and rapid
response to calls for service — was developed in response to the invention
of the automobile, two-way radio communications, and computer-aided
dispatch (911) systems. More recent technological developments have also
had far-reaching effects on police agencies. Information technology (IT),
video surveillance systems, DNA testing, and bullet-resistant vests, for
instance, are now common and critical tools in law enforcement.
Contemporary concerns over homeland security and counterterrorism have
created new technological problems and demands for police, as has the
growth of computer-related crime. Indeed, the late 20th and early 21st
centuries have been periods of particularly rapid technological change in
policing.

14. IMPACT OF TECHNOLOGY ON POLICING

Modern policing technologies extend the physical capacity of police
officers to see, hear, recognize, record, remember, match, verify, analyze
and communicate. These might include information technologies such as
computer-aided dispatch or records management systems (RMS), forensic
technologies such as DNA testing tools or fingerprint readers, or data
processing systems such as crime analysis or computerized mapping.

Such technological advances have great potential for enhancing
police work. For example, technology may strengthen crime control by
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improving the ability of police to identify and monitor offenders
(particularly repeat, high-rate offenders); facilitating the identification of
places and conditions that contribute disproportionately to crime; speeding
the detection of and response to crimes; enhancing evidence collection;
improving police deployment and strategies; creating organizational
efficiencies that put more officers in the field and for longer periods of
time; enhancing communication between police and citizens; increasing
perceptions of the certainty of punishment; and strengthening the ability of
law enforcement to deal with technologically sophisticated forms of crime
(e.g., identity theft and cybercrime) and terrorism.

Technological advancements in automobiles, protective gear,
weapons, and surveillance capabilities can reduce injuries and deaths to
officers, suspects, and bystanders. Pressing operational needs exist in
numerous areas to which technology is central, including crime analysis
and information-led policing, information technology and database
integration, and managing dispatch and calls for service. And to the extent
that technology improves police effectiveness, strengthens communication
between police and citizens, reduces negative outcomes from police
actions, and increases police accountability, it may also have the added,
indirect benefit of enhancing police legitimacy.

15. IT BENEFITS FOR LAW ENFORCEMENT

IT is the technology that affects almost all aspects of police work and
management. IT may enhance various dimensions of police efficiency and
effectiveness, such as: the speed and accuracy of crime reporting; the
amount of time officers spend in the field; the ability of officers to identify
persons, vehicles, and places of interest (thus enhancing both reactive and
proactive field work and improving officers’ ability to identify potential
safety threats); the ability of detectives and officers to identify and locate
suspects in criminal investigations; the capacity of managers to identify
and respond to crime patterns and trends, monitor organizational
performance, and assess the work and conduct of individual officers; the
problem-solving capabilities of officers and managers; information
exchange with the public; and the speed of administrative processes.

These benefits might be offset to some degree, however, by technical
difficulties and complexities in use of the IT systems, additional time and
resources devoted to maintaining the systems and meeting reporting
requirements, reduced interaction with citizens (i.e., officers may become
more engrossed in working with technology and less engaged with
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people), and (as alluded to previously) the inability or disinterest of
officers and managers to capitalize on the strategic uses of IT.

16. KEY TECHNOLOGIES IN LAW ENFORCEMENT

Developments in IT have enhanced records management, data sharing,
crime analysis, and performance management in police agencies in many
ways over the last few decades. The following categories of police
technologies are particularly central to everyday police work and successful
practices:
¢ Information technologies for the collection, management, and sharing of

data;

¢ Analytic technologies such as GIS (geographic information system) and
crime analysis;

e Communications technologies including those related to dispatch (e.g.,
next generation 911 and computer-aided dispatch with GPS tracking of
patrol cars) and those for disseminating information to personnel in the
field (e.g., mobile computers and wireless access systems);

e Surveillance and sensory technologies (e.g., CCTV networks, LPRs,
and patrol car cameras);

e Identification technologies (e.g., DNA testing and other forensics
equipment).

From among these categories, the following specific technologies to
aid us in understanding the impact of technology on law enforcement
should then be selected:

o Information technologies (IT), defined broadly as intra- and interagency
systems for managing, sharing, and analyzing data, including mobile
computers and wireless access systems for sharing information with
officers in the field;

e Crime analysis, defined to include analytic processes and products of
crime analysis as well as the mechanisms for disseminating results
throughout the agency;

e License plate readers (LPRS);

e Patrol car video cameras;

e DNA testing technology.

These five technologies — information technology systems, crime
analysis, LPRs, in-car video, and DNA analysis — are major technologies
in use by many police agencies today. They reflect common types of
technology used in policing more generally (i.e., informational, analytic,
communications, surveillance, and forensics technologies) and could
potentially have a number of intended and unintended effects in policing.
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17. INFORMATION TECHNOLOGIES WITHIN POLICE
AGENCIES

Information technologies (IT) within police agencies include a wide
array of databases and data systems (and their supporting hardware and
software) for storing, managing, retrieving, sharing, and analyzing
information both within and across agencies. Common IT components in
police agencies include records management systems (RMS) that capture
criminal incident records, computer-aided dispatch systems that record and
assign calls for service, and various other databases that may contain
information and/or intelligence on persons, groups, personnel, and other
matters. Police agency websites used to exchange information with
community members constitute another important part of police IT
systems. Finally, IT also include mobile computers and data terminals that
give officers wireless access to information in the field and that allow them
to file reports remotely. (Mobile computers may also be viewed as
communication technologies.)

Developments in IT have enhanced records management, data
sharing, crime analysis, and performance management in police agencies
in many ways over the last few decades. Police use computers for records
management, crime investigation, personnel records, information sharing,
and dispatch. Indeed, computers are now used for these functions in a
majority of all but the smallest police agencies. Agencies also use
computers to support functions like automated booking, fleet management,
and resource allocation. The majority of police agencies maintain
electronic data on incident reports, arrests, calls for service, stolen
property, and traffic citations. Other data that agencies often maintain in
electronic form include warrants, criminal histories, traffic accidents, and
summons. The development of IT systems for sharing and analyzing data
within and across agencies has been emphasized in recent years. In many
agencies, various types of records maintained by different units are now
integrated and are easily accessible and searchable for officers, often
remotely.

18. TECHNOLOGY SYSTEMS IN LAW ENFORCEMENT: RISKS

Technology systems have contributed significantly to the operational
effectiveness and efficiency of law enforcement agencies of all types. As the
ability to collect, share, and use information continues to gain momentum in
modern policing, technology tools that offer agencies the chance to develop
this ability are ever more omnipresent. Yet, as much as we rely on
technology for some of our most sensitive and necessary activities, securing
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that technology is often an afterthought to system deployment rather than
being an integrated part of the strategic implementation process.

Technology continues to proliferate throughout law enforcement.
Indeed, information systems are indispensable tools for effective, expedient,
and well-informed policing. Technology also poses an enormous security
risk. Law enforcement agencies that operate mission-critical information
technology (IT) systems without adequate security controls in place put the
public, themselves, and our government at extreme risk. Data contained
within these systems are extraordinarily sensitive and mission-critical.

Sensitive case reports, confidential investigative data, agency intelligence,
suspect and personal data, and personnel information are just a few examples
of data that may be subject to compromise via a malicious hack, an
untrustworthy insider, an accidental misuse of the system, and/or a natural
disaster.

Creating security policies and instituting a security process has
traditionally been — at best — an afterthought in many IT implementations.
Too often, only marginal consideration is given to the security of a system
(such as requiring passwords) when it is being developed or implemented.
What is missing is the adoption of an IT security policy development
process, a conscious decision by senior management to establish a formal
procedure to investigate and analyze the very real security risks to the
agency’s IT systems, and to develop mechanisms and policies designed to
mitigate those risks. Securing an information system is much more involved
than merely requiring a password, applying a digital signature, or using
encryption. It is an organizational strategy that must be driven by the highest
levels of the organization. Having effective information technology security
policies Is essential to protecting the information assets of an agency from
accidental or malicious compromise.

19. CRIME ANALYSIS

Crime analysis is the main analytic technology used by police today.
Crime analysis involves the use of large amounts of data and modern
technology — along with a set of systematic methods and techniques that
identify patterns and relationships between crime data and other relevant
information sources — to assist police in criminal apprehension, crime and
disorder reduction, crime prevention, and evaluation. Common duties for
crime analysts involve assisting detectives, mapping crime, identifying
crime patterns, conducting network analysis, and compiling data for crime
reporting and managerial meetings. The development and adoption of
crime analysis has been an important trend in policing over the last few
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decades. It has been facilitated by the improvement of police data systems
and the development of computer software for specialized applications
such as geographical and intelligence analyses. Computerized crime
mapping is an innovation that has spread widely in policing.

Crime analysis has great potential for improving the effectiveness of
police. While it has perhaps been linked most prominently to hot spots
(small areas of crime concentration) policing, crime analysis is also used
heavily for investigative work and can be a valuable component of
problem-oriented policing. Realizing the full potential of crime analysis
requires more emphasis on long-term strategic planning, more attention to
developing analytical products of value to officers, and proper training,
coaching, support, and reinforcement at all levels in the agency.

20. INFORMATION SHARING LEADS TO INTERAGENCY
COLLABORATION

Since 9/11, federal, state, local, and tribal law enforcement agencies
have worked collaboratively to detect and prevent terrorism-related and
other types of criminal activity. FBI-sponsored Joint Terrorism Task
Forces (JTTFs) and fusion centers represent a change in culture and a
willingness to share information among agencies and across all levels of
government. Fusion centers operate as state and major urban area focal
points for the receipt, analysis, gathering, and sharing of threat-related
information between federal, state, local, tribal, territorial (SLTT), and
private sector partners. Both are partnerships that rely on new policies,
business processes, architectures, standards, and systems that provide users
the ability to collaborate and share information. In addition, both resulted
in key agreements and partnerships to exchange operational data reports,
case files, and similar information on both open and closed investigations.

A common, although not universal, implementation approach
features distributed sharing methods, which allow each organization to
retain its own information and, at the same time, make it available for
others to search and retrieve. Since this information may be maintained in
different formats by each organization, the Law Enforcement Information
Sharing Program Exchange Specification (LEXS) — a subset of the
National Information Exchange Model (NIEM) — was developed to
translate information shared among different law enforcement systems into
a common format, enabling participants on one system to receive and use
information from multiple sources.
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21. NATIONAL CRIME INFORMATION CENTER

It’s been called the lifeline of law enforcement — an electronic
clearinghouse of crime data that can be tapped into by virtually every
criminal justice agency nationwide, 24 hours a day, 365 days a year.

The National Crime Information Center, or NCIC, was launched on
January 27, 1967 with five files and 356,784 records. By the end of 2015,
NCIC contained 12 million active records in 21 files. During 2015, NCIC
averaged 12.6 million transactions per day.

NCIC helps criminal justice professionals apprehend fugitives, locate
missing persons, recover stolen property, and identify terrorists. It also
assists law enforcement officers in performing their official duties more
safely and provides them with information necessary to aid in protecting
the general public.

About the records: The NCIC database currently consists of 21 files.
There are seven property files containing records of stolen articles, boats,
guns, license plates, parts, securities, and vehicles. There are 14 persons files,
including: Supervised Release; National Sex Offender Registry; Foreign
Fugitive; Immigration Violator; Missing Person; Protection Order;
Unidentified Person; Protective Interest; Gang; Known or Appropriately
Suspected Terrorist; Wanted Person; Identity Theft; Violent Person; and
National Instant Criminal Background Check System (NICS) Denied
Transaction. The system also contains images that can be associated with
NCIC records to help agencies identify people and property items. The
Interstate Identification Index, which contains automated criminal history
record information, is accessible through the same network as NCIC.

How NCIC is used: Criminal justice agencies enter records into NCIC
that are accessible to law enforcement agencies nationwide. For example, a
law enforcement officer can search NCIC during a traffic stop to determine if
the vehicle in question is stolen or if the driver is wanted by law enforcement.
The system responds instantly. However, a positive response from NCIC is
not probable cause for an officer to take action. NCIC policy requires the
inquiring agency to make contact with the entering agency to verify the
information is accurate and up-to-date. Once the record is confirmed, the
Inquiring agency may take action to arrest a fugitive, return a missing person,
charge a subject with violation of a protection order, or recover stolen

property.
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22. THE INTEGRATED AUTOMATED FINGERPRINT
IDENTIFICATION SYSTEM

The Integrated Automated Fingerprint Identification System, or
IAFIS, is a national fingerprint and criminal history system that responds
to requests 24 hours a day, 365 days a year to help our local, state, and
federal partners — and our own investigators — solve and prevent crime
and catch criminals and terrorists. 1AFIS provides automated fingerprint
search capabilities, latent search capability, electronic image storage, and
electronic exchange of fingerprints and responses.

What is included in IAFIS: not only fingerprints, but corresponding
criminal histories; mug shots; scars and tattoo photos; physical characteristics
like height, weight, and hair and eye color; and aliases. The system also
includes civil fingerprints, mostly of individuals who have served or are
serving in the U.S. military or have been or are employed by the federal
government. The fingerprints and criminal history information are submitted
voluntarily by state, local, and federal law enforcement agencies.

How big it is: AFIS is the largest criminal fingerprint database in the
world, housing the fingerprints and criminal histories for more than 70
million subjects in the criminal master file, along with more than 34
million civil prints. Included in our criminal database are fingerprints from
thousands of known and suspected terrorists processed by the U.S. or by
international law enforcement agencies who work with us.

How fast it works: the average response time for an electronic criminal
fingerprint submission is about 27 minutes, while electronic civil submissions
are processed within an hour and 12 minutes. IAFIS processed more than 61
million ten-print submissions during Fiscal Year 2010.

When it started: AFIS was launched on July 28, 1999. Prior to this
time, the processing of ten-print fingerprint submissions was largely a
manual, labor-intensive process, taking weeks or months to process a
single submission. The FBI has been the national repository for
fingerprints and related criminal history data since 1924, when more than
800,000 fingerprint records from the National Bureau of Criminal
Identification and Leavenworth Penitentiary were consolidated with
Bureau files. The first use of computers to search fingerprint files took
place in October 1980.

What’s new: while IAFIS has been an effective system, criminal and
terrorist threats have evolved over the past decade. Today’s environment
demands faster and more advanced identification capabilities. The Next
Generation Identification program, or NGI, represents a quantum leap in
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fingerprint identification that will help us in solving investigations,
preventing crime, and apprehending criminals and terrorists.

NGl — which delivers an incremental replacement of IAFIS —
widens automated fingerprint and latent search capabilities, electronic
Image storage, and electronic exchange of fingerprints to more than 18,000
law enforcement agencies and other authorized criminal justice partners 24
hours a day, 365 days a year. Upon completion, NGI will have the ability
to process fingerprint transactions more effectively and accurately.

23. DNA TESTING

Law enforcement agencies use a variety of forensics technologies to
assist them in the identification of criminal offenders. One of the most
important enhancements to these capabilities in recent decades has been
the development of identification tests using deoxyribonucleic acid,
commonly known as DNA. DNA tests identify unique individual genetic
codes from DNA samples that are extracted from biological evidence such
as blood, semen, hair, and saliva.

Developed in the 1980s, DNA testing has become a common method
of identification, particularly for sex crimes and other violent offenses, and
it is widely viewed as the state of the art in offender identification. In the
United States, DNA testing is mostly used in violent crime cases due to its
expense, but its use for property crimes is also expanding.

Police may collect and use DNA evidence in a number of ways. They
may use DNA testing to determine whether a particular suspect can be
linked to physical evidence from a particular crime scene. They may use
recovered DNA evidence from a crime scene to identify suspects, though it
seems that many agencies do not understand or take advantage of this
potential DNA application. Finally, police and other criminal justice
agencies take DNA samples from convicted offenders and in some states
from arrestees to test them for matches to evidence from unsolved crimes
and for use in future investigations.

21



COMPREHENSION CHECK

1. Match the words to their description:

1) hot spot A) the buying or selling of something, or an exchange
of money
2) Internet B) programs that you use to make a computer do

different things

3) transaction | C) to watch something carefully and record your
results

4) software D) small area of crime concentration

5) to monitor | E) to prove that something is true

6) applications | F) the system that connects computers all over the
world

7) to validate |J) a computer program designed for a particular
purpose

2. Explain the difference between “information system” and
“information technology”.

3. What IT jobs do you know?

4. What is the meaning of “information and communications
technology”?

5. How is information technology used in law enforcement?

6. Name the major categories of IT systems used in police work.

7. How can information technology change and improve police
practices and performance?

8. How may information technology strengthen crime control?

9. What is information-led policing?

DISCUSSION

Discuss the following statements:

A. Information technology has the potential to change and improve
police practices and performance in various ways.

B. The importance of sharing information about crimes and criminals
is a key factor in the fight against terrorism.

C. Technology acquisition and deployment decisions are high-priority
topics for police.

D. Technological advancements in automobiles, protective gear,
weapons, and surveillance capabilities can reduce injuries and deaths to
officers.
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UNIT 2
DATA ACCESS AND DATA CONTROL.
DATABASES IN LAW ENFORCEMENT

1. DATA

Data, in the context of databases, refers to all the single items that are
stored in a database, either individually or as a set. Data in a database is
primarily stored in database tables, which are organized into columns that
dictate the data types stored therein. So, if the “Customers” table has a
column titled “Telephone Number,” whose data type is defined as
“Number,” then only numerals can be stored in that column.

Data, even in a database, is rarely useful in its raw form. For
example, in a banking application, data is the whole collection of bank
account numbers; bank customers’ names, addresses, and ages; bank
transactions and so on. Being presented with this mass of numbers will
simply overwhelm the average human — an individual simply cannot
process it all. However, when data is arranged relationally, it then becomes
information, which is much more useful to users. For example, if the mass
of numbers stored in the banking database above is used to extract the
names and addresses of the top 100 clients by size of deposit, then the data
has been used to provide useful information.

Data, in the context of computing, refers to distinct pieces of digital
information. Data is usually formatted in a specific way and can exist in a
variety of forms, such as numbers, text, etc. When used in the context of
transmission media, data refers to information in binary digital format.
Data is a broad term in computer technology, but it is often used to
identify and separate information from mere bits. In telecommunications,
data often refers to digital, rather than analog, information. Unlike analog
transmissions, which require a hard-line connection for the duration of a
transmission, digital data is sent in packets.

2. DATA ACCESS

Data access refers to a user's ability to access or retrieve data stored
within a database or other repository. Users who have data access can
store, retrieve, move or manipulate stored data, which can be stored on a
wide range of hard drives and external devices.

There are two ways to access stored data: random access and
sequential access. The sequential method requires information to be moved
within the disk using a seek operation until the data is located. Each
segment of data has to be read one after another until the requested data is
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found. Reading data randomly allows users to store or retrieve data
anywhere on the disk, and the data is accessed in constant time. Oftentimes
when using random access, the data is split into multiple parts or pieces
and located anywhere randomly on a disk. Sequential files are usually
faster to load and retrieve because they require fewer seek operations.

An access code is a series of numbers and/or letters that allow access
to a particular system. An access code may be a password, although
passwords are generally used in conjunction with usernames. Access codes
need not be attached to a specific user; many users could use the same
access code for a specific system or object without being identified as a
specific user. This term is also known as an access key.

The access code is also used for authentication. In telecommunications,
an access code is required before a user can be connected to a specific region.
National access codes are used in dialing domestic numbers, while
international access codes are used in dialing international numbers. A PIN is
also a sort of access code that is shared between a specific user and the system.
Access codes are also used in digital systems, behaving like a locked door to
limit access from the outside world. A person must have the key to gain access
to the system, which is the access key or code.

3. ACCESS CONTROL

Access control is a way of limiting access to a system or to physical or
virtual resources. In computing, access control is a process by which users are
granted access and certain privileges to systems, resources or information. In
access control systems, users must present credentials before they can be
granted access. In physical systems, these credentials may come in many
forms, but credentials that can't be transferred provide the most security.

For example, a key card may act as an access control and grant the
bearer access to a classified area. Because this credential can be transferred
or even stolen, it is not a secure way of handling access control. A more
secure method for access control involves two-factor authentication. The
person who desires access must show credentials and a second factor to
corroborate identity. The second factor could be an access code, a PIN or
even a biometric reading. There are three factors that can be used for
authentication:

e Something only known to the user, such as a password or PIN;

e Something that is part of the user, such as a fingerprint, retina scan or
another biometric measurement;

e Something that belongs to the user, such as a card or a key.
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For computer security, access control includes the authorization,
authentication and audit of the entity trying to gain access. Access control
models have a subject and an object. The subject — the human user — is
the one trying to gain access to the object — usually the software. In
computer systems, an access control list contains a list of permissions and
the users to whom these permissions apply. Such data can be viewed by
certain people and not by other people and is controlled by access control.
This allows an administrator to secure information and set privileges as to
what information can be accessed, who can access it and at what time it
can be accessed.

4. DATA AVAILABILITY

Data availability is the process of ensuring that data is available to
end users and applications — when and where they need it. It defines the
degree or extent to which data is readily usable along with the necessary
IT and management procedures, tools and technologies required to enable,
manage and continue to make data available. Data availability is primarily
used to create service level agreements (SLA) and similar service
contracts, which define and guarantee the service provided by third-party
IT service providers. Typically, data availability calls for implementing
products, services, policies and procedures that ensure that data is
available in normal and even in disaster recovery operations. This is
usually done by implementing data/storage redundancy, data security,
network optimization, data security and more. Storage area networks
(SAN), network attached storage and RAID-based storage systems are
popular storage management technologies for ensuring data availability.

5. DATA FORENSICS

Data forensics, often used interchangeably with computer forensics,
Is essentially the study of digital data and how it is created and used for the
purpose of an investigation. Data forensics is part of the greater discipline
of forensics, in which various types of evidence are studied to investigate
an alleged crime.

Data forensics can involve many different tasks, including data
recovery or data tracking. Data forensics might focus on recovering
information on the use of a mobile device, computer or other device. It
might cover the tracking of phone calls, texts or emails through a network.
Digital forensics investigators may also use various methodologies to
pursue data forensics, such as decryption, advanced system searches,
reverse engineering, or other high-level data analyses. Some experts make
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a distinction between two types of data collected in data forensics. One is
persistent data, which is permanently stored on a drive and is therefore
easier to find. The other is volatile data, or data that is transient and
elusive. Data forensics often focuses on volatile data, or on a mix of data
that has become difficult to recover or analyze for some reason. In other
cases, data forensics professionals focus on persistent data that is easy to
come by but must be assessed in depth in order to prove criminal intent.

6. DATABASE (DB)

A database (DB), in the most general sense, is an organized collection
of data. More specifically, a database is an electronic system that allows data
to be easily accessed, manipulated and updated. In other words, a database is
used by an organization as a method of storing, managing and retrieving
information. Modern databases are managed using a database management
system (DBMS). Software programmers are well acquainted with database
concepts through relational databases like Oracle, SQL SERVER and
MySQL, etc. Typically, a database structure stores data in a tabular format.
Database architecture may be external, internal or conceptual. The external
level specifies the way in which every end-user type comprehends the
organization of its corresponding relevant data in the database. The internal
level deals with the performance, scalability, cost and other operational
matters. The conceptual level perfectly unifies the different external views
into a defined and wholly global view. It consists of every end-user required
generic data.

/. DATABASE BACKUP

Database backup is the process of backing up the operational state,
architecture and stored data of database software. It enables the creation of a
duplicate instance or copy of a database in case the primary database crashes,
Is corrupted or is lost. Database backup is a way to protect and restore a
database. It is performed through database replication and can be done for a
database or a database server. Typically, database backup is performed by the
RDBMS or similar database management software. Database administrators
can use the database backup copy to restore the database to its operational
state along with its data and logs. The database backup can be stored locally
or on a backup server. Database backup is also created/performed to ensure a
company’s compliance with business and government regulations and to
maintain and ensure access to critical/essential business data in case of a
disaster or technical outage.
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8. DATABASE ENCRYPTION AND DECRYPTION

Database encryption is the process of converting data, within a
database, in plain text format into a meaningless cipher text by means of a
suitable algorithm. Database decryption is converting the meaningless
cipher text into the original information using keys generated by the
encryption algorithms. Database encryption can be provided at the file or
column level. Encryption of a database is costly and requires more storage
space than the original data. The steps in encrypting a database are:
Determine the criticality of the need for encryption;

Determine what data needs to be encrypted;
Determine which algorithms best suit the encryption standard;
Determine how the keys will be managed.

Numerous algorithms are used for encryption. These algorithms
generate keys related to the encrypted data. These keys set a link between
the encryption and decryption procedures. The encrypted data can be
decrypted only by using these keys. Different databases, such as SQL,
Oracle, Access and DB2, have unique encryption and decryption methods.

9. DATABASE SECURITY

Database security refers to the collective measures used to protect
and secure a database or database management software from illegitimate
use and malicious threats and attacks. It is a broad term that includes a
multitude of processes, tools and methodologies that ensure security within
a database environment. Database security covers and enforces security on
all aspects and components of databases. This includes:

Data stored in database;
Database server;
Database management system (DBMS);
Other database workflow applications.
Database security is generally planned, implemented and maintained
by a database administrator and or other information security professional.

Some of the ways database security is analyzed and implemented
include:

e Restricting unauthorized access and use by implementing strong and
multifactor access and data management controls;

e Load stress testing and capacity testing of a database to ensure it does
not crash in a distributed denial of service (DDoS) attack or user
overload;
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e Physical security of the database server and backup equipment from
theft and natural disasters;

e Reviewing existing system for any known or unknown vulnerabilities
and defining and implementing a road map/plan to mitigate them.

10. DATABASES IN LAW ENFORCEMENT

Data Exchange

The success of international police investigations is dependent upon the
availability of up-to-date, global data. At Interpol, we provide our member
countries with instant, direct access to a number of criminal databases. These
contain millions of records, contributed by countries across the world. All
databases, except IBIN (Interpol Ballistic Information Network), are
accessible real-time through the 1-24/7 network which connects all Interpol
National Central Bureaus (NCBs). We have developed web server solutions
to extend access beyond our NCBs to frontline law enforcement officers,
such as border guards, allowing them to search the databases on wanted
persons, stolen and lost travel documents and stolen motor vehicles.

As national boundaries become increasingly meaningless to
criminals, effective and timely police communication across borders is
more important than ever before. At Interpol, one of our priorities is to
enable the world’s police to exchange information securely and rapidly.
Two tools deliver this aim: 1-24/7 and I-link. 1-24/7 is a secure global
police network. We developed the 1-24/7 global police communications
system to connect law enforcement officers in all our member countries. It
enables authorized users to share sensitive and urgent police information
with their counterparts around the globe, 24 hours a day, 365 days a year.
I-link is a dynamic web application that allows officers in member
countries to manage their data directly, and standardizes the format of the
data exchanged.

[-24/7 is the network that enables investigators to access Interpol's
range of criminal databases. Authorized users can search and cross-check
data in a matter of seconds, with direct access to databases on suspected
criminals or wanted persons, stolen and lost travel documents, stolen
motor vehicles, fingerprints, DNA profiles, stolen administrative
documents and stolen works of art.

Empowering frontline officers. With 1-24/7 installed at all National
Central Bureaus, we are now focusing on extending access to Interpol
services beyond the NCB and out to frontline officers such as immigration
and customs officials. Different technical solutions are available and give
officers in strategic locations direct access to three key Interpol databases:
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those on nominal data, stolen and lost travel documents, and stolen motor
vehicles.

Supporting all operational activity. The 1-24/7 network underpins
all Interpol operational activity. From routine checks at border crossings to
targeted operations against different crime areas, and from the deployment
of specialized response teams to the search for international fugitives, I-
24/7 is the foundation of information exchange between the world's police.

11. INDIVIDUALS AND NOTICES

Notices and nominal data. Interpol Notices are international
requests for cooperation or alerts allowing police in member countries to
share critical crime-related information. Interpol’s system of Notices is
used to issue international alerts for fugitives, suspected criminals, persons
linked to or of interest in an ongoing criminal investigation, persons and
entities subject to UN Security Council Sanctions, potential threats,
missing persons and dead bodies. Details are stored in a database known as
the Interpol Criminal Information System, which also contains personal
data and the criminal history of people subject to request for international
police cooperation. In the case of Red Notices, the persons concerned are
wanted by national jurisdictions for prosecution or to serve a sentence
based on an arrest warrant or court decision. Interpol's role is to assist the
national police forces in identifying and locating these persons with a view
to their arrest and extradition or similar lawful action. In addition, Notices
are used by the United Nations, International Criminal Tribunals and the
International Criminal Court to seek persons wanted for committing
crimes within their jurisdiction, notably genocide, war crimes, and crimes
against humanity.

Child abusers and victims. Managed by Interpol, the International
Child Sexual Exploitation image database (ICSE DB) is a powerful
intelligence and investigative tool which allows specialized investigators
to share data with colleagues across the world. Available through Interpol's
secure global police communications system (known as 1-24/7), the
International Child Sexual Exploitation image database uses sophisticated
image comparison software to make connections between victims, abusers
and places. The aim is to identify, locate and arrest perpetrators, and to
remove victims from harm.

Backed by the G8 and funded by the European Commission, the
ICSE DB was launched in March 2009 as the successor to the Interpol
Child Abuse Image Database (ICAID) which had been in use since 2001.
The ICSE DB enables certified users in member countries to access the
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database directly and in real time, thereby providing immediate responses
to queries related to child sexual exploitation investigations. In February
2016 the third version of ICSE was released, extensively expanding the
database’s features to include video analysis tools as well as cutting-edge
technology aimed at supporting investigators’ efforts to identify victims
depicted in child sexual exploitation images and videos. By the end of
2015, the ICSE DB included data on more than 8,000 identified victims
from nearly 50 countries, as well as data related to numerous unidentified
victims, whose cases are yet to be investigated.

12. INTERPOL’S DNA DATABASE

Deoxyribonucleic acid (DNA) molecules contain the information all
living cells in the human body need to function. They also control the
inheritance of characteristics from parents to offspring. With the exception
of identical twins, each person’s DNA is unique, which makes DNA
sampling useful for solving crimes, identifying victims of disasters, and
locating missing persons.

The first step in obtaining DNA profiles for comparison is the
collection of samples from crime scenes and reference samples from
suspects. Samples are commonly obtained from blood, hair or body fluids.
Advances in DNA technology enable samples to be obtained from
decreasingly smaller traces of DNA found at crime scenes. Using forensic
science methods, the sample is analysed, resulting in a DNA profile that can
be compared against other DNA profiles within a database. This creates the
opportunity for ‘hits’ — person-to-scene, scene-to-scene or person-to-person
matches — where no previous connection was known.

Police in member countries can submit a DNA profile from offenders,
crime scenes, missing persons and unidentified bodies to Interpol’s
automated DNA database. The database search result is provided within 15
minutes. Known as the DNA Gateway, the database was initiated in 2002
and by October 2015 contained more than 158,000 DNA profiles contributed
by 73 member countries.

Participating countries actively use the DNA Gateway as a tool in
their criminal investigations, and it regularly detects potential links
between DNA profiles submitted by member countries. Searches of the
database by member countries led to 72 international hits during the period
from January to October 2015. Member countries can access the database
via the organization’s 1-24/7 global police communications system and,
upon request, access can be extended beyond the member countries’
National Central Bureaus to forensic centres and laboratories.
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Data protection. Interpol serves only as the conduit for the sharing
and comparison of information. We do not keep any nominal data linking
a DNA profile to any individual. A DNA profile is simply a list of
numbers based on the pattern of an individual’s DNA, producing a
numerical code which can be used to differentiate individuals.

13. FINGERPRINTS DATABASE

Fingerprint evidence plays a crucial role in criminal investigations.
Since a person’s fingerprints are unique and do not change during the
course of their life, they can be used to quickly and efficiently confirm or
disprove a person’s identity, for example, in checking a suspect at a border
crossing. In addition, finger marks can be collected at a crime scene and
have the potential to link a series of crimes together, or to place a suspect
at the scene. Fingerprints play an equally important role in identifying
victims following a disaster such as a cyclone, earthquake, bombing or
other attack.

At Interpol, we manage a database of fingerprints, containing more
than 233,000 fingerprint records (as of October 2015). Authorized users in
member countries can view, submit and cross-check fingerprint records
using 1-24/7, Interpol’s secure global police communications network, via
a user-friendly automatic fingerprint identification system (AFIS).

Law enforcement officers can either take fingerprints using an
electronic device or can take them manually using ink and paper, then use
a special scanner to save the data electronically in the appropriate format.
They then submit the data to the Interpol General Secretariat to be
uploaded to the database. Records are saved and exchanged in the format
set by the National Institute of Standards and Technology (NIST). We
actively encourage member countries to use the database as extensively as
possible, in accordance with Interpol's Rules on the Processing of Data,
and increase the number of relevant fingerprints in the system. In order to
assist member countries improve the quality and quantity of fingerprint
records submitted to Interpol AFIS, we have prepared two documents:
Guidelines concerning Fingerprints Transmission and Guidelines
concerning transmission of Fingerprint Crime Scene Marks. During the
period from January to October 2015, we made more than 1,900
identifications as a result of increased data sharing and comparison by
member countries.

Innovation. The Interpol Fingerprint Unit provides a service called
AFIS gateway, which allows member countries to submit remotely a
fingerprint search against the Interpol AFIS database and receive an
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automated response. We implemented in 2010 a new AFIS which is
capable of searching and filing palm prints and latent palm marks.
Automated ten-print verification has been introduced, along with a high-
volume search facility that allows more than 1,000 comparisons per day
against the Interpol fingerprint database which runs 24 hours a day, seven
days a week.

14. DISASTER VICTIM IDENTIFICATION (DVI) DATABASE

The process of identifying victims of major disasters such as terrorist
attacks or earthquakes is rarely possible by visual recognition. Comparison of
fingerprints, dental records or DNA samples with ones stored in databases or
taken from victims’ personal effects are often required to obtain a conclusive
identification. As people are traveling more and more, there is also a high
probability that a disaster will result in the deaths of nationals from many
different countries.

International coordination. When a major disaster occurs, one
country alone may not have sufficient resources to deal with mass
casualties. In some cases, the incident may have damaged or destroyed the
country’s existing emergency-response infrastructure, making the task of
victim identification even more difficult. A coordinated effort by the
international community can significantly speed up the victim recovery
and identification process, enabling victims’ families to begin the healing
process and societies to rebuild, and, in the event of a terrorism incident,
assisting investigators to identify possible attackers.

A range of support. Member countries can call on Interpol for
assistance in disaster victim identification (DVI) immediately in the
aftermath of a disaster. The services offered by Interpol include:

e A downloadable DVI guide;

e Assistance from the Command and Coordination Centre at the Interpol
General Secretariat in Lyon, France, to send messages between National
Central Bureaus 24 hours a day in Arabic, English, French or Spanish;

e An Incident Response Team to provide further assistance upon request,
such as on-site investigative support or connection to Interpol’s
databases.

Multi-dimensional approach. Interpol's DVI activities are supported
by a Steering Group and a Standing Committee on Disaster Victim
Identification, both of which are made up of forensic and police experts. The
Steering Group formulates Interpol DVI policy and strategic planning while
the Standing Committee meets regularly to discuss improvements to
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procedures and standards in DVI matters. Policies and guidelines have been

produced in the following areas and are backed up by training programmes:

e Victim care and family support;

e Occupational care for DVI teams;

e Compliance with international standards and forensic quality assurance
controls;

¢ Information-sharing and exchange;

e Operational assistance to countries which lack DVI capacity.

15. FACIAL RECOGNITION DATABASE

Facial recognition is an important and rapidly evolving biometric
science which opens up many new opportunities for identifying
individuals and solving crimes. Interpol has created a database of facial
images. This tool will enable the global law enforcement community to
share and compare data in order to:

Identify fugitives and missing persons;
Identify unknown persons of interest;
Identify subjects in public media images;
Verify mugshots received against a database.

In a related project, we plan to make selected images available
through mobile devices in order to assist operations and investigations in
the field. This will enable the Organization to carry out facial recognition
checks in real time against specific watchlists.

Promoting standards and best practice. A Facial Expert Working
Group (IFEWG) meets twice a year and serves as Interpol’s advisory
group in this biometric field. The group has produced a best practice guide
for the quality, format and transmission of images to be used in the
Interpol facial recognition system. The guide will help improve the quality
of data received, promoting accurate and effective facial recognition.

16. STOLEN PROPERTY DATABASE

Stolen motor vehicles, vessels and works of art are likely to be
trafficked across borders. We maintain global databases in order to assist
the law enforcement community in identifying stolen items and to increase
the chance of their recovery.

Motor vehicles. This database contains extensive identification
details from all types of motor vehicles (cars, trucks, trailers, heavy
machinery, motorbikes) and identifiable spare parts reported as stolen.

Vessels. The Stolen Vessels database serves as a centralized tool for
tracing and tracking stolen vessels and engines.
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Works of art. The Works of Art database contains descriptions and
pictures of cultural objects reported as stolen by Interpol member countries
and international partners such as the International Council of Museums
and UNESCO. It includes items looted during crisis periods in
Afghanistan, Irag and Syria.

Vehicle crime is a highly organized criminal activity affecting all
regions of the whole world and with clear links to organized crime and
terrorism. Vehicles are not only stolen for their own sake, but are also
trafficked to finance other crimes. They can also be used as bomb carriers
or in the perpetration of other crimes.

17. STOLEN MOTOR VEHICLE DATABASE

The Interpol Stolen Motor Vehicle (SMV) database is a vital tool in
the fight against international vehicle theft and trafficking. It allows police
In our member countries to run a check against a suspicious vehicle and
find out instantly whether it has been reported as stolen. An international
database of this nature is crucial as vehicles are often trafficked across
national borders, sometimes ending up thousands of miles away from the
location where they were stolen. In 2015, around 123,000 motor vehicles
worldwide were identified as stolen, thanks to the SMV database. By the
end of the year, the number of database records had risen to 7.4 million.

Global initiatives. At Interpol, we have set up a number of working
groups, bringing together experts from across the world. These working
groups have developed a range of projects focusing on specific issues, for
example:

e Delivering training (Project Formatrain);
e Working with car manufacturers (Project INVEX);
e Supporting operations (SMV Task Force).

We also organize the Global Conference on Vehicle Crime, bringing
together the law enforcement community, international organizations and
the private sector in order to share expertise and best practices. The most
recent edition of the conference took place in Thailand in February 2016.

Analytical report. This report presents an analytical overview of
vehicle crime in a global perspective. The findings are based on a joint
initiative with Europol in which information was submitted by more than
50 member countries. The report will serve as a starting point for future in-
depth analysis of the different aspects of international car trafficking.
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18. WORKS OF ART DATABASE

The illicit traffic in cultural heritage is a transnational crime that
affects the countries of origin, transit and final destination. The illicit trade
in works of art is sustained by the demand from the arts market, the
opening of borders, the improvement in transport systems and the political
instability of certain countries. Over the past decade we have seen an
increasing trend of illicit trafficking in cultural objects from counties in the
Middle East affected by armed conflict. The black market in works of art
IS becoming as lucrative as those for drugs, weapons and counterfeit
goods. In February 2015, the United Nations Security Council approved
Resolution 2199, calling for countries to take appropriate steps to prevent
the trade in stolen Iraqi and Syrian cultural property. It also recognized the
global role of Interpol in addressing this illicit trade.

At Interpol, we are working to raise awareness of the problem among
the relevant organizations and the general public. We encourage not only
police, but also art and antiques dealers and owners of works of art to play
an active role in the exchange of information. This combined action will
strengthen our efforts to curb the erosion of our cultural heritage.

International data. The efficient exchange of data is central to these
efforts. Interpol’s database of stolen works of art is a key tool, accessible
to law enforcement agencies and other authorized users across the world.
In addition, certain types of data can be accessed openly by the general
public:

e The most recent stolen works of art reported to Interpol;

e Recovered works of art;

e Works of art that have been recovered but remain unclaimed by their
OWners;

Stolen Afghan items;

Stolen Iraqi items;

Stolen Syrian items;

Stolen Libyan items.

The database contains only those objects that have been officially
reported as stolen by member countries. An object may have been stolen,
but is not included in the database for one of the following reasons:

e It has not yet been reported as stolen to the police;

e The theft report has not yet been received at Interpol through official
channels;

e The object has not yet been entered into the database;

e Searches for the object are being carried out at national level only;
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e The object has been looted from an archaeological site and is not known
to the police.

We therefore encourage users to interpret database results with
caution as an object may have been stolen, even if it does not appear in the
Interpol database. A database of stolen works of art combines descriptions
and pictures of around 48,768 items (as at 7 June 2016). Direct access to
the database was made available in 2009, enabling authorized users to
check in real-time if an item is among the registered objects.

19. FIREARMS AND DANGEROUS MATERIALS DATABASE

We offer powerful tools which can help member countries to collect
data, trace items and analyse trends related to firearms and radiological
and nuclear materials.

Identification of firearms. The Interpol Firearms Reference Table
provides a standardized methodology to identify and describe firearms,
and enables an investigator to obtain or verify the details of a firearm. The
Interpol Firearms Reference Table (IFRT) is an interactive online tool
available to authorized users via Interpol’s restricted website. It utilizes a
standardized methodology to identify and describe firearms, and enables
an investigator to obtain or verify the details of a firearm — including the
make, model, calibre and serial number. This information is regularly
updated in consultation with firearm experts. Interpol also welcomes input
from the law enforcement community to identify additional firearms for
inclusion in the IFRT. The IFRT contains:

e More than 250,000 firearm references;

e More than 57, 000 firearm images;

e Extensive information on firearm markings including trademarks, logos
and insignias;

e Thousands of useful definitions and terms for firearm parts, accessories,
functions and processes;

e Company histories;

e Acronyms;

e Manufacturers’ codes.

The proper identification and description of a specific firearm is a
fundamental aspect of a firearm-related crime investigation, and
significantly increases the chances of acquiring firearm ownership history
through an international trace request. As such, we recommend that all
IARMS users consult the IFRT in order to verify the unique identifiers of a
firearm for which a search will be conducted, or for which a trace request
will be created.
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20. EXCHANGE OF FIREARMS DATA

The Interpol Hlicit Arms Records and tracing Management System
(IARMS) facilitates information exchange and investigative cooperation
between law enforcement agencies on firearm-related crime, and allows
them to trace a firearm from the point of manufacture or of legal
importation into a country, through the lines of supply to the last known
point of possession. IARMS is an integral part of the international strategy
and operational framework to combat the illicit trade in small arms and
light weapons. IARMS is an information technology system which
provides a common global platform for firearm-related information
exchange and cooperation, namely through:

e Providing a centralized system for the reporting and querying of lost,
stolen, trafficked and smuggled firearms by law enforcement agencies
globally;

e Facilitating the submission of, and responses to, international firearms
trace requests including support to monitor the status of trace requests.

Firearms of interest. For the purposes of IARMS, a firearm is
deemed to be “illicit” if:

e It is considered illicit under the law of the country in whose territorial
jurisdiction it is found; or

e It is transferred in violation of an arms embargo decided by the United
Nations Security Council in accordance with the Charter of the United
Nations; or

e It is not marked in accordance with the International Instrument to
Enable States to Identify and Trace, in a Timely and Reliable Manner,
Illicit Small Arms and Light Weapons (International Tracing
Instrument); or

e It is manufactured or assembled without a license or authorization from
the competent authority of the country where the manufacture or
assembly takes place; or

e It is transferred without a license or authorization as required by a
competent national authority.

Radiological and nuclear materials. The Project Geiger database is
used to collate and analyse information on illicit trafficking and other
unauthorized activities involving radiological and nuclear materials. It
combines data from the International Atomic Energy Agency, open-source
reports and law enforcement channels.
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COMPREHENSION CHECK

1. Match the words to their description:

1) database A) to change electronic information into a secret
system of letters, numbers, or symbols:
2) access code B) an organized collection of data

3) recovery C) a way of limiting access to a system or to
physical or virtual resources

4) to encrypt D) to add new information

5) to update E) information in the form of text, numbers, or

symbols that can be used by or stored in a computer
6) access control | F) a series of numbers and/or letters that allow
access to a particular system

7) data J) a process in which a system or situation returns
to the way it was before something bad happened

2. Why DNA sampling is useful for solving crimes, identifying
victims of disasters, and locating missing persons?

3. Why does fingerprint evidence play a crucial role in criminal
investigations?

4. Explain the purpose of two-factor authentication.

5. What tasks does data forensics involve?

6. What is a database backup?

7. Name some of the ways database security is analyzed and
implemented.

8. What are the steps in encrypting a database?

9. Why can fingerprints be used to quickly and efficiently confirm or
disprove a person’s identity?

10. What is the purpose of Interpol’s system of Notices?

DISCUSSION

Discuss the following statements:

A. For computer security, access control includes the authorization,
authentication and audit of the entity trying to gain access.

B. As national boundaries become increasingly meaningless to
criminals, effective and timely police communication across borders is
more important than ever before.

C. The success of international police investigations is dependent
upon the availability of up-to-date, global data.
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UNIT 3
INFORMATION ASSURANCE AND INFORMATION SECURITY.
SECURE CODING

1. INFORMATION ASSURANCE (l1A)

Information Assurance (IA) refers to the steps involved in protecting
information systems, like computer systems and networks. There are
commonly five terms associated with the definition of information assurance:
Integrity, Availability, Authentication, Confidentiality, Nonrepudiation.

IA is a field in and of itself. It can be thought of as a specialty of
Information Technology (IT), because an IA specialist must have a
thorough understanding of IT and how information systems work and are
interconnected. With all of the threats that are now common in the IT
world, such as viruses, worms, phishing attacks, social engineering,
identity theft and more, a focus on protection against these threats is
required. IA is that focus. Essentially, Information Assurance is protecting
information systems through maintaining these five qualities of the system.

Integrity involves making sure that an information system remains
unscathed and that no one has tampered with it. 1A takes steps to maintain
integrity, such as having anti-virus software in place so that data will not
be altered or destroyed, and having policies in place so that users know
how to properly utilize their systems to minimize malicious code from
entering them.

Availability is the facet of 1A where information must be available
for use by those that are allowed to access it. Protecting the availability can
involve protecting against malicious code, hackers and any other threat
that could block access to the information system.

Authentication involves ensuring that users are who they say they
are. Methods used for authentication are user names, passwords,
biometrics, tokens and other devices. Authentication is also used in other
ways — not just for identifying users, but also for identifying devices and
data messages.

IA involves keeping information confidential. This means that only
those authorized to view information are allowed access to it. Information
needs to be kept confidential. This is commonly found, for example, in the
military, where information is classified or only people with certain
clearance levels are allowed access to highly confidential information.

The final pillar is nonrepudiation. This means that someone cannot deny
having completed an action because there will be proof that they did it.
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2. INFORMATION SECURITY (IS)

Information security (IS) is designed to protect the confidentiality,
integrity and availability of computer system data from those with malicious
intentions. Confidentiality, integrity and availability are sometimes referred to
as the CIA Triad of information security. This triad has evolved into what is
commonly termed the Parkerian hexad, which includes confidentiality,
possession (or control), integrity, authenticity, availability and utility.

Information security handles risk management. Anything can act as a
risk or a threat to the CIA triad or Parkerian hexad. Sensitive information must
be kept — it cannot be changed, altered or transferred without permission. For
example, a message could be modified during transmission by someone
intercepting it before it reaches the intended recipient. Good cryptography
tools can help mitigate this security threat.

Digital signatures can improve information security by enhancing
authenticity processes and prompting individuals to prove their identity
before they can gain access to computer data.

3. CIA TRIAD OF INFORMATION SECURITY

The CIA (Confidentiality, Integrity, and Availability) triad of
information security is an information security benchmark model used to
evaluate the information security of an organization. The CIA triad of
information security implements security using three key areas related to
information systems including confidentiality, integrity and availability.
The CIA triad of information security was created to provide a
baseline standard for evaluating and implementing information security
regardless of the underlying system and/or organization. The three core
goals have distinct requirements and processes within each other.
¢ Confidentiality: Ensures that data or an information system is accessed
by only an authorized person. User Id’s and passwords, access control
lists (ACL) and policy based security are some of the methods through
which confidentiality is achieved.

e Integrity: Integrity assures that the data or information system can be
trusted. Ensures that it is edited by only authorized persons and remains
In its original state when at rest. Data encryption and hashing algorithms
are key processes in providing integrity.

¢ Auvailability: Data and information systems are available when required.
Hardware maintenance, software patching/upgrading and network
optimization ensure availability.
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4. CONFIDENTIALITY

Confidentiality, in the context of computer systems, allows authorized
users to access sensitive and protected data. Specific mechanisms ensure
confidentiality and safeguard data from harmful intruders. Confidentiality is
one of the five pillars of Information Assurance (IA). The other four are
authentication, availability, integrity and nonrepudiation. Sensitive information
or data should be disclosed to authorized users only. In 1A, confidentiality is
enforced in a classification system. For example, a U.S. government or military
worker must obtain a certain clearance level, depending on a position's data
requirements, such as, classified, secret or top secret. Those with secret
clearances cannot access top secret information.

Best practices used to ensure confidentiality are as follows:

e An authentication process, which ensures that authorized users are
assigned confidential user identification and passwords. Another type of
authentication is biometrics.

¢ Role-based security methods may be employed to ensure user or viewer
authorization. For example, data access levels may be assigned to
specified department staff.

e Access controls ensure that user actions remain within their roles. For
example, if a user is authorized to read but not write data, defined
system controls may be integrated.

5. INTEGRITY

Integrity, in the context of computer systems, refers to methods of
ensuring that data is real, accurate and safeguarded from unauthorized user
modification. Integrity is one of the five pillars of Information Assurance
(IA). The other four are authentication, availability, confidentiality and
nonrepudiation. Data integrity maintenance is an information security
requirement. Integrity is a major IA component because users must be able
to trust information. Untrusted data is devoid of integrity. Stored data must
remain unchanged within an information system (1S), as well as during
data transport.

Events like storage erosion, error and intentional data or system
damage can create data changes. For example, hackers may cause damage
by infiltrating systems with malware, including Trojan horses, which
overtake computer systems, as well as worms and viruses. An employee
may create company damage through intentionally false data entry. Data
integrity verification measures include checksums and the use of data
comparisons.
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6. AVAILABILITY

Availability, in the context of a computer system, refers to the ability of
a user to access information or resources in a specified location and in the
correct format. Availability is one of the five pillars of Information
Assurance (IA). The other four are integrity, authentication, confidentiality
and nonrepudiation. When a system is regularly non-functioning, information
availability is affected and significantly impacts users. In addition, when data
IS not secure and easily available, information security is affected, i.e., top
secret security clearances. Another factor affecting availability is time. If a
computer system cannot deliver information efficiently, then availability is
compromised.

Data availability must be ensured by storage, which may be local or
at an offsite facility. In the case of an offsite facility, an established
business continuity plan should state the availability of this data when
onsite data is not available. At all times, information must be available to
those with clearance.

7. NONREPUDIATION

Nonrepudiation is a method of guaranteeing message transmission
between parties via digital signature and/or encryption. It is one of the five
pillars of information assurance (IA). The other four are availability,
integrity, confidentiality and authentication. Nonrepudiation is often used
for digital contracts, signatures and email messages. By using a data hash,
proof of authentic identifying data and data origination can be obtained.
Along with digital signatures, public keys can be a problem when it comes
to nonrepudiation if the message recipient has exposed, either knowingly
or unknowingly, their encrypted or secret key.

While nonrepudiation is a worthy electronic security measure,
professionals in this arena caution that it may not be 100 percent effective.
Phishing or man-in-the-middle (MITM) attacks can compromise data
integrity. In addition, it is important to note that a digital signature is the
same whether it is authentic or faked by someone who has the private key.
This problem has been countered by the U.S. Department of Defense with
the development of the common access card, a type of smart card designed
for active duty military personnel, civilian personnel, the National Guard
and others that are privy to confidential defense information.

Imagine receiving a harassing email from someone who denies
sending the message. How do you determine the truth? Digital signatures
prove the delivery and receipt of email transmissions, guaranteeing
nonrepudiation. Thus, nonrepudiation protects the recipient and the sender
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when a recipient denies receiving an email. Without nonrepudiation, an
essential pillar of 1A, information security would be significantly flawed.

8. AUTHORIZATION

Authorization is a security mechanism used to determine user/client
privileges or access levels related to system resources, including computer
programs, files, services, data and application features. Authorization is
normally preceded by authentication for user identity verification. System
administrators (SA) are typically assigned permission levels covering all
system and user resources. During authorization, a system verifies an
authenticated user's access rules and either grants or refuses resource
access.

Modern and multiuser operating systems depend on effectively
designed authorization processes to facilitate application deployment and
management. Key factors include user type, number, credentials requiring
verification and related actions and roles. For example, role-based
authorization may be designated by user groups requiring specific user
resource tracking privileges. Additionally, authorization may be based on
an enterprise authentication mechanism, like Active Directory (AD), for
seamless security policy integration.

For example, ASP.NET works with Internet Information Server (11S)
and Microsoft Windows to provide authentication and authorization services
for Web-based .NET applications. Windows uses New Technology File
System (NTFS) to maintain Access Control Lists (ACL) for all resources. The
ACL serves as the ultimate authority on resource access. The .NET
Framework provides an alternate role-based security approach for
authorization support. Role-based security is a flexible method that suits server
applications and is similar to code access security checks, where authorized
application users are determined according to roles.

9. AUTHENTICATION

In the context of computer systems, authentication is a process that
ensures and confirms a user’s identity. Authentication is one of the five pillars
of information assurance (IA). The other four are integrity, availability,
confidentiality and nonrepudiation.

Authentication begins when a user tries to access information. First, the
user must prove his access rights and identity. When logging into a computer,
users commonly enter usernames and passwords for authentication purposes.
This login combination, which must be assigned to each user, authenticates
access. However, this type of authentication can be circumvented by hackers.
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A Dbetter form of authentication, biometrics, depends on the user’s
presence and biological makeup (i.e., retina or fingerprints). This technology
makes it more difficult for hackers to break into computer systems. The Public
Key Infrastructure (PKI) authentication method uses digital certificates to
prove a user’s identity. There are other authentication tools, too, such as key
cards and USB tokens. One of the greatest authentication threats occurs with
email, where authenticity is often difficult to verify. For example, unsecured
emails often appear legitimate.

10. INFORMATION SYSTEMS SECURITY (INFOSEC)

Information systems security, more commonly referred to as INFOSEC,
refers to the processes and methodologies involved with keeping information
confidential, available, and assuring its integrity.

It also refers to:

e Access controls, which prevent unauthorized personnel from entering or
accessing a system;

e Protecting information no matter where that information is, i.e. in transit
(such as in an email) or in a storage area;

e The detection and remediation of security breaches, as well as
documenting those events.

Information systems security does not just deal with computer
information, but also protecting data and information in all of its forms,
such as telephone conversations. Risk assessments must be performed to
determine what information poses the biggest risk. For example, one
system may have the most important information on it and therefore will
need more security measures to maintain security. Business continuity
planning and disaster recovery planning are other facets of an information
systems security professional. This professional will plan for what could
happen if a major business disruption occurs, but still allow business to
continue as usual.

The term is often used in the context of the U.S. Navy, who defines
INFOSEC as: COMPUSEC + COMSEC + TEMPEST = INFOSEC. Where
COMPUSEC is computer systems security, COMSEC is communications
security, and TEMPEST is compromising emanations.

11. COMPUTER SECURITY (COMPUSEC)

COMPUter SECurity (COMPUSEC) is a military term used in reference
to the security of computer system information. Today it can relate to either
the military or civilian community. COMPUSEC also concerns preventing
unauthorized users from gaining entry to a computer system.
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The differences between communications security (COMSEC) and
COMPUSEC is that COMSEC is involved with data that is being
transmitted and protecting the data while being transmitted. COMPUSEC
concerns itself with protecting data during the act of processing or while
being stored. One of the first devised standards for COMPUSEC was the
DoD 5200.28-M, ADP Security Manual. This document contains certain
essential computer system requirements, including:

e Labeling of any classified information. This involves compartmented
computers — those holding information only accessible by individuals
holding appropriate clearance levels.

e Keeping an audit trail of anything related to security. This could include
keeping track of anyone who logged into or out of the system.

o Verifying privileges, such as whether a user can read or write. Letting
only certain users have access to the memory.

e Ultilizing identification, such as logins and passwords, to authenticate
computer users.

Though COMPUSEC started out as a set of guidelines for protecting
national assets, it now is more widespread. Later, other tools for COMPUSEC
were developed and included CSC-STD-001-83, the Trusted Computer
System Evaluation Criteria (TCSEC) or the Orange Book. The Orange Book
took a layered approach to rating computer system requirements. It included
ratings on security policy, accountability, assurance and documentation.

12. COMMUNICATIONS SECURITY (COMSEC)

Communications security (COMSEC) ensures the security of
telecommunications confidentiality and integrity — two information
assurance (1A) pillars. Generally, COMSEC may refer to the security of
any information that is transmitted, transferred or communicated.

There are five COMSEC security types:

e Cryptosecurity: This encrypts data, rendering it unreadable until the
data is decrypted,;

e Emission Security (EMSEC): This prevents the release or capture of
emanations from equipment, such as cryptographic equipment, thereby
preventing unauthorized interception;

e Physical Security: This ensures the safety of, and prevents unauthorized
access to, cryptographic information, documents and equipment;

o Traffic-Flow Security: This hides messages and message characteristics
flowing on a network;

e Transmission Security (TRANSEC): This protects transmissions from
unauthorized access, thereby preventing interruption and harm.
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13. DATA PROTECTION

Data protection is the process of protecting data and involves the
relationship between the collection and dissemination of data and
technology, the public perception and expectation of privacy and the
political and legal underpinnings surrounding that data. It aims to strike a
balance between individual privacy rights while still allowing data to be
used for business purposes. Data protection is also known as data privacy
or information privacy.

Data protection should always be applied to all forms of data,
whether it be personal or corporate. It deals with both the integrity of the
data, protection from corruption or errors, and privacy of data, it being
accessible to only those that have access privilege to it. The context of data
protection varies and the methods and extent also vary for each; there is
data protection on the personal level, that of business or public entities,
and that of data so highly classified that it should never fall into the hands
of others aside from its owners — or in other words, top secret.

In the United States data privacy is not highly regulated, so by
extension there are no strict data protection laws that apply, although that
Is quickly changing as people become aware of the value of privacy and
data protection. In the United Kingdom however, the legislative body
passed the Data Protection Act of 1998, a revision of the very basic Act of
1984 which stated rules for data users and defined individuals' rights in
regard to data that is directly related to them. The Act became effective on
March 1, 2000. The law itself strives to balance the individual rights to
privacy and the ability of more public organizations to use this data in the
process of conducting business. The Act gives guidelines, eight principles,
which a data controller must observe when handling personal data in the
course of doing business, in the name of protection. These principles go
along the lines of having been obtained fairly and lawfully, to it not
leaving the country or territory unless under certain conditions of
protection. Not all countries have data protection laws, however.

14. DATA SECURITY

Data security refers to protective digital privacy measures that are
applied to prevent unauthorized access to computers, databases and
websites. Data security also protects data from corruption. Data security is
the main priority for organizations of every size and genre. Data security is
also known as information security (IS) or computer security.

Examples of data security technologies include software/hardware disk
encryption, backups, data masking and data erasure. A key data security
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technology measure is scrambling, where digital data, software/hardware,
and hard drives are scrambled and rendered unreadable to unauthorized users
and hackers. Data security is also very important for health care records, so
health advocates and medical practitioners in the U.S. and other countries
are working toward implementing electronic medical records (EMR)
privacy by creating awareness about patient rights related to the release of
data to laboratories, physicians, hospitals and other medical facilities.

15. CODE

Code, in a general sense, is the language understood by the computer.
Computers don't understand natural language. As such the human language
has to be converted into a set of «words» that are understood by the
computer. The words that initiate a standard action when used in a
program are called keywords. The arrangement of keywords for successful
execution of a desired computation is called syntax. The set of keywords
and syntax form a programming language.

The term code by itself is so general that it doesn't convey much
information. It can be useful to think of code in terms of instructions
versus data. That is, computer code uses data as an input, does some
processing, then spits out the output. In addition to referring to the code
itself, you can use the term as a verb — to code is synonymous with
coding or programming.

16. SECURE CODING

Secure coding is the practice of writing a source code or a code base
that is compatible with the best security principles for a given system and
interface. IT professionals understand that each type of device technology
and operating system has its own vulnerabilities to a range of security
issues, including cyber-attacks and hacking. With that in mind, the
principle of secure coding helps software engineers and other developers
anticipate these challenges and prepare for these issues in design.

The principle of secure coding is supported by various particular
categorical strategies. For example, one strategy is to «validate input» to
make sure that input comes from trusted sources. Another strategy is to
check for buffer overflow vulnerability. In a general sense, developers
look to design a secure user interface that limits the number of backdoors,
loopholes and vulnerabilities that can invite cyber-attacks. As the security
community becomes more cognizant of common hacking and cyber-attack
strategies, it builds appropriate security measures into newer platforms and
devices. As a result, many of the traditional vulnerabilities in PC operating
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system environments have been engineered out of newer mobile or
smartphone interfaces. However, as hackers, cyber-attackers and other
«black hat» parties are also directing more attention toward mobile, this
has become the new playground for secure coding and security work.

17. CODE EFFICIENCY

Code efficiency is a broad term used to depict the reliability, speed and
programming methodology used in developing codes for an application. Code
efficiency is directly linked with algorithmic efficiency and the speed of
runtime execution for software. It is the key element in ensuring high
performance. The goal of code efficiency is to reduce resource consumption
and completion time as much as possible with minimum risk to the business or
operating environment. The software product quality can be accessed and
evaluated with the help of the efficiency of the code used.

Code efficiency plays a significant role in applications in a high-execution-
speed environment where performance and scalability are paramount. One of
the recommended best practices in coding is to ensure good code efficiency.
Well-developed programming codes should be able to handle complex
algorithms. Recommendations for code efficiency include:

e To remove unnecessary code or code that goes to redundant processing;

To make use of optimal memory and nonvolatile storage;

To ensure the best speed or run time for completing the algorithm;

To make use of reusable components wherever possible;

To make use of error and exception handling at all layers of software,

such as the user interface, logic and data flow;

To create programming code that ensures data integrity and consistency;

e To develop programming code that's compliant with the design logic
and flow;

e To make use of coding practices applicable to the related software;

e To optimize the use of data access and data management practices;

e To use the best keywords, data types and variables, and other available
programming concepts to implement the related algorithm.

18. CRYPTOGRAPHY

Cryptography involves creating written or generated codes that
allows information to be kept secret. Cryptography converts data into a
format that is unreadable for an unauthorized user, allowing it to be
transmitted without anyone decoding it back into a readable format, thus
compromising the data. Information security uses cryptography on several
levels. The information cannot be read without a key to decrypt it. The
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information maintains its integrity during transit and while being stored.

Cryptography also aids in non-repudiation. This means that neither the

creator nor the receiver of the information may claim they did not create or

receive it. Cryptography is also known as cryptology.

Cryptography also allows senders and receivers to authenticate each
other through the use of key pairs. There are various types of algorithms
for encryption, some common algorithms include:

e Secret Key Cryptography (SKC) — Here only one key is used for both
encryption and decryption. This type of encryption is also referred to as
symmetric encryption;

e Public Key Cryptography (PKC): Here two keys are used. This type of
encryption is also called asymmetric encryption. One key is the public
key and anyone can have access to it. The other key is the private key,
and only the owner can access it. The sender encrypts the information
using the receiver’s public key. The receiver decrypts the message using
his/her private key. For non-repudiation, the sender encrypts plain text
using a private key, while the receiver uses the sender’s public key to
decrypt it. Thus, the receiver knows the sender;

e Hash Functions: These are different from SKC and PKC. They have no
key at all and are also called one-way encryption. Hash functions are
mainly used to ensure that a file has remained unchanged.

19. CRYPTANALYSIS

Cryptanalysis is the decryption and analysis of codes, ciphers or
encrypted text. Cryptanalysis uses mathematical formulas to search for
algorithm vulnerabilities and break into cryptography or information
security systems. Cryptanalysis attack types include:

e Known-Plaintext Analysis (KPA):. Attacker decrypt ciphertexts with
known partial plaintext;

e Chosen-Plaintext Analysis (CPA): Attacker uses ciphertext that matches
arbitrarily selected plaintext via the same algorithm technique;

o Ciphertext-Only Analysis (COA): Attacker uses known ciphertext
collections;

e Man-in-the-Middle (MITM) Attack: Attack occurs when two parties use
message or key sharing for communication via a channel that appears
secure but is actually compromised. Attacker employs this attack for the
interception of messages that pass through the communications channel.
Hash functions prevent MITM attacks;
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e Adaptive Chosen-Plaintext Attack (ACPA): Similar to a CPA, this
attack uses chosen plaintext and ciphertext based on data learned from
past encryptions.

20. ENCRYPTION

Encryption is the process of using an algorithm to transform information
to make it unreadable for unauthorized users. This cryptographic method
protects sensitive data such as credit card numbers by encoding and
transforming information into unreadable cipher text. This encoded data may
only be decrypted or made readable with a key. Symmetric-key and
asymmetric-key are the two primary types of encryption. Encryption is
essential for ensured and trusted delivery of sensitive information.

Symmetric-key encryption uses two secret, often identical keys or codes
for computers involved in message transmission. Each secret key's data packet
is self-encrypted. The first symmetric encryption algorithm is the Data
Encryption Standard (DES), which uses a 56-bit key and is not considered
attack-proof. The Advanced Encryption Standard (AES) is considered more
reliable because it uses a 128-bit, a 192-bit or a 256-bit key.

Asymmetric-key encryption, also known as public-key encryption,
uses private and public keys in tandem. The public key is shared with
computers attempting to communicate securely with the user’s computer.
This key handles encryption, rendering the message indecipherable in
transit. The private matching key remains private on the user’s computer.
It decrypts the message and makes it readable. Pretty good privacy (PGP)
Is a commonly used public-key encryption system.

21. DATA ENCRYPTION KEY (DEK)

A data encryption key (DEK) is a type of key designed to encrypt
and decrypt data at least once or possibly multiple times. DEKSs are created
by an encryption engine. Data is encrypted and decrypted with the help of
the same DEK; therefore, a DEK must be stored for at least a specified
duration for decrypting the generated cipher text.

The time period for storing data prior to its retrieval may vary
significantly, and some data may be kept for many years or even decades
prior to accessing it. In order to ensure that the data is still available, DEKSs
may also have to be retained for very long periods. A key-management
system provides life-cycle supervision for every DEK generated by an
encryption engine. Key-management systems are usually offered by third-
party vendors. Regardless of the life-cycle length, there are four levels in a
DEK life cycle:
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1. The key is created using the crypto module of the encryption engine;

2. The key is then provided to a key vault and to various other

encryption engines;

3. This key is utilized for encrypting and decrypting data;

4. The key is then suspended, terminated or destroyed.

A DEK may be customized to expire during a particular time frame in
order to prevent data from being compromised. Under such circumstances,
it should be used once more for decrypting the data and then the resulting
clear text is encrypted with the help of a new key (re-keyed).

22. ENCRYPTION ALGORITHM

An encryption algorithm is a component for electronic data transport
security. Actual mathematical steps are taken and enlisted when
developing algorithms for encryption purposes, and varying block ciphers
are used to encrypt electronic data or numbers. Encryption algorithms help
prevent data fraud, such as that perpetrated by hackers who illegally obtain
electronic financial information. These algorithms are a part of any
company’s risk management protocols and are often found in software
applications. Encryption algorithms assist in the process of transforming
plain text into encrypted text, and then back to plain text for the purpose of
securing electronic data when it is transported over networks. By coding or
encrypting data, hackers or other unauthorized users are generally unable
to access such information. Some encryption algorithms are considered
faster than others, but as long as algorithm developers, many of whom
have math backgrounds, stay on top of advancements in this technology,
this type of encryption should continue to flourish as hackers continue to
become more sophisticated.

In 1977, RSA became one of the first encryption algorithms developed
by U.S. mathematicians Ron Rivest, Adi Shamir and Len Adleman. RSA has
had ample staying power as it is still widely used for digital signatures and
public key encryption. Encryption algorithms can vary in length, but the
strength of an algorithm is usually directly proportional to its length.

23. DECRYPTION

Decryption is the process of transforming data that has been rendered
unreadable through encryption back to its unencrypted form. In decryption,
the system extracts and converts the garbled data and transforms it to texts and
images that are easily understandable not only by the reader but also by the
system. Decryption may be accomplished manually or automatically. It may
also be performed with a set of keys or passwords. One of the foremost
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reasons for implementing an encryption-decryption system is privacy. As
information travels over the World Wide Web, it becomes subject to scrutiny
and access from unauthorized individuals or organizations. As a result, data is
encrypted to reduce data loss and theft. Some of the common items that are
encrypted include email messages, text files, images, user data and directories.
The person in charge of decryption receives a prompt or window in which a
password may be entered to access encrypted information.

24. CIPHER

A cipher is a method of hiding words or text with encryption by
replacing original letters with other letters, numbers and symbols through
substitution or transposition. A combination of substitution and transposition
Is also often employed. Cipher also refers to the encrypted text, cryptography
system or encryption key for the original text. Encrypted text is also known as
ciphertext. Plaintext is the original, unencrypted text. A cipher enables private
communication and is often used in email, so that if an encrypted message is
intercepted by an unauthorized user, the message cannot be read.

A block cipher encrypts plaintext with a key and algorithm, which
affects a complete block of data containing several bits. This may mean 64
bits of encryption for every one bit of data. A stream cipher encrypts
plaintext with a key and algorithm applied to every binary digit (ones and
zeros) for every bit in the data stream. Today, this type of cipher is not as
common as the block cipher.

A number of other cipher types exist. Two typical examples are:

e Atbash: The letter A is changed toa Z. B is changed to a Y, and so on.
e Baconian: This hides a message inside another message with various
fonts, typefaces or characteristics.

25. BLOCK CIPHER

A block cipher is a symmetric cryptographic algorithm that operates on a
fixed-size block of data using a shared, secret key. Plaintext is used during the
encryption, and the resulting encrypted text is called a ciphertext. The same
key is used for both the encryption of the plaintext and the decryption of the
ciphertext. Block cipher encrypts/decrypts its input one block at a time instead
of one bit at a time using a shared, secret key. The block is fixed in size;
otherwise, padding is necessary. This algorithm is symmetric. During
encryption, it uses the shared key to transform its plaintext input into a
cyphertext (encrypted text). During decryption, it uses the same key to
transform the cyphertext back to the original plaintext. The length of the
output is the same as the input. Well-known implementations of the block
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cipher algorithm are the Data Encryption Standard (DES), TripleDES and the
Advanced Encryption standard (AES). The counterpart of block cypher is the
stream cypher, which operates on its input one bit at a time, also using a
shared key. An alternative to the block cipher algorithm is public-key
cryptography or asymmetric cryptography. This algorithm uses a public key to
encrypt plaintext and a private key to decrypt the resulting ciphertext.

26. DIGITAL SIGNATURE

A digital signature guarantees the authenticity of an electronic
document or message in digital communication and uses encryption
techniques to provide proof of original and unmodified documentation.
Digital signatures are used in e-commerce, software distribution, financial
transactions and other situations that rely on forgery or tampering
detection techniques.

A digital signature is applied and verified, as follows:

e The document or message sender (signer) or public/private key supplier
shares the public key with the end user(s);

e The sender, using his private key, appends the encrypted signature to
the message or document;

e The end user decrypts the document and verifies the signature, which
lets the end user know that the document is from the original sender.

27. CRYPTOSECURITY

Cryptosecurity is a component of communications security that deals
with the creation and application of measures leading to secure ciphers and
codes, which are used to protect encryption systems and methods from
enemy discovery, decryption, interception and tampering. This specialty
area of communications security is tasked with ensuring that messages and
data retain full confidentiality and authenticity.

In communications security, controlling messages and data is key. This
involves ensuring that no unauthorized source has the ability to acquire or
even discover the message's existence. But in the event that the message is
intercepted by unauthorized sources, it should be in a form that is encrypted
so that no information can be derived from it. Cryptosecurity discipline
ensures proper maintenance and use of cryptosystems that are in place.
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28. NETWORK SECURITY

Network security is an over-arching term that describes that the
policies and procedures implemented by a network administrator to avoid
and keep track of unauthorized access, exploitation, modification, or denial
of the network and network resources.

This means that a well-implemented network security blocks viruses,
malware, hackers, etc. from accessing or altering secure information.

The first layer of network security is enforced through a
username/password mechanism, which only allows access to authenticated
users with customized privileges. When a user is authenticated and granted
specific system access, the configured firewall enforces network policies, that
IS, accessible user services.

However, firewalls do not always detect and stop viruses or harmful
malware, which may lead to data loss. An anti-virus software or an
intrusion prevention system (IPS) is implemented to prevent the virus
and/or harmful malware from entering the network. Network security is
sometimes confused with information security, which has a different scope
and relates to data integrity of all forms, print or electronic.
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COMPREHENSION CHECK

1. Match the words to their description:

1) access control A) a process that ensures and confirms a user’s
identity

2) classified B) prevents unauthorized personnel from entering or

information accessing a system

3) cryptography C) refers to protective digital privacy measures

4) authentication D) the process of transforming information to make
it unreadable for unauthorized users
5) communications | E) sensitive information to which access is restricted

security by law or regulation to particular classes of people

6) data security F) security of any information that is transmitted,
transferred or communicated

7) encryption J) involves creating written or generated codes that

allows information to be kept secret

2. Explain the purpose of information assurance.

3. What does information systems security deal with?

4. What is CIA Triad of information security?

5. For what purpose do users commonly enter usernames and
passwords logging into a computer?

6. Name five terms associated with the definition of information
assurance.

7. How can digital signatures improve information security?

8. Explain the difference between communications security and
computer security.

9. Name five communications security types.

DISCUSSION

Discuss the following statements:

A. Information systems security refers to the processes and
methodologies involved with keeping information confidential, available,
and assuring its integrity.

B. Sensitive information should be disclosed to authorized users only.

C. Information security (IS) is designed to protect the confidentiality,
integrity and availability of computer system data from those with
malicious intentions.

D. Data integrity maintenance is an information security requirement.
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UNIT 4
DATA SECURITY.
PROTECTING LAW ENFORCEMENT INFORMATION

1. DATA LOSS

Data loss is any process or event that results in data being corrupted,
deleted and/or made unreadable by a user and/or software or application. It
occurs when one or more data elements can no longer be utilized by the
data owner or requesting application. Data loss is also known as data
leakage. Data loss is applicable on data both at rest and when in motion
(transmitted over the network). Data loss can occur for various reasons,
including:

e Data corruption;

e Data being intentionally or accidentally deleted or overwritten by a user
or an attacker;

e Data stolen over the network by network penetration or any network
intervention attack;

e Data storage device physically damaged or stolen;

¢ Virus infection deleting one or more files.

Data loss is usually prevented by implementing data backup
solutions and adding strong data access controls and security mechanisms
on data storage assets.

2. DATA BREACH

A data breach is an incident that involves the unauthorized or illegal
viewing, access or retrieval of data by an individual, application or service.
It is a type of security breach specifically designed to steal and/or publish
data to an unsecured or illegal location. A data breach is also known as a
data spill or data leak.

A data breach occurs when an unauthorized hacker or attacker accesses
a secure database or repository. Data breaches are typically geared toward
logical or digital data and often conducted over the Internet or a network
connection. A data breach may result in data loss, including financial,
personal and health information. A hacker also may use stolen data to
impersonate himself to gain access to a more secure location. For example, a
hacker's data breach of a network administrator's login credentials can result
in access of an entire network.
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3. SECURITY BREACH

A security breach is any incident that results in unauthorized access
of data, applications, services, networks and/or devices by bypassing their
underlying security mechanisms. A security breach occurs when an
individual or an application illegitimately enters a private, confidential or
unauthorized logical IT perimeter. A security breach is also known as a
security violation. A security breach is one of the earliest stages of a
security attack by a malicious intruder, such as a hacker, cracker or
nefarious application. Security breaches happen when the security policy,
procedures and/or system are violated. Depending on the nature of the
Incident, a security breach can be anything from low-risk to highly critical.
In an organization, security breaches are typically monitored, identified
and mitigated by a software or hardware firewall. If an intrusion,
abnormality or violation is detected, the firewall issues a notification to the
network or security administrator.

4. RISK ANALYSIS

Risk analysis is the review of the risks associated with a particular
event or action. It is applied to projects, information technology, security
Issues and any action where risks may be analyzed on a quantitative and
qualitative basis. Risk analysis is a component of risk management. Risks
are part of every IT project and business endeavor. As such, risk analysis
should occur on a recurring basis and be updated to accommodate new
potential threats. Strategic risk analysis minimizes future risk probability
and damage.

The risk management process involves a few key steps. First,
potential threats are identified. For example, risks are associated with
individuals using a computer either incorrectly or inappropriately, which
creates security risks. Risks are also related to projects that are not
completed in a timely manner, resulting in significant costs. Next,
guantitative and/or qualitative risk analysis is applied to study identified
risks. Quantitative risk analysis measures expected risk probability to
forecast estimated financial losses from potential risks. Qualitative risk
analysis does not use numbers but reviews threats, and determines and
establishes risk mitigation methods and solutions. A contingency plan may
be used during risk analysis. If a risk is presented, contingency plans help
minimize damage.
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5. VULNERABILITY

Vulnerability is a cyber-security term that refers to a flaw in a system
that can leave it open to attack. Vulnerability may also refer to any type of
weakness in a computer system itself, in a set of procedures, or in anything
that leaves information security exposed to a threat. Vulnerabilities are
what information security and information assurance professionals seek to
reduce. Cutting down vulnerabilities provides fewer options for malicious
users to gain access to secure information. Computer users and network
personnel can protect computer systems from vulnerabilities by keeping
software security patches up to date. These patches can remedy flaws or
security holes that were found in the initial release. Computer and network
personnel should also stay informed about current vulnerabilities in the
software they use and seek out ways to protect against them.

6. MALICIOUS SOFTWARE (MALWARE)

Malicious software, commonly known as malware, is any software that
brings harm to a computer system. Malware can be in the form of worms,
viruses, trojans, spyware, adware and rootkits, etc., which steal protected data,
delete documents or add software not approved by a user. Malware is software
designed to cause harm to a computer and user. Some forms of malware “spy”
on user Internet traffic. Examples include spyware and adware. Spyware
monitors a user’s location and if enabled, it can capture sensitive information,
e.g., credit card numbers, promoting identity theft. Adware also acquires user
information, which is shared with advertisers and then integrated with
unwanted, triggered pop-up ads. Worms and viruses behave differently, as
they can quickly proliferate and undermine an entire computer system. They
also may perform unsavory activities from a user’s computer without the
user’s knowledge. In the wake of a virus or worm, a computer system can
experience significant damage. Anti-malware should determine if there are
threats by scanning a computer and removing them, if found. Prevention is
better than corrective action after infection. Although anti-virus programs
should be continually enabled and updated, certain types of threats, like
spyware, often make their way into a computer system. At all times, a firewall
should be in place for additional security. Multiple, compatible protective
sources are encouraged as additional insurance against malware.

7. ANTI-MALWARE

Anti-malware is any resource that protects computers and systems
against malware, including viruses, spyware and other harmful programs.
Anti-malware resources are comprehensive solutions that maintain computer
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security and protect sensitive data that is transmitted by a network or stored
on local devices. Anti-malware tools often include multiple components,
including anti-spyware and phishing tools, as well as antivirus solutions for
prominent viruses, which are isolated and identified by security resources.
Anti-malware tools may employ scanning, strategies, freeware or licensed
tools to detect rootkits, worms, Trojans and other types of potentially
damaging software. Each type of malware resource carries its own interface
and system requirements, which impact user solutions for a given device or
system.

8. VIRUS

A virus is a type of malicious software (malware) comprised of small
pieces of code attached to legitimate programs. When that program runs,
the virus runs. Viruses are malicious programs that spread throughout
computer files without user knowledge. Most widespread virus infections
spread through email message attachments that activate when opened. The
vicious cycle of a virus perpetuates as infected emails are forwarded to
multiple users. Viruses also spread through shared media, such as
Universal Serial Bus (USB) drivers. Initially created as pranks, viruses are
responsible for widespread and significant computer system and file
destruction. Installing anti-virus software helps prevent, block or remove
previously installed viruses.

9. ANTI-VIRUS SOFTWARE

Antivirus software is a type of utility used for scanning and removing
viruses from your computer. While many types of antivirus programs
exist, their primary purpose is to protect computers from viruses and
remove any viruses that are found. Most antivirus programs include both
automatic and manual scanning capabilities. The automatic scan may
check files that are downloaded from the Internet, discs that are inserted
into the computer, and files that are created by software installers. The
automatic scan may also scan the entire hard drive on a regular basis. The
manual scan option allows you to scan individual files or your entire
system whenever you feel it is necessary.

Since new viruses are constantly being created by computer hackers,
antivirus programs must keep an updated database of virus types. This
database includes a list of «virus definitions» that the antivirus software
references when scanning files. Since new viruses are frequently
distributed, it is important to keep your software's virus database up-to-

59



date. Fortunately, most antivirus programs automatically update the virus

database on a regular basis.

While antivirus software is primarily designed to protect computers
against viruses, many antivirus programs now protect against other types
of malware, such as spyware, adware, and rootkits as well. Antivirus
software may also be bundled with firewall features, which helps prevent
unauthorized access to your computer. Utilities that include both antivirus
and firewall capabilities are typically branded «Internet Security» software
or something similar.

While antivirus programs are available for Windows, Macintosh, and
Unix platforms, most antivirus software is sold for Windows systems. This
IS because most viruses are targeted towards Windows computers and
therefore virus protection is especially important for Windows users. If you
are a Windows user, it is smart to have at least one antivirus program
installed on your computer. Examples of common antivirus programs
include Norton Antivirus, Kaspersky Anti-Virus, and ZoneAlarm Antivirus.
Broadly speaking, the two main approaches to virus detection are:

e Dictionary Approach: The anti-virus software checks a file and
automatically refers to a dictionary of known viruses. If there is a
match, the file is deleted, quarantined or repaired.

e Suspicious Behavior Approach: The anti-virus software monitors the
behavior of all programs and flags any suspicious behavior. For
example, a program might be flagged if it tries to change settings to the
operating system or write to a certain directory.

10. FIREWALL

A firewall is software used to maintain the security of a private
network. Firewalls block unauthorized access to or from private networks
and are often employed to prevent unauthorized Web users or illicit
software from gaining access to private networks connected to the Internet.

A firewall may be implemented using hardware, software, or a
combination of both. A firewall is recognized as the first line of defense in
securing sensitive information. For better safety, the data can be encrypted.

Firewalls generally use two or more of the following methods:

o Packet Filtering: Firewalls filter packets that attempt to enter or leave a
network and either accept or reject them depending on the predefined
set of filter rules;

o Application Gateway: The application gateway technique employs
security methods applied to certain applications such as Telnet and File
Transfer Protocol servers;
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o Circuit-Level Gateway: A circuit-level gateway applies these methods
when a connection such as Transmission Control Protocol is established
and packets start to move;

e Proxy Servers: Proxy servers can mask real network addresses and
intercept every message that enters or leaves a network;

o Stateful Inspection or Dynamic Packet Filtering: This method compares not
just the header information, but also a packet’s most important inbound and
outbound data parts. These are then compared to a trusted information
database for characteristic matches. This determines whether the
information is authorized to cross the firewall into the network.

11. ROOTKIT

A rootkit is a software program designed to provide a user with
administrator access to a computer without being detected. Rootkits are
considered one of the most serious types of malware since they may be
used to gain unauthorized access to remote systems and perform malicious
operations. The name «rootkit» includes the word «root», because the goal
of a rootkit is to gain root access to a computer. By logging in as the root
user of a system, a hacker can perform nearly any operation he or she
wishes. This includes installing software and deleting files. The word «Kit»
refers to the software files that make up the rootkit. These may include
utilities, scripts, libraries, and other files.

Rootkits often work by exploiting security holes in operating systems
and applications. Others create a «back door» login to the operating
system, which allows a user to bypass the standard login procedure when
accessing a system. Once root access has been enabled, a rootkit may
attempt to hide any traces of unauthorized access by modifying drivers or
kernel modules, hiding certain files, and quitting active processes.
Fortunately, most operating systems and software programs are designed
to prevent unauthorized access via rootkits or other malware. Therefore, it
Is difficult to use a rootkit to gain access to modern systems. However,
rootkits are constantly modified and updated in order to try and breach
security holes. Therefore, it is wise to install antivirus or other security
software on your computer to monitor any attempts of unauthorized access
to your system.

12. CRIMEWARE

Crimeware is any computer program designed for the express
purpose of conducting malicious and illegal activities online. Although
adware, spyware and malware can all be used to conduct illegal activity,
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crimeware refers to programs that are meant to automate the theft of

information, allowing the thief to gain access to a person’s financial

accounts online. The term was coined by Peter Cassidy, the Secretary

General of the Anti-Phishing Group. Criminals employ a variety of

methods to steal information through crimeware, including:

e Crimeware can redirect a user's Web browser to a counterfeit website
controlled by the thief;

e Crimeware can enable remote access of applications, allowing criminals
to break into networks;

e Crimeware can be used to steal passwords cached on a user's system;

e Crimeware can install keystroke loggers to collect data, such as
password and login information for online bank accounts.

13. TROJAN HORSE

A Trojan horse is a seemingly benign program that when activated,
causes harm to a computer system. A Trojan horse is also known as a
Trojan virus or Trojan. The Trojan horse is named for ancient Greece’s
apparent gift of peace to the Trojans, when a giant wooden horse was
secretly filled with Greek warriors. After the Trojans allowed the horse to
enter their great city, the Greek warriors emerged from the horse gained
control of the city of Troy. The following are types of Trojan horses:

e Backdoor Trojan: opens a back door for a user to access a victim’s
system at a later time;

e Downloader: This Trojan downloads malicious software and causes
harm to the victim’s computer system;

e Infostealer: This Trojan attempts to steal information from the victim’s
computer;

e Remote Access Trojan (RAT): This can be hidden in games or other
programs of a smaller variety and give the attacker control of the
victim’s computer;

e Data Sending Trojan: This gives the perpetrator sensitive information
like passwords or other information programmed to be hijacked;

e Destructive Trojan: This destroys the victim’s files;

e Proxy Trojan: As a proxy server, this allows the attacker to hijack a victim’s
computer and conduct illegal activities from the victim’s computer.
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14. INTERNET WORM

An Internet worm is type of malicious software (malware) that self-
replicates and distributes copies of itself to its network. These independent
virtual viruses spread through the Internet, break into computers, and
replicate without intervention from and unbeknownst to computer users.

Internet worms can be included in any type of virus, script or
program. These worms typically infect systems by exploiting bugs or
vulnerabilities that can often be found in legitimate software. Unlike
Trojans or other viruses that require user intervention to spread, Internet
worms can spread on their own. This makes them extremely dangerous.
Internet worms are also known as computer worms.

Internet worms use various techniques to multiply over the Internet.
Initial worms just scanned local network hard drives and folders, and then
inserted themselves into programs. In the 1990s, Internet worms came in
the form of Visual Basic scripts that replicated on computers running on
Windows. These worms used the user's email to spread themselves to all
the addresses available in the user's address book.

In 2001, Internet worms began to exploit vulnerabilities in the
Windows OS to infect machines directly via the Internet. Later, Microsoft
released automatic OS updates to prevent this problem. Probably the most
powerful Internet worm in terms of its scope was the Code Red Worm,
which scanned the Internet and attacked susceptible computers that ran the
Windows 1IS Web server. Internet worms are embedded in software and
penetrate most firewalls and other forms of network security. Anti-virus
software applications combat worms along with other forms of malware
such as viruses.

15. SPYWARE AND ANTI-SPYWARE

Spyware is infiltration software that secretly monitors unsuspecting
users. It can enable a hacker to obtain sensitive information, such as
passwords, from the user's computer. Spyware exploits user and application
vulnerabilities and is often attached to free online software downloads or to
links that are clicked by users. Peer-to-peer (P2P) file sharing has increased
the proliferation of spyware and its ramifications. Anti-spyware applications
locate and remove spyware and are recommended as a preventative line of
defense against infiltration and damage. Anti-virus software removes PC
viruses, but anti-virus scans do not always detect spyware. Spyware and
cookies are similar, but spyware conducts infiltration activity continuously

63



until it is removed by specific anti-spyware tools. Users should take the
following precautions to prevent spyware attacks:

e Maintain anti-virus and anti-spyware updates and patches;

e Download from well-known and reputable sites only;

e Use a firewall for enhanced security.

Spyware can pose a security risk to the user, but more frequently
spyware degrades system performance by taking up processing power,
installing additional software, or redirecting users' browser activity

Anti-spyware may also be called apyware on the Internet. Because «a»
and «s» sit next to each other on the keyboard, many people accidentally type
«apyware» when they try to search «spyware».

Manufacturers and other interested parties capitalize on this by
advertising «apyware». Anti-spyware software detects spyware through
rules-based methods or based on downloaded definition files that identify
common spyware programs. Anti-spyware software can be used to find and
remove spyware that has already been installed on the user's computer, or it
can act much like an anti-virus program by providing real-time protection
and preventing spyware from being downloaded in the first place. Most
modern-day security suites bundle anti-spyware functionality alongside anti-
virus protection, personal firewalls, etc.

16. BOT

A bot (short for «robot») is an automated program that runs over the
Internet. Some bots run automatically, while others only execute commands
when they receive specific input. There are many different types of bots, but
some common examples include web crawlers, chat room bots, and malicious
bots.

Web crawlers are used by search engines to scan websites on a
regular basis. These bots «crawl» websites by following the links on each
page. The crawler saves the contents of each page in the search index. By
using complex algorithms, search engines can display the most relevant
pages discovered by web crawlers for specific search queries.

Chat bots were one of the first types of automated programs to be called
«bots» and became popular in the 1990s, with the rise of online chatrooms.
These bots are scripts that look for certain text patterns submitted by chat
room participants and respond with automated actions. For example, a chat
bot might warn a user if his or her language is inappropriate. If the user does
not heed the warning, the bot might kick the user from the channel and may
even block the user from returning. A more advanced type of chat bot, called a
«chatterbot» can respond to messages in plain English, appearing to be an
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actual person. Both types of chat bots are used for chatroom moderation,
which eliminates the need for an individual to monitor individual chatrooms.
While most bots are used for productive purposes, some are considered
malware, since they perform undesirable functions. For example, spambots
capture email addresses from website contact forms, address books, and email
programs, then add them to a spam mailing list. Site scrapers download entire
websites, enabling unauthorized duplication of a website's contents. DoS bots
send automated requests to websites, making them unresponsive. Botnets,
which consist of many bots working together, may be used to gain
unauthorized access to computer systems and infect computers with viruses.

17. DOS

A denial of service attack is an effort to make one or more computer
systems unavailable. It is typically targeted at web servers, but it can also be
used on mail servers, name servers, and any other type of computer system.
Denial of service (DoS) attacks may be initiated from a single machine, but
they typically use many computers to carry out an attack. Since most servers
have firewalls and other security software installed, it is easy to lock out
individual systems. Therefore, distributed denial of service (DDoS) attacks
are often used to coordinate multiple systems in a simultaneous attack.

A distributed denial of service attack tells all coordinated systems to
send a stream of requests to a specific server at the same time. These requests
may be a simple ping or a more complex series of packets. If the server
cannot respond to the large number of simultaneous requests, incoming
requests will eventually become queued. This backlog of requests may result
in a slow response time or a no response at all. When the server is unable to
respond to legitimate requests, the denial of service attack has succeeded.

DoS attacks are a common method hackers use to attack websites.
Since flooding a server with requests does not require any authentication,
even a highly secured server is vulnerable. However, a single system is
typically not capable of carrying out a successful DoS attack. Therefore, a
hacker may create a botnet to control multiple computers at once. A botnet
can be used to carry out a DDoS attack, which is far more effective than an
attack from a single computer.

Denial of service attacks can be problematic, especially when they
cause large websites to be unavailable during high-traffic times. Fortunately,
security software has been developed to detect DoS attacks and limit their
effectiveness. While many well-known websites, like Google, Twitter, and
WordPress, have all been targets of denial of service attacks in the past, they
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have been able to update their security systems and prevent further service
interruptions.

18. SNIFFER

A sniffer (packet sniffer) is a tool that intercepts data flowing in a
network. If computers are connected to a local network that is not filtered or
switched, the traffic can be broadcast to all computers contained in the same
segment. This doesn’t generally occur, since computers are generally told to
ignore all the comings and goings of traffic from other computers. However,
in the case of a sniffer, all traffic is shared when the sniffer software
commands the Network Interface Card (NIC) to stop ignoring the traffic. The
NIC is put into promiscuous mode, and it reads communications between
computers within a particular segment. This allows the sniffer to seize
everything that is flowing in the network, which can lead to the unauthorized
access of sensitive data. A packet sniffer can take the form of either a
hardware or software solution. A sniffer is also known as a packet analyzer.

While sniffers do not cause network damage, they have the potential
to cause personal harm because they can allow a hacker to confiscate
PINs, passwords and other confidential information, especially data that is
in plain text. Sniffer users can even include co-workers who seek to
benefit from unauthorized data searches within a work setting. This risk is
compounded by the fact that a sniffer program is relatively inexpensive to
purchase and easy to use.

There are ethical reasons to use sniffer software, such as when a network
administrator monitors network traffic flow. Anti-sniff scans are useful when
guarding against sniffer attacks, as are switched networks. However, when
one considers how easy it is to obtain and use sniffer software for malicious
reasons, its illegitimate use is a cause for concern.

19. PASSWORD CRACKING

Password cracking refers to various measures used to discover
computer passwords. This is usually accomplished by recovering passwords
from data stored in, or transported from, a computer system. Password
cracking is done by either repeatedly guessing the password, usually through
a computer algorithm in which the computer tries numerous combinations
until the password is successfully discovered.

Password cracking can be done for several reasons, but the most
malicious reason is in order to gain unauthorized access to a computer
without the computer owner’s awareness. This results in cybercrime such as
stealing passwords for the purpose of accessing banking information. Other,
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nonmalicious, reasons for password cracking occur when someone has
misplaced or forgotten a password. Another example of nonmalicious
password cracking may take place if a system administrator is conducting
tests on password strength as a form of security so that hackers cannot easily
access protected systems.

The best way that users can protect their passwords from cracking is to
ensure they choose strong passwords. Typically, passwords must contain a
combination of mixed-case random letters, digits and symbols. Strong
passwords should never be actual words. In addition, strong passwords are at
least eight characters long. In many password-protected applications, users are
notified of the strength of the password they've chosen upon entering it. The
user can then modify and strengthen the password based on the indications of
its strength.

Other, more stringent, techniques for password security include key
stretching algorithms like PBKDF2. Algorithms create hashes of passwords
that are designed to protect passwords from being readily cracked. Security
tokens constantly shift passwords so that even if a password is cracked, it can
be used for a very limited amount of time. The shift to sophisticated
technology within computing methods gave rise to software that can crack
passwords. Password-cracking computers working in conjunction with each
other are usually the most effective form of password cracking, but this
method can be very time consuming.

20. BACKUP

Backup refers to the process of making copies of data or data files to use
in the event the original data or data files are lost or destroyed. Secondarily, a
backup may refer to making copies for historical purposes, such as for
longitudinal studies, statistics or for historical records or to meet the
requirements of a data retention policy. Many applications, especially in a
Windows environment, produce backup files using the .BAK file extension.

Not all backup systems or backup applications are capable of completely
restoring a computer system or other complex system configurations such as a
database server, computer cluster or active directory servers. Managing the
backup process involves organization and is a complicated process. An
unstructured backup may simply consist of a stack of floppy disks, CDs or
DVDs. However, it is obvious that security and ease of data recovery are both
severely compromised.

Full and Incremental Backups: These begin with all data being
backed up. Then, only new or modified data or data files are backed up, a
much smaller segment of all data. Restoring the entire system to the data
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state at a specific point in time would require the last full system backup
plus all the incremental backups done up to that point in time.

Differential Backup: This copies all data and data files that have
changed since the last full backup. However, there is no archive attribute
or record, meaning there is no record of when the backup occurred or how
the data was changed.

Full System Backup: This allows the computer system to be restored
as it was at a given point in time, including the operating system, all
applications and all data. It makes a complete image of the computer, then
the user may reconstruct any data changes after that point in time, possibly
with an incremental backup.

21. LAW ENFORCEMENT CYBER CENTER

The mission of the Law Enforcement Cyber Center is to serve as a one-
stop shop for cyber-related information for local, state and tribal law
enforcement. The design and content contained on the site is developed to help
law enforcement executives, their agencies, and their partners protect against,
respond to, and recover from cyber threats and cyber crime by providing a
clearinghouse of cyber-related information. The information on the website
portal is vetted, relevant, and easily accessible to help users understand the
cyber environment, identify emerging trends, leverage promising practices,
facilitate training and technical assistance, encourage collaboration, and
provide innovative solutions to address the cyber needs of your community.

The Cyber Center is a collaborative project of the International
Association of Chiefs of Police (IACP), Research and Development
Corporation (RAND), and the Police Executive Research Forum (PERF),
and is made possible by funding from the Bureau of Justice Assistance, at
the U.S. Department of Justice’s Office of Justice Programs.

The Cyber Center was developed to enhance the awareness, expand
the education, and build the capacity of justice and public safety agencies
to prevent, investigate, prosecute, and respond to cyber threats and cyber
crimes. It is intended to be a national resource for law enforcement and
related justice and public safety entities. The Cyber Center addresses three
principal functional areas: Cyber crime investigations, Digital forensics,
Information systems security.

It provides the information pertaining to cyber security, investigations,
digital forensics, and legal considerations, but is intended to provide interested
readers with links to further information. It will be helpful to police chiefs and
executives, patrol officers, digital forensic investigators, and detectives
investigating crimes that involve electronic devices. Further, while large law
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enforcement agencies may already be well equipped to handle large volumes
of sophisticated cyber crimes, most law enforcement agencies are less well
equipped and this website will be of particular value to them.

22. PROTECTING LAW ENFORCEMENT INFORMATION

Today’s records management systems, including those used by law
enforcement, are nearly all computer-based digital files. The Next Generation
911 Systems are Internet Protocol based and allow for text messaging and the
sharing of photographs and video from citizens to call centers. Computer-
aided dispatch systems are also a type of digital technology. In this ever-
changing world, securing law enforcement information requires much more
than just physical security. Police executives must begin to take cybersecurity
very seriously and recognize the potential threat to public safety service
delivery.

By now most police executives have heard the stories of agencies being
targeted by computer hackers. In some cases, sensitive information about law
enforcement operations, officers’ personal information, and even detailed
information on officers’ families have been stolen from the police agencies’
digital files and then released to the public. As serious as these incidents are,
just imagine if an agency’s computer systems were hacked and individual
criminal records were edited, added, or deleted. The agency’s ability to depend
upon their computer records being accurate for the purposes of developing
reasonable suspicion or probable cause would become nonexistent.

Today many chiefs believe the threat of a cyber attack is quite serious;
however, just as many admit that current policies, practices, and technology
are not sufficient to minimize their agencies’ risk. Historically, the greatest
threat to an agency’s computerized systems were disgruntled employees;
however, in today’s cyberworld, one controversial arrest or incident can bring
the attention of local, national, and international hackers to the jurisdiction
with the shared mission to breech confidential files and exploit them as a form
of punishment. Police executives are encouraged to educate themselves as to
how secure their departments are from cyber attacks.

23. SEPARATING THE DATA AND SEGMENTING
THE NETWORK

An agency must first determine the types of data that are stored on
computers throughout the network before deciding the most appropriate
way to protect them. Understanding which kinds of data exist where on the
network will also help the agency determine which employees should have
access to the systems.
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To separate data and segment a network, an agency should:

e Catalogue the types of information (employee records, crime information,
email accounts, etc.);

¢ Differentiate the information according to sensitivity. One way to think
about this is to ask, “What are the harmful consequences that would
occur if this information were lost, corrupted, stolen, or destroyed?”;

e Once identified, the data and all related applications should be segmented
into separate network environments, which are then protected with
appropriate network and user access restrictions, including data encryption,
if necessary. While segmenting networks can be tricky, to be truly secure,
segments should be separated by internal firewalls. Firewall rules and
access controls will determine what information passes between segments
and how staff move from one segment to another.

Whenever possible, rely on security and network professionals to
design and implement network segments.

24. EDUCATING USERS AND PROTECTING THE HOST

Proper security does not stop at the network. Every computer connected
to the network, whether a web, email or database server, or employee laptop
or desktop, should also be configured to minimize the number of applications
installed. Oftentimes it is seldom-used applications that serve as conduits into
an organization’s network, so they need to be updated and patched routinely.

In addition to uninstalling or disabling unnecessary applications,
employee workstations and laptops should also be equipped with anti-virus
software. This will reduce the number of opportunities attackers have to
use malicious software to steal information or corrupt data. This software
Is available from many reputable security agencies.

But of course, humans can also be used to attack networks. Many
data security incidents are caused by tricking employees into opening or
executing corrupted email attachments. It is therefore critical for law
enforcement executives and managers to communicate the harms that can
occur by opening email attachments. Anti-virus software can detect and
prevent harmful outcomes in many cases, but they are not fool-proof.
Effective information security awareness training that discusses threats and
safe computing practices is essential.

Similarly, phishing scams (fake emails soliciting confidential information
from the user) are a common and sometimes successful method used by
fraudsters and cyber hackers. An employee clicking on a spear phishing email
message will render useless the best perimeter defenses, and it is unrealistic to
expect that no one will click on a phishing message. Therefore, your
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information security strategy must be able to account for the fact that some
phishing attacks will be successful. For example, there will be intrusions into
your network. Email hosting providers can help reduce the amount of spam
and phishing email received by a department, but as with anti-virus software,
are not fool-proof. Employees of all ranks must be diligent and never respond
over email with one’s personal information (such as username, password, or
social security or credit card number). Only an effective monitoring capability
that can detect and respond to malware introduced through phishing provides
the degree of protection most organizations require.

It is critical to backup any important information. The easiest way to
accomplish this task is to copy all relevant data to an external hard drive,
network file server, or dedicated backup server. These drives are easy to use
and serve as a way to restore information if it becomes lost, corrupted, or
stolen. In traditional organizations, the protocols for backing up data are part
of a disaster recovery or business continuity plan. Of course, any backups
created should be appropriately secured against unauthorized access.

Precautions also must be taken when employees work remotely.
Employees who access agency servers from a remote location may be
doing so from an unsecure network. Additional security measures, such as
two factor authentication and encryption, should be used to provide added
security. Departments may also want to consider only granting remote
access to specific users (for example, command staff) and/or to specific
computers or networks.
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COMPREHENSION CHECK

1. Match the words to their description:

1) vulnerability A) a component of risk management

2) backup B) a flaw in a system that can leave it open to attack

3) risk analysis C) any software that brings harm to a computer
system

4) denial of service | D) malicious program that spread throughout

attack computer files without user knowledge

5) malware E) infiltration software that secretly monitors
unsuspecting users

6) spyware F) an effort to make one or more computer systems
unavailable

7) virus J) the process of making copies of data or data files

2. How is data loss usually prevented?

3. How are security breaches typically monitored, identified and
mitigated?

4. What key steps does the risk management process involve?

5. Why must antivirus programs keep an updated database of virus
types?

6. What types of Trojan horses do you know?

7. Give an example of nonmalicious reasons for password cracking.

8. Name two main approaches to virus detection.

9. What do anti-spyware applications do?

10. What should users do to prevent spyware attacks?

DISCUSSION

Discuss the following statements:

A. It is important to keep your software's virus database up-to-date.

B. Criminals employ a variety of methods to steal information
through crimeware.

C. Anti-spyware applications are recommended as a preventative line
of defense against infiltration and damage.

D. Distributed denial of service (DDoS) attacks are often used to
coordinate multiple systems in a simultaneous attack.

E. Law Enforcement Cyber Center is intended to be a national
resource for law enforcement and related justice and public safety entities.
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UNIT 5
CYBERCRIME AND CYBERCRIMINALS

1. CRIMES IN CYBERSPACE

Cyberspace and its underlying infrastructure are vulnerable to a wide
range of risk stemming from both physical and cyber threats and hazards.
Sophisticated cyber actors and nation-states exploit vulnerabilities to steal
information and money and are developing capabilities to disrupt, destroy, or
threaten the delivery of essential services. A range of traditional crimes are
now being perpetrated through cyberspace. This includes the production and
distribution of child pornography and child exploitation conspiracies,
banking and financial fraud, intellectual property violations, and other
crimes, all of which have substantial human and economic consequences.

Cyberspace is particularly difficult to secure due to a number of
factors: the ability of malicious actors to operate from anywhere in the
world, the linkages between cyberspace and physical systems, and the
difficulty of reducing vulnerabilities and consequences in complex cyber
networks. Of growing concern is the cyber threat to critical infrastructure,
which is increasingly subject to sophisticated cyber intrusions that pose
new risks. As information technology becomes increasingly integrated
with physical infrastructure operations, there is increased risk for wide
scale or high-consequence events that could cause harm or disrupt services
upon which our economy and the daily lives of millions of Americans
depend. In light of the risk and potential consequences of cyber events,
strengthening the security and resilience of cyberspace has become an
important homeland security mission.

Cybercrime is defined as a crime in which a computer is the object of
the crime (hacking, phishing, spamming) or is used as a tool to commit an
offense (child pornography, hate crimes). Cybercriminals may use computer
technology to access personal information, business trade secrets, or use the
Internet for exploitive or malicious purposes. Criminals can also use
computers for communication and document or data storage. Criminals who
perform these illegal activities are often referred to as hackers.

2. CYBERWARFARE

Cyberwarfare is any virtual conflict initiated as a politically
motivated attack on an enemy's computer and information systems. Waged
via the Internet, these attacks disable financial and organizational systems
by stealing or altering classified data to undermine networks, websites and
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services. Cyberwarfare is also known as cyber warfare or cyber war.

Cyberwarfare involves the following attack methods:

e Sabotage: Military and financial computer systems are at risk for the
disruption of normal operations and equipment, such as communications,
fuel, power and transportation infrastructures.

e Espionage and/or security breaches: These illegal exploitation methods
are used to disable networks, software, computers or the Internet to steal
or acquire classified information from rival institutions or individuals
for military, political or financial gain.

On the flip side, systems procedures are continuously developed and
tested to defend against cyberwarfare attacks. For example, organizations will
internally attack its system to identify vulnerabilities for proper removal and
defense. A common perception of a hacker is that of a teenage geek who fools
breaks into computer systems for fun. While this perception was perhaps once
true, modern cyberwarfare involves well trained, well funded professionals
backed by nation states. Much more is happening behind the scenes, and the
front lines in future wars will be digital.

3. CYBERSECURITY

Cybersecurity refers to preventative methods used to protect
information from being stolen, compromised or attacked. It requires an
understanding of potential information threats, such as viruses and other
malicious code. Cybersecurity strategies include identity management, risk
management and incident management. A cybersecurity plan is critical to
highly sensitive company information, such as U.S. Department of
Defense or associated federal agency data.

User cybersecurity may be employed in the following ways:

e Continuous antivirus software updates;
e Strong passwords;
e Never disclosing personal information.

Being online exposes us to cyber criminals and others who commit
identity theft, fraud, and harassment. Every time we connect to the Internet —
at home, at school, at work, or on our mobile devices — we make decisions
that affect our cybersecurity. Emerging cyber threats require engagement from
the entire community to create a safer cyber environment — from government
and law enforcement to the private sector and, most importantly, members of
the public.

Cyber security refers to the technologies and processes designed to
protect computers, networks and data from unauthorized access, vulnerabilities
and attacks delivered via the Internet by cyber criminals. The field of cyber
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crime has rapidly developed and evolved, leaving some unsure of what it
encompasses and the meaning of some common terms that relate to cyber
crime. One definition is at crime where a computer is either the target or the
tool used to commit a crime.

The term cyber crime is frequently used to cover a wide range of
criminal activity and sometimes creates confusion. The term cyber can
encompass identity theft and fraudulent schemes; cyber bullying and stalking;
computer hacking; system intrusions; denial of services; and even espionage
and terrorism.

Because the term is so broad, experts have suggested using the term
cyber with appropriate modifiers to differentiate the type of crime or intrusion
and the required law enforcement response or action, such as cyber
investigation and forensics, cyber infrastructure protection, cyber intrusion,
and so forth.

The use and consistent application of relevant terms would help
everyone better understand the various dimensions of the cyber crime
challenge and help us speak a common language in coordinating our
activities. As we enhance our national capability to respond to the cyber
challenge, speaking a common language is only one challenge; building
expertise and capacity through training and technical assistance and
coordinating our nation’s resources and law enforcement response is another.

4. COMBATING CYBER CRIME

Today’s world is more interconnected than ever before. Yet, for all its
advantages, increased connectivity brings increased risk of theft, fraud, and
abuse. As Americans become more reliant on modern technology, we also
become more vulnerable to cyberattacks such as corporate security breaches,
spear phishing, and social media fraud. Complementary cybersecurity and law
enforcement capabilities are critical to safeguarding and securing cyberspace.
Law enforcement performs an essential role in achieving our nation’s
cybersecurity objectives by investigating a wide range of cyber crimes, from
theft and fraud to child exploitation, and apprehending and prosecuting those
responsible. The Department of Homeland Security (DHS) works with other
federal agencies to conduct high-impact criminal investigations to disrupt and
defeat cyber criminals, prioritize the recruitment and training of technical
experts, develop standardized methods, and broadly share cyber response best
practices and tools. Criminal investigators and network security experts with
deep understanding of the technologies malicious actors are using and the
specific vulnerabilities they are targeting work to effectively respond to and
Investigate cyber incidents.
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5. INTERNET CRIME

Internet crime is any crime or illegal online activity committed on the
Internet, through the Internet or using the Internet. The widespread Internet
crime phenomenon encompasses multiple global levels of legislation and
oversight. In the demanding and continuously changing IT field, security
experts are committed to combating Internet crime through preventative
technologies, such as intrusion detection networks and packet sniffers.
Internet crime is a strong branch of cybercrime. Identity theft, Internet
scams and cyberstalking are the primary types of Internet crime. Because
Internet crimes usually engage people from various geographic areas,
finding and penalizing guilty participants is complicated. Internet crimes
are a constant threat to Internet users.

Types of Internet crime include:

Cyberbullying and harassment;
Financial extortion;

Internet bomb threats;

Classified global security data theft;
Password trafficking;

Enterprise trade secret theft;
Personally data hacking;

Copyright violations, such as software piracy;
Counterfeit trademarks;

Illegal weapon trafficking;

Online child pornography;

Credit card theft and fraud,;

Email phishing;

Domain name hijacking;

Virus spreading.

To prevent becoming an Internet crime, online vigilance and
common sense are critical. Under no circumstances should a user share
personal information (like full name, address, birth date) to unknown
recipients. Moreover, while online, a user should remain suspicious about
exaggerated or unverifiable claims.

6. CYBERCRIMINAL

A cybercriminal is an individual who commits cybercrimes, where
he/she makes use of the computer either as a tool or as a target or as both.
Cybercriminals use computers in three broad ways:
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Select computer as their target: These criminals attack other people's
computers to perform malicious activities, such as spreading viruses,
data theft, identity theft, etc.;
Uses computer as their weapon: They use the computer to carry out
«conventional crime», such as spam, fraud, illegal gambling, etc.;
Uses computer as their accessory: They use the computer to save stolen
or illegal data.

Cybercriminals often work in organized groups. Some cybercriminal

roles are:

Programmers: Write code or programs used by cybercriminal
organization;

Distributors: Distribute and sell stolen data and goods from associated
cybercriminals;

IT experts: Maintain a cybercriminal organization's IT infrastructure,
such as servers, encryption technologies and databases;

Hackers: Exploit systems, applications and network vulnerabilities;
Fraudsters: Create and deploy schemes like spam and phishing;

System hosts and providers: Host sites and servers that possess illegal
contents;

Cashiers: Provide account names to cybercriminals;

Money mules: Manage bank account wire transfers;

Tellers: Transfer and launder illegal money via digital and foreign
exchange methods;

Leaders: Often connected to big bosses of large criminal organizations.
They assemble and direct cybercriminal teams, and usually lack
technical knowledge.

Clearly, there is much overlap between roles, but as cybercrime
becomes a greater issue, more and more specialization is being seen. For
example, hackers were once more often than not hobbyists who broke
into systems for personal gratification. While white-hat hacking has not
disappeared, it is much more common now to see hackers as
professionals who sell their services to the highest bidder.

7. CYBERATTACK
A cyberattack is deliberate exploitation of computer systems,

technology-dependent enterprises and networks. Cyberattacks use malicious
code to alter computer code, logic or data, resulting in disruptive consequences
that can compromise data and lead to cybercrimes, such as information and
identity theft. Cyberattack is also known as a computer network attack (CNA).
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Cyberattacks may include the following consequences:
o Identity theft, fraud, extortion;
Malware, pharming, phishing, spamming, spoofing, spyware, Trojans
and viruses;
Stolen hardware, such as laptops or mobile devices;
Denial-of-service and distributed denial-of-service attacks;
Breach of access;
Password sniffing;
System infiltration;
Website defacement;
Private and public Web browser exploits;
Instant messaging abuse;
Intellectual property (IP) theft or unauthorized access.

Security Technology Services all over the world research and investigate
cyberattack issues facing law enforcement investigations and focus on the
continuous development of IP tracing, data analysis, real-time interception and
data sharing.

8. CYBERTERRORISM

Cyberterrorism is threat, harm or extortion via the Internet. With the
increasing prevalence and power of computers, terrorism has gone beyond
physical attacks to include computer-based, or “cyber” terrorism. Through
well-planned computer attacks, cyberterrorists may target key services that are
computer-controlled, such as water and electricity.

One U.S. definition describes cyberterrorism as “the use of computing
resources against persons or property to intimidate or coerce a government, the
civilian population, or any segment thereof, in furtherance of political or social
objectives” (Cybercrimes: Infrastructure Threats from Cyberterrorists,
Cyberspace Lawyer, 4 NO. 2 Cyberspace Law. 23). Many government Web
sites are likely targets for a cyberterrorism attack because an attacker could use
the Web site to access confidential information on national security and
individual citizens.

Cyberterrorists also attack personal or corporate Web sites and demand
ransom in return for stopping the attack and any resulting damage. For
example, a user who gains administrative access to a Web site through social
engineering or other means could later threaten the owner of the Web site with
publishing the owner’s account information on the Internet if the owner does
not pay the ransom.
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9. CYBERSTALKING

Cyberstalking is a criminal practice where an individual uses the
Internet to systematically harass or threaten someone. This crime can be
perpetrated through email, social media, chat rooms, instant messaging
clients and any other online medium. Cyberstalking can also occur in
conjunction with the more traditional form of stalking, where the offender
harasses the victim offline. There is no unified legal approach to
cyberstalking, but many governments have moved toward making these
practices punishable by law. Cyberstalking is sometimes referred to as
Internet stalking, e-stalking or online stalking.

Cyberstalking is one of several cybercrimes that have been enabled
by the Internet. It overlaps with cyberbullying and cyberluring in that
many of the same techniques are used. Social media, blogs, photo sharing
sites and many other commonly used online sharing activities provide
cyberstalkers with a wealth of information that helps them plan their
harassment. By collecting personal data (profile pages) and making notes
of frequented locations (photo tags, blog posts), the cyberstalker can begin
to keeping tabs on an individual’s daily life.

The National Center for Victims of Crime (NCVC) suggests that
victims of cyberstalking take the following steps:

e For minors, inform parents or a trusted adult;

o File a complaint with the cyberstalker's Internet service provider;

e Collect evidence, document instances and create a log of attempts to
stop the harassment;

e Present documentation to local law enforcement and explore legal
avenues;

e Get a new email address and increase privacy settings on public sites;

e Purchase privacy protection software;

e Request removal from online directories;

The NCVC also emphasizes that a victim of cyberstalking should
never agree to meet the stalker in person.

10. CYBERBULLYING

Cyberbullying is a practice where an individual or group uses the
Internet to ridicule, harass or harm another person. The social and
emotional harm inflicted by cyberbullies grows out of — or leads to —
physical bullying in the offline world. Cyberbullying is a prosecutable
offense in some jurisdictions, but a globally uniform legal approach has
not yet been established.
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Cyberbullies use social media and smartphones to harass victims
from remote or local areas. Traditional bullying usually stops when a
victim returns to the safety of his home, but cyberbullying is a continuous
process maintained through email, texting, forum/blog posts and other
communication vehicles. Even if cyberbullying victims change profile
settings and avoid certain websites, cyberbullies may easily continue
public bullying activities. The National Crime Prevention Council (NCPC)
offers the following recommendations for victims of cyberbullying:

Block cyberbullies on all social media sites;
Report cyberbullies to website administrators;
Avoid sharing personal details online;
If you are a minor, speak to a trusted adult about cyberbullying.

The NCPC also encourages those who are not victims to become
anti-bullying advocates by refusing to participate in cyberbullying
campaigns, flagging cyberbullies and raising cyberbullying awareness.

11. CYBERLURING

Cyberluring refers to the practice of using false pretexts to deceive
another individual into meeting in person with the intent of perpetrating a
crime. Cyberlurers use chatrooms, instant messaging applications or email to
establish online rapports with their targets. Once they’ve gained the trust of
the target, they arrange to meet in the real world. Upon meeting, the target
may be sexually assaulted, robbed or even murdered. Cyberluring is also
known as Internet luring. Cyberluring is an insidious practice in that the
majority of cases involve adult lurers targeting underage children. These
cases frequently end in sexual assault. The problem is serious enough that the
FBI has released guidelines on protecting children from cyberlurers. These
include steps such as:

e Keeping the computer in a common room;
e Maintaining access to your child’s email and accounts;
e Using parental control software to block certain sites.

Many groups, schools and local police departments present programs
whose goal is to educate parents and youth about the dangers of cyberluring
and about how perpetrators go about luring innocent Internet users into their

grip.

12. CYBERSPYING

Cyberspying is a form of cybercrime in which hackers target computer
networks in order to gain access to classified or other information that may be
profitable or advantageous for the hacker. Cyberspying is an ongoing process
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that occurs over time in order to gain confidential information. It can result in
everything from economic disaster to terrorism. The potentially harmful
outcomes of cyberspying not only cause government security breaches but can
also lead to the declassification of company secrets. This can be disastrous for
companies if the attackers use stolen information to manufacture copy-cat
products and gain market share.

Cyberspying can be conducted by an individual, a group or groups.
During the process, specific computers that contain exact information the
hacker wants to obtain are targeted. Cyber spies can lurk in networks for
weeks, months or years — however long it takes them to obtain the
intellectual property they are seeking, or be caught. Cyberspying often
targets government agencies in order to infiltrate top-secret military or
security information.

13. PHISHING

Phishing is the fraudulent act of acquiring private and sensitive
information, such as credit card numbers, personal identification and account
usernames and passwords. Using a complex set of social engineering
techniques and computer programming expertise, phishing websites lure email
recipients and Web users into believing that a spoofed website is legitimate
and genuine. In actuality, the phishing victim later discovers his personal
identity and other vital information have been stolen and exposed.

Similar to fishing in a lake or river, phishing is computer lingo for
fishing over the Internet for personal information. The term was first used in
1996, when the first phishing act was recorded. Phishing uses link
manipulation, image filter evasion and website forgery to fool Web users into
thinking that a spoofed website is genuine and legitimate. Once the user
enters vital information, he immediately becomes a phishing victim.
Fortunately, phishing victimization is preventable. The following security
precautions are recommended:

e Use updated computer security tools, such as anti-virus software,
spyware and firewall;

¢ Never open unknown or suspicious email attachments;

e Never divulge personal information requested by email, such as your
name or credit card number;

e Double check the website URL for legitimacy by typing the actual
address in your Web browser;

o Verify the website's phone number before placing any calls to the phone
number provided via email.

81



14. PHREAKING

Phreaking is a slang term that describes the action of experimenting
with or manipulating a telephone system. Since phreaking took place
before personal computers became popular, it is sometimes considered to
be the precursor to computer hacking.

While not all phreaking activities are illegal, the term is often
associated with using a phone system to make free long distance calls. Early
phone systems has limited security features, which allowed «phreaks» to tap
into analog phone lines and make calls free of charge. This was often done
using a device called a «blue box», which simulated a telephone operator's
console. Phreaks could use these devices to route their own calls and bypass
the telephone company switches, allowing them to make free calls. This
activity was more prominent before the turn of the century, when cell phone
companies began including free long distance service.

Phreaking has evolved over past several decades along with
telecommunications technology. In the 1980s and 1990s, phreaks began
using modems to access to computer systems over telephone lines. Once
connected via modem, tech-savvy users could access private data or
exploit computers connected on the local network. This activity also faded
out around the turn of the century as dial-up modems were replaced by
DSL and cable modems and new security measures were put into place.
While phreaking still exists, it is much less common than other types of
computer hacking.

15. SMISHING

Smishing is a combination of the terms «SMS» and «phishing.» It is
similar to phishing, but refers to fraudulent messages sent over SMS (text
messaging) rather than email. The goal of smishing is to capture people's
personal information. In order to do this, «smishers» send out mass text
messages designed to capture the recipients' attention. Some messages may
be threatening, e.g., «Visit this URL to avoid being charged $5.00 per
day», while others may provide a fake incentive, such as «You have won a
free gift card, visit this website to claim your prize». If you click on a link
in the text message, you will be directed to a fraudulent website that will
ask you to enter your personal information, such as your name, address,
phone number, and email address. In some cases, a smishing website will
ask you to enter your bank account information or social security number.

Smishing has become increasingly common now that smartphones are
widely used. Many smartphones allow you to simply click on a link in a text
message to view the website in your phone's browser. This makes text
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messages an effective «bait» for luring unsuspecting users to fraudulent
websites. Therefore, just like when you receive email spam, is best to not visit
websites mentioned in text messages from unknown sources.

16. VISHING

Using fake phone numbers to trick you into giving away personal
information. Vishing is short for voice phishing. It is similar to phishing in
that the objective is to obtain personal information fraudulently, but in
vishing attacks, the user is tricked into making a phone call, rather than
visiting a Web site. In an instance of vishing, a victim receives a phone
call or an email saying that his credit card account has been breached and
he needs to call a particular number to correct the problem. The victim
then dials the number to fix the account, without realizing that the number
IS spurious. The number dialed is actually a VVoice over IP (VolP) phone.
The victim then enters his credit card number through keystrokes that the
VolP phone can recognize and record.

Although people are becoming increasingly aware of phishing,
vishing attacks are not well known. VoIP phone subscribers can get an
area code and prefix of their choice, making it possible to have area codes
and prefixes of valid banks. Such numbers make it easier for attackers to
lure people into leaking their confidential data.

17. SOCIAL ENGINEERING

Social engineering is a technique used by hackers and non-hackers to
get access to confidential information. With social engineering, attackers
use manipulation and deceit to trick victims into giving out confidential
information.

Some of the social engineering methods attackers use include:

e Sending messages that contain dangerous attachments (e.g., malware)
with text that encourages people to open the attachments;

e Pretending to be the main administrator of a local network and asking
for the victim’s password in order to perform a maintenance check;

e Telling a victim over the phone that he/she has won a prize, and asking
for a credit card number in order to deliver it;

e Asking for a user’s password for a certain Internet service, such as a
blog, and using the same password later to access the user’s computer.
This technique works because users often use the same passwords for
many different services.
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18. SPOOFING

The word «spoof» means to hoax, trick, or deceive. Therefore, in the
IT world, spoofing refers to tricking or deceiving computer systems or
other computer users. This is typically done by hiding one's identity or
faking the identity of another user on the Internet.

Spoofing can take place on the Internet in several different ways.
One common method is through email. Email spoofing involves sending
messages from a bogus email address or faking the email address of
another user. Fortunately, most email servers have security features that
prevent unauthorized users from sending messages. However, spammers
often send spam messages from their own SMTP, which allows them to
use fake email addresses. Therefore, it is possible to receive email from an
address that is not the actual address of the person sending the message.

Another way spoofing takes place on the Internet is via IP spoofing.
This involves masking the IP address of a certain computer system. By
hiding or faking a computer's IP address, it is difficult for other systems to
determine where the computer is transmitting data from. Because IP
spoofing makes it difficult to track the source of a transmission, it is often
used in denial-of-service attacks that overload a server. This may cause the
server to either crash or become unresponsive to legitimate requests.
Fortunately, software security systems have been developed that can
identify denial-of-service attacks and block their transmissions.

Finally, spoofing can be done by simply faking an identity, such as
an online username. For example, when posting on any Web discussion
board, a user may pretend he is the representative for a certain company,
when he actually has no association with the organization. In online chat
rooms, users may fake their age, gender, and location.

While the Internet is a great place to communicate with others, it can
also be an easy place to fake an identity. Therefore, always make sure you
know who you are communicating with before giving out private information.

19. IDENTITY THEFT

Identity theft is the unauthorized collection of personal information
and its subsequent use for criminal reasons such as to open credit cards
and bank accounts, redirect mail, set up cellphone service, rent vehicles
and even get a job. These actions can mean severe consequences for the
victim, who will be left with bills, charges and a damaged credit score.

There are many ways in which an individual's identity can be stolen,
but people may be particularly vulnerable to this crime online, where
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savvy criminals can gain access to personal information through a number

of avenues. This theft is increasingly being perpetrated electronically.

Identity thieves have a number of avenues for stealing personal
information via electronic means. These include:

e Retrieving stored data from discarded electronic equipment such as
PCs, cellphones and USB memory sticks;

e Stealing personal information using malware such as keystroke logging
or spyware;

e Hacking computer systems and databases to gain unauthorized access to
large amounts of personal data;

e Phishing, or impersonating trusted organizations (such as a bank or
large retailer) via email or SMS messages and prompting users to enter
personal financial information;

e Compromising weak login passwords (often through calculated
guesswork) to gain access to a user's online accounts;

e Using social networking sites to attain enough personal details to guess
email passwords or impersonate the victim in other ways online;

e Diverting victims' emails to attain personal information such as bank
and credit card statements, or to prevent the victim from discovering
that new accounts have been opened in his or her name.

There are some steps consumers can take to protect their identities,
including ensuring that any transactions they make online use secure data
encryption, limiting the amount of personal information they share online,
remaining alert to phishing scams and keeping a close eye on their banking
and credit card statements.

20. DATA THEFT

Data theft is the illegal transfer or storage of any information that is
confidential, personal, or financial in nature, including passwords,
software code, or algorithms, proprietary process-oriented information, or
technologies. Considered a serious security and privacy breach, the
consequences of data theft can be severe for individuals and businesses.

Common modes of data theft are as follows:

e USB drive — The information can be moved to a thumb drive or USB
drive. It is considered as the easiest method of data theft as the storage
capacity of USB devices are increasing over time with the cost
decreasing;

e Portable hard drive — Large information can be transferred using
portable hard drive;
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Devices using memory cards, PDAs — Pod slurping is possible with
devices using memory cards and PDAs;
Email — Another popular way of transmitting information is through
emails;
Printing — Another method used in data theft is by printing information
and illegally storing or distributing the same;
Remote sharing — Using remote access, data can be transferred to
another location from where the data can be distributed,;
Malware attack — Malware attacks are potentially capable of extracting
sensitive information;

How data theft can be prevented:
Encryption of confidential information or personal information;
Data management system to have necessary security measures to ensure
the corporate files are not moved or accessed illegally;
Periodic reviews on devices and systems which can pose high risk;
Usage of restricted network in organization;
Restricted usage of devices capable of data storage;
Laptop lockdown and biometric security measures;
Protecting confidential and personal information using password,;
Use of anti-malware software.

21. HACKING
Hacking is unauthorized intrusion into a computer or a network. The

person engaged in hacking activities is generally referred to as a hacker.
This hacker may alter system or security features to accomplish a goal that
differs from the original purpose. Hackers employ a variety of techniques
for hacking, including:

Vulnerability scanner: checks computers on networks for known
weaknesses;

Password cracking: the process of recovering passwords from data
stored or transmitted by computer systems;

Packet sniffer: applications that capture data packets in order to view
data and passwords in transit over networks;

Spoofing attack: involves websites which falsify data by mimicing
legitimate sites, and they are therefore treated as trusted sites by users or
other programs;

Root kit: represents a set of programs which work to subvert control of
an operating system from legitimate operators;
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e Trojan horse: serves as a back door in a computer system to allow an
intruder to gain access to the system later;

e Viruses: self-replicating programs that spread by inserting copies of the
same program into other executable code files or documents;

e Key loggers: tools designed to record every keystroke on the affected
machine for later retrieval.

Certain corporations employ hackers as part of their support staff.
These legitimate hackers use their skills to find flaws in the company
security system, thus preventing identity theft and other computer-related
crimes.

22. BLACK HAT HACKER

A black hat hacker is a person who attempts to find computer
security vulnerabilities and exploit them for personal financial gain or
other malicious reasons. This differs from white hat hackers, which are
security specialists employed to use hacking methods to find security flaws
that black hat hackers may exploit.

Black hat hackers can inflict major damage on both individual
computer users and large organizations by stealing personal financial
information, compromising the security of major systems, or shutting
down or altering the function of websites and networks. The term «black
hat hacker» is derived from old Western movies, in which the good guys
wore white hats and the bad guys wore black hats.

Black hat hackers can range from teenage amateurs who spread
computer viruses to networks of criminals who steal credit card numbers
and other financial information. Black hat hacker activities include
planting keystroke-monitoring programs to steal data and launching
attacks to disable access to websites. Malicious hackers sometimes employ
non-computer methods to obtain data, for example, calling and assuming
an identity in order to get a user's password. Black hat hackers have their
own conventions, of which two of the more prominent are DEFCON and
BlackHat. Black hat conventions are often attended by security
professionals and academics who want to learn from black hat hackers.
Law enforcement officials also attend these conventions, sometimes even
making use of them to apprehend a black hat hacker, as occurred in 2001
when a Russian programmer was arrested the day after DEFCON for
writing software that decrypted an Adobe e-book format.
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23. WHITE HAT HACKER

A white hat hacker is a computer security specialist who breaks into
protected systems and networks to test and asses their security. White hat
hackers use their skills to improve security by exposing vulnerabilities
before malicious hackers (known as black hat hackers) can detect and
exploit them. Although the methods used are similar, if not identical, to
those employed by malicious hackers, white hat hackers have permission to
employ them against the organization that has hired them.

White hat hackers are usually seen as hackers who use their skills to
benefit society. They may be reformed black hat hackers or they may
simply be well-versed in the methods and techniques used by hackers. An
organization can hire these consultants to do tests and implement best
practices that make them less vulnerable to malicious hacking attempts in
the future. For the most part, the term is synonymous with «ethical hacker».
The term comes from old Western movies where the cliché was for the
«good guy» to wear a white cowboy hat. Of course, the «bad guys» always
seemed to wear a black hat.

24. GRAY HAT HACKER

A gray hat hacker (also spelled grey hat hacker) is someone who may
violate ethical standards or principles, but without the malicious intent
ascribed to black hat hackers. Gray hat hackers may engage in practices that
seem less than completely above board, but are often operating for the
common good. Gray hat hackers represent the middle ground between white
hat hackers, who operate on behalf of those maintaining secure systems, and
black hat hackers who act maliciously to exploit vulnerabilities in systems.

25. PHARMING

Pharming refers to redirecting website traffic through hacking,
whereby the hacker implements tools that redirect a search to a fake
website. Pharming may cause users to find themselves on an illegitimate
website without realizing they have been redirected to an impostor site,
which may look exactly like the real site.

Pharming occurs when hackers locate vulnerabilities in domain name
server (DNS) software. Pharming can also occur by rearranging the host’s file
on the targeted computer. Online banking websites as well as e-commerce
organizations have become popular pharming targets. Desktops are also
vulnerable to pharming threats due to their lack of security administration.
Pharming and phishing threats have been used simultaneously and these can
cause the most potential for online identity theft. Unfortunately, antivirus and

88



anti-spyware software are often incapable of protecting against this type of
cybercrime.

Routers have been surfacing as being just as vulnerable to pharming
as hosts files. Unfortunately, router pharming is much more difficult to
detect. Harmful DNS information can land on routers in two ways:

e EXxisting administrator settings can be incorrectly configured;
e Entire rewrites of embedded software (also known as firmware) can
occur.

Routers give administrators the option to choose a trusted DNS as
opposed to a suggested one. If the administrator isn't well-versed in
computers, he or she should avoid a custom DNS, because hackers are
more able to choose a DNS under the administrator's control compared to a
legitimate one.

Pharming is certainly nothing new, but it is being used more often
and is causing increasing harm in the computing world. Computer experts
point the finger of blame at domain registrars for security loopholes and a
general lack of standards for keeping domains exclusive. Suggestions for
mitigating these problems include asking registrars for their written
policies as well as insisting on immediate notification should a registrar
receive a domain move request. Other suggestions include keeping
domains locked and keeping authoritative contact information current, as
well as using registrars with round-the-clock availability. If none of these
suggestions works in preventing pharming, contacting VeriSign, which is
the domain registry for .com and .net, may be useful.

26. KEYSTROKE LOGGER

A keystroke logger is a device or program that allows the user to
monitor what another user types into a device. In some cases, a keystroke
logger is hardware that attaches to the keyboard or another part of a
hardware system. In other cases, it is a program that is considered a type of
spyware that can be slipped into a system and used in various ways, many
of which are illegal. A keystroke logger may also be called a keylogger.

In terms of the makeup of a keystroke logger spyware program, its
most basic elements often include a dynamic link library (DLL), and an
executable that runs the file. As the keystroke logger represents a somewhat
common type of spyware or malware, there is a focus on how to identify,
isolate and disarm these types of monitoring programs. Some users rely on
utilities like tcpview to catch keystroke loggers, while others purchase anti-
malware and anti-spyware programs that specialize in identifying these
threats.
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27. CYBERSQUATTING

Cybersquatting refers to illegal domain name registration or use.
Cybersquatting can have a few different variations, but its primary purpose is
to steal or misspell a domain name in order to profit from an increase in
website visits, which otherwise would not be possible. Trademark or
copyright holders may neglect to reregister their domain names, and by
forgetting this important update, cybersquatters can easily steal domain
names. Cybersquatting also includes advertisers who mimic domain names
that are similar to popular, highly trafficked websites. Cybersquatting is one
of several types of cybercrimes. Cybersquatting is also known as domain
squatting.

The Internet Corporation for Assigned Names and Numbers (ICANN)
Is a nonprofit organization charged with overseeing domain name
registration. As cybersquatting complaints throttle up worldwide, ICANN
has implemented thorough standards of acceptance such that domain name
assigning is done with much more scrutiny. ICANN has also put solid
requirements for domain name recovery in place for instances of trademark
registration lapses by trademark owners. ICANN urges trademark owners to
renew their registrations yearly and to report misuse to the agency as soon
they become aware that they've neglected to reregister a domain.
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COMPREHENSION CHECK

1. Match the words to their description:

1) phishing A) is deliberate exploitation of computer systems,
technology-dependent enterprises and networks

2) cyberattack B) threat, harm or extortion via the Internet

3) smishing C) the fraudulent act of acquiring private and
sensitive information

4) vishing D) fraudulent messages sent over SMS (text

messaging) rather than email

5) identity theft E) using fake phone numbers to trick you into giving
away personal information

6) cyberterrorism | F) tricking or deceiving computer systems or other
computer users

7) spoofing J) unauthorized collection of personal information
and its subsequent use for criminal reasons

2. Why is cyberspace particularly difficult to secure?

3. How may user cybersecurity be employed?

4. Name the types of Internet crime you know.

5. Why is finding and penalizing cybercriminals a complicated task?

6. What social engineering methods do attackers use to get access to
confidential information?

7. Name the possible consequences of cyberattacks.

8. What are the steps consumers can take to protect their identities?

9. What are the most common modes of data theft?

10. How can data theft be prevented?

DISCUSSION

Discuss the following statements:

A. Being online exposes us to cyber criminals and others who
commit identity theft, fraud, and harassment.

B. Spoofing can take place on the Internet in several different ways.

C. Always make sure you know who you are communicating with
before giving out private information.

D. Identity thieves have a number of avenues for stealing personal
information via electronic means.

E. Gray hat hackers represent the middle ground between white hat
hackers and black hat hackers.
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UNIT 6
COMPUTER AND INTERNET SECURITY

1. CYBERSPACE

Cyberspace refers to the virtual computer world, and more specifically,
Is an electronic medium used to form a global computer network to facilitate
online communication. It is a large computer network made up of many
worldwide computer networks that employ TCP/IP protocol to aid in
communication and data exchange activities.

Cyberspace's core feature is an interactive and virtual environment for a
broad range of participants.

Cyberspace allows users to share information, interact, swap ideas, play
games, engage in discussions or social forums, conduct business and create
intuitive media, among many other activities. The term cyberspace was
initially introduced by William Gibson in his 1984 book, “Neuromancer”.
Gibson criticized the term in later years, calling it “evocative and essentially
meaningless.” Nevertheless, the term is still widely used to describe any
facility or feature that is linked to the Internet.

According to many IT specialists and experts, including F. Randall
Farmer and Chip Morningstar, cyberspace has gained popularity as a
medium for social interaction, rather than its technical execution and
implementation.

2. INTERNET

The Internet is a globally connected network system that uses TCP/IP to
transmit data via various types of media. The Internet is a network of global
exchanges — including private, public, business, academic and government
networks — connected by guided, wireless and fiber-optic technologies. The
terms Internet and World Wide Web are often used interchangeably, but they
are not exactly the same thing; the Internet refers to the global communication
system, including hardware and infrastructure, while the Web is one of the
services communicated over the Internet. Communication systems were first
developed for radio communication. However, as computing advanced, peer-
to-peer (P2P) communication was gradually delivered and enhanced. During
the last two decades, the Internet has influenced and upgraded networking to
global standards. Billions of Internet users rely on multiple application and
networking technologies, including:

Internet Protocol (IP): The Internet’s primary component and
communications backbone. Because the Internet is comprised of hardware
and software layers, the IP communication standard is used to address
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schemes and identify unique connected devices. Prominent IP versions
used for communications include Internet Protocol version 4 (IPv4) and
Internet Protocol version 6 (IPv6).

Communications: The Internet is the most cost-effective communications
method in a world that is now a global village, in which the following services
are instantly available: Email/Web email; Web-enabled audio/video
conferencing services; Online movies and gaming; Data transfer/file-sharing,
often through File Transfer Protocol (FTP); Instant messaging; Internet
forums; Social networking; Online shopping; Financial services.

The Internet is believed to have originated with the U.S. government,
which began building a computer network in the 1960s known as ARPANET.
In 1985, the U.S. National Science Foundation (NSF) commissioned the
development of a university network backbone called NSFNET. The system
was replaced by new networks operated by commercial Internet service
providers in 1995. The Internet was brought to the public on a larger scale at
around this time. By 2011, 30 percent of the world's population was using the
Internet.

3. INTERNET SECURITY

Internet security is a catch-all term for a very broad issue covering
security for transactions made over the Internet. Generally, Internet security
encompasses browser security, the security of data entered through a Web
form, and overall authentication and protection of data sent via Internet
Protocol. Internet security relies on specific resources and standards for
protecting data that gets sent through the Internet. This includes various kinds
of encryption such as Pretty Good Privacy (PGP). Other aspects of a secure
Web setup includes firewalls, which block unwanted traffic, and anti-malware,
anti-spyware and anti-virus programs that work from specific networks or
devices to monitor Internet traffic for dangerous attachments.

Internet security is generally becoming a top priority for both businesses
and governments. Good Internet security protects financial details and much
more of what is handled by a business or agency’s servers and network
hardware. Insufficient Internet security can threaten to collapse an e-
commerce business or any other operation where data gets routed over the
Web.

4. INTERNET PRIVACY

Internet privacy is the privacy and security level of personal data
published via the Internet. It is a broad term that refers to a variety of factors,
techniques and technologies used to protect sensitive and private data,
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communications, and preferences. Internet privacy and anonymity are

paramount to users, especially as e-commerce continues to gain traction.

Privacy violations and threat risks are standard considerations for any website

under development. Internet privacy is also known as online privacy. Internet

privacy is cause for concern for any user planning to make an online purchase,

visit a social networking site, participate in online games or attend forums. If a

password is compromised and revealed, a victim's identity may be

fraudulently used or stolen.
Internet privacy risks include:

e Phishing: An Internet hacking activity used to steal secure user data,
including username, password, bank account number, security PIN or
credit card number;

e Pharming: An Internet hacking activity used to redirect a legitimate
website visitor to a different IP address;

e Spyware: An offline application that obtains data without a user's
consent. When the computer is online, previously acquired data is sent
to the spyware source;

e Malware: An application used to illegally damage online and offline
computer users through Trojans, viruses and spyware.

Internet privacy violation risks may be minimized, as follows:

e Always use preventative software applications, such as anti-virus, anti-

malware, anti-spam and firewalls;

Avoid shopping on unreliable websites;

Avoid exposing personal data on websites with lower security levels;

Clear the browser's cache and browsing history on a consistent basis;

Always use very strong passwords consisting of letters, numerals and

special characters.

5. SECURITY AND PRIVACY

Security and privacy are closely linked, and both are part of the
emerging debate on new technologies. However, security and privacy are two
different sides of how the use of data and modern devices affects us.

Security is an overarching principle in IT. As more new technologies
become connected by networks such as global IP and wireless telecom
networks, there is more attention paid to how to control data and how to make
it secure. Security architectures can include very different components, from
endpoint security practices that control the display of data on smartphones and
tablets, to «data in use» network security practices that protect network data
and infrastructure from hacking or cyberattacks.
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Privacy is a bit of a different issue having to do with an individual's
right to own the data generated by his or her life and activities, and to
restrict the outward flow of that data. It’s true that in many cases, security
and privacy are tandem operational goals. In other words, the same
safeguards that offer data security offer privacy for users. But in another
sense, privacy is something that may not be built into security efforts, or
seen as a necessary objective by big companies or government agencies.

The debate around the mining of personal data by the government,
corporations and other agencies shows the difference between security and
privacy. Most major organizations see digital security as paramount, while
ignoring the digital privacy of users and others. For example, government
agencies may help to ensure that private businesses don’t get access to some
kinds of personal information regarding citizens, but at the same time, that
same agency may be looking to get their hands on the information for other
objectives. Many of these issues will continue to come up as different parties
struggle to acquire, control and safeguard data.

6. PRIVACY, CONFIDENTIALITY AND SECURITY

The terms privacy, confidentiality and security have a lot in common
as they apply to modern-day information technology, but they also have
their own meanings and their own significant roles in their application to
data maintenance and data management. First, the issue of privacy is one
that often applies to a consumer’s right to safeguard his or her information
from any other parties. It involves the protection of vulnerable data such as
Facebook data, customer response data and other kinds of demographic
data or personal data from being freely disseminated over the Internet or
sold to third parties. In general, privacy is the individual’s right to keep his
or her data to himself or herself.

Confidentiality is a similar idea, but with a slightly different
component. IT professionals often talk about confidentiality in terms of a
supplier or service provider and its customers. Confidentiality agreements
are often applied to situations where someone trusted with personal data
must safeguard this data from being released. Alternately, some may
define confidentiality as issues about the data that gets collected, where
privacy issues have to do, again, with the core principle of an individual
not being recorded or monitored.

Security is a different term that's applied to enterprise or government
systems. Security may include the idea of customer privacy, but the two are
not synonymous. Likewise, security may provide for confidentiality, but that
Is not its overall goal. The overall goal of most security systems is to protect
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an enterprise or agency, which may or may not house a lot of vulnerable
customer or client data. Sometimes, the objectives for privacy and security are
the same. In other cases, security may not automatically provide for privacy
concerns. One example is where a business or government agency may be
able to keep its data safe from outside attackers, but where employees may be
able to view consumer information. Another scenario might involve situations
where a company doesn’t face any liability by releasing customer data, and so
chooses to do so. Here, the company’s security is not jeopardized, but the
consumer’s privacy is violated. New contracts between businesses and federal
agencies are also good examples of how IT issues cut through the different
layers between privacy, confidentiality and security.

7. LOSS OF PRIVACY

There are many ways young people and adults can lose their privacy on
the Internet, and all have their own dangers. Disclosing your address,
telephone number, or even your name to a stranger can put you or family
members in danger. It's also important to warn children not to give out
information that could jeopardize others — family members, friends,
teachers, and classmates.

Sometimes companies and organizations collect information about
children for use in marketing, fundraising, and other activities. Children
should also be instructed not to give out personal information to Web sites
of companies and organizations, even if they have heard of them or have
good feelings about them. That includes registering for contests or filling
out forms in exchange for prizes, or for the right to download software, or
for any other purpose. Children should never reveal any information about
themselves without first checking with their parents. Even reputable
companies may not obtain information about children without parents'
permission; current law protects the privacy of children online. Besides,
it's possible for someone to create a Web site that looks like it's from a
reputable company but really is not. Software tools exist to restrict
sensitive personal information from being transmitted online.

Parents should read the company's privacy policy carefully prior to
disclosing personal information about a family member.

Ways to protect your child and family's privacy include:

e Instruct your child not to reveal any personal information without
parental permission;

e Consider installing a filter that prevents your child from entering his or
her name, address, phone number, or other material;
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e Consider installing monitoring software that will disclose if your child
has entered personal information;

e Consider preventing your child from using chat groups;

e Consider monitoring your child's incoming and outgoing email;

e Consider limiting chat only to people your child knows or requiring that
he chat only in moderated chat areas run by reputable companies or
organizations.

8. PASSWORDS SECURITY

The issue of storing passwords in a database is one that requires
looking closely at data encryption and security protocols that will stop
these valuable pieces of data from being hacked or stolen. Experts have
come up with some fairly reliable standards for keeping stored passwords
In a database more secure. In addition to principles and strategies for
password protection, it helps to promote the use of relatively strong
passwords that resist easy guesses by hackers. In addition, engineers and
administrators must look at the vulnerability of traffic coming into or out
of a database, to prevent different types of password theft.

One fundamental part of password security, in terms of database
storage, is called a hash function. A hash function is a complex function
that changes a text password into a more complex set of characters by
using more complex operations than a familiar mathematical operation
such as multiplication. Using hashes and hexadecimal formats can help
those who are storing passwords on a database to confuse hackers. Hashes
are also used to substitute shorter character strings for longer ones to make
data storage and retrieval more efficient.

Another critical aspect of password storage encryption is often called
«salt». The principle of salting passwords involves creating additional
characters after a text string that are not part of the actual data being
stored, but are just useless and insignificant symbols that help to disguise a
password. Some refer to salt characters as «noise».

Using complex values and salt, and keeping different types of
password keys in strategic places, can help to encrypt the passwords that
are stored on a database. Processes for encryption are always evolving, and
new technologies could provide additional opportunities for storing
valuable data in secure ways. Professionals often use these emerging
standards as a reference. For instance, as the technology Pretty Good
Privacy (PGP) (which uses hashes) emerged in the early 1990s, it became
a standard for encryption.
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9. CYBERBULLYING AND ONLINE «FIGHTS»

People sometimes get angry. It's normal, nothing to be ashamed of. The
trouble with expressing anger on the Internet is that it's sometimes difficult to
resolve disputes. For one thing, you don't have the normal clues you get when
you're with someone in person. When people are communicating with text, or
In writing, sarcasm and some humor can be insulting instead of funny. It's
difficult to know the intensity of someone's feelings and it's very hard to
resolve emotional disputes that occur online. More recently cyber bullying has
become a disturbing trend online. Recent research has shown that cyber
bullies are also at risk for other online threats.

The best defense is to avoid getting into online arguments or
disagreements. That doesn't mean people shouldn't speak their minds in
forums, newsgroups, and chat sessions, but it does mean that you should
treat others with respect and try not to use words that could be offensive to
others. If you are going to use humor or sarcasm, you can sometimes avoid
misunderstandings by using emoticons (smileys) that express emotions: A
simple «:=)» (for «grin») next to a statement can make all the difference
between a hostile response and a collective laugh.

Ways to prevent kids from getting into online fights include:

e Discuss with kids how to deal with anger;

e Consider counseling, if kids have serious problems dealing with anger;

e Inform Kkids that it's not their fault if someone is rude, obnoxious,
belligerent, or mean;

e Teach your kids not to respond to comments that are mean and
provocative.

10. FILE-SHARING RISKS

Peer-to-peer or file-sharing programs allow you to share your files
with others on the Internet — and vice versa. File-sharing is a new and
interesting technology that shows promise for future applications.
However, just like you shouldn't open email attachments from people you
don't trust, you should be wary about downloading files from them as well.
You never know what you or your kids may find on the hard drives of
random strangers on the Internet. The best tip for file-sharing is to stop and
think before downloading files through these networks. Here are more tips
to keep your and your kids' file-sharing safe, secure and legal. Some of the
risks associated with using file-sharing programs include:

Computer Security. Sharing files with people you don't trust is a
matter of hygiene — and you should keep your computer as clean as
possible. Using file-sharing networks creates a risk that viruses or other
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malignant code could be spread to your computer over the network.
Computer security experts are starting to see viruses and malignant code
(spyware) spread through file-sharing services. Viruses may damage your
computer or interfere with your files; spyware may track your online
activities and send that information to third parties. Spyware has been
spotted in many places on file-sharing networks — including packaged
with the file-sharing clients themselves.

Kids' Access to Pornography. Many file-sharing programs allow
children to access inappropriate audio and video clips — most of a
sexually explicit nature. Kids searching for popular music files may
sometimes inadvertently pull up sexually explicit files that use the same
keywords. For older children, parents should be concerned about their
access to other people's video libraries that may contain inappropriate
videos. If you're concerned about these things, make sure to check your
computer for file-sharing programs. Some parental-control tools on the
market do not restrict access to file-sharing technologies.

Copyright Law. Many things available on file-sharing networks,
including many movies, songs, and video games, are copyrighted by the
owner. That means the law protects the owner's right to limit who copies
and distributes their content. What does a copyright mean for you? It
means that downloading or sharing copyrighted music, movies and
software without the copyright owner's permission could put you in
serious legal trouble. In those cases, you or your family could be violating
federal law and may be sued by the copyright owners or by the
government. So, make sure that you or your family does not infringe
copyrights while using file-sharing networks. Be smart, and keep your file-
sharing legal. Don't allow users to upload your music files unless you're
certain that you have permission to do so. You can simply disable the
upload feature in your file-sharing program so that you don't inadvertently
share files without permission.

Privacy. If mis-configured, some file-sharing programs may expose
your entire hard drive to all other users of the file-sharing software. If you
keep sensitive information on your computer, like your tax return
information and online bank account data, check to make sure that you are
not inadvertently making this available to thousands of strangers on the
Internet.
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11. MAKING THREATS/ LAW BREAKING

Kids aren't just potential victims. They can also be responsible for
doing things that can hurt other people. This can range from being rude and
obnoxious to committing crimes online. There are several reported cases of
kids getting into trouble for posting threatening or harassing material on
Web pages, in chat rooms and in newsgroups. Kids should remember that
anything they say about anyone can be viewed by people all over the world
and can have a damaging effect on the person being talked about. Kids
should never post anything about another person that could in any way
harm that person. That includes publishing names, addresses, or phone
numbers of anyone they know. Kids should refrain from saying bad things
about other people in public forums, even if they feel they are true, and even
if they are angry with that person. Even what appear to be «positive»
comments about someone's appearance can be degrading and have a
negative affect on that person.

Making Threats. It is wrong and illegal to threaten, intimidate, or
harass other people regardless of whether those threats are delivered in
person, on the phone, via the mail, or over the Internet. It can be especially
harmful to deliver such threats in a public area such as a Web site, chat
room, or bulletin board. If you or your child receives serious and
frightening threats online, contact law enforcement. Parents should talk
with their children about the proper way to behave online and with other
people and stress that threatening other people is not only wrong but can
get the child into trouble at home, at school, or with the law.

Legal Risks. A lot of material posted on the Internet is copyrighted,
which means that it might be illegal to reprint or post the material without
permission. Kids need to understand that they do not have the right to re-post
or distribute copyrighted graphics, music, videos, and text from Web sites
without permission. This includes giving copies of the material to friends.
There are some conditions where it is OK to use copyrighted material as part
of a student paper or other project, but students should always check with their
teacher first and cite the source of the information. Plagiarism — claiming that
you wrote or drew something created by another person — is illegal, and
committing plagiarism at school can be grounds for serious punishment.
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12. INAPPROPRIATE MATERIAL

Just as in any city, there are areas in cyberspace that are not
necessarily appropriate for children or teens. Just what those places are
depends on the child, the family, and the community, but these typically
include sites which are sexual in nature, which contain violent or hateful
material, or which advocate the use of weapons or harmful substances such
as alcohol, tobacco, or illegal drugs.

Options (not necessarily recommendations) for preventing your child
from being exposed to inappropriate material include:

e Set rules about where kids can go online and what to do if they stumble
upon inappropriate sites;

e Keep any connected computer in a public area of the house (not a
child's bedroom), and make sure that other family members walk in the
room periodically;

e Consider not allowing children and teens to use the Internet if parents
aren't home. You may wish to consider using time-limiting software to
make sure that kids can go online only when you're around;

e Consider checking the browser history to see where kids have been and
having a «talk» if they are visiting inappropriate sites;

e Consider installing monitoring software that tracks where kids have
been;

e Consider installing filtering software that blocks kids from visiting sites
that you feel are in appropriate.

If | Read it Online, is it True?

Knowing how to search the Internet is one thing, however being able
to understand what you find is something else. It's easy to become
overwhelmed with all the information on the Internet. Children need to
learn the finer points of Internet searching and need to learn critical
thinking skills so that they can analyze and make effective use of the
material they do find. Parents need to provide guidance to their children to
help them make sense of the material they uncover and distinguish
between fact, opinion, rumors, and lies.

Ways to avoid being overwhelmed or getting «bad» information:

e Learn how to use search engines and how to limit results of searches;

e Understand the difference between reliable and unreliable sources. Get
to know the reliable sources on the Internet;

e Have kids cite all of their sources so that teachers and parents can help
distinguish between reliable and unreliable sources.
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13. WAYS TO AVOID PROBLEMS IN CHAT ROOMS

Chat is a very popular activity for young people, especially
teenagers, but it is also the area where they are most likely to get into
trouble. When you're in a chat area, it's easy to forget that you are in a
public «place» and that you don't necessarily know the true identity of
anyone in the chat room. It's common to «meet» someone in a chat area
who gains your confidence by being sympathetic and willing to «listen» to
your problems. Children and especially teens need to be extremely careful
in chat rooms. They should never reveal their identity and they should
never assume that someone is as he or she seems to be. They should never
agree to meet someone in person based on a friendly online chat without
talking to their parents. If parents agree to the meeting, they or another
adult should be present and it should be in a public place.

e Do not let your child chat in unmoderated chat rooms. Only allow him
or her in rooms run by a reputable company or organization that
monitors activity;

e Because many spammers use names they can easily collect from a chat
room, consider giving your child a «chat» screen name. This name
would be one that is different than their email address. This could help
prevent unwanted Spam mail from coming to your child,;

e Instruct your child never to give out personal info in a chat room;

¢ Instruct your child never to agree to get together with anyone they meet
in a chat room without first checking with you;

e Talk with your children about the way some people behave in chat
rooms. Remind them that people are not always who they seem to be.
Remind them to be very careful about people who offer easy solutions
to difficult problems or make offers that are «too good to be true;

e Consider using software to block sensitive personal information from
being transmitted through your children's chat.

Instant Messaging

Instant messaging is like chat, except that it's usually a one-on-one
experience instead of a group activity. In some ways that's safer if the
person the child is messaging is a friend or relative. But it can be
dangerous if it's a stranger. Unlike in some chat rooms, there is never
anyone else there to monitor activity, so when your child is messaging
another person it's as if the two of them are together in a private room.
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14. ADDITIONAL TIPS FOR SPECIFIC TYPES OF CYBERCRIME

Once you discover that you have become a victim of cybercrime,
your response will depend, to some degree, on the type and particular
circumstances of the crime. Here are useful tips to follow for some specific
types of cybercrimes:

IN CASES OF IDENTITY THEFT

e Make sure you change your passwords for all online accounts. When
changing your password, make it long, strong and unigue, with a mix of
upper and lowercase letters, numbers and symbols. You also may need
to contact your bank and other financial institutions to freeze your
accounts so that the offender is not able to access your financial
resources.

e Close any unauthorized or compromised credit or charge accounts.
Cancel each credit and charge card. Get new cards with new account
numbers. Inform the companies that someone may be using your
identity, and find out if there have been any unauthorized transactions.
Close accounts so that future charges are denied. You may also want to
write a letter to the company so there is a record of the problem.

e Think about what other personal information may be at risk. You may
need to contact other agencies depending on the type of theft. For
example, if a thief has access to your Social Security number, you
should contact the Social Security Administration. You should also
contact your state Department of Motor Vehicles if your driver's license
or car registration are stolen.

o File a report with your local law enforcement agency. Even if your local
police department or sheriff’s office doesn’t have jurisdiction over the
crime (a common occurrence for online crime which may originate in
another jurisdiction or even another country), you will need to provide a
copy of the law enforcement report to your banks, creditors, other
businesses, credit bureaus, and debt collectors.

o If your personal information has been stolen through a corporate data
breach (when a cyberthief hacks into a large database of accounts to
steal information, such as Social Security numbers, home addresses, and
personal email addresses), you will likely be contacted by the business
or agency whose data was compromised with additional instructions, as
appropriate. You may also contact the organization’s IT security officer
for more information.
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If stolen money or identity is involved, contact the credit bureau to
report the crime. Request that the credit bureau place a fraud alert on
your credit report to prevent any further fraudulent activity (such as
opening an account with your identification) from occurring. As soon as
one of the bureaus issues a fraud alert, the other two bureaus are
automatically notified.

IN CASES OF ONLINE STALKING
In cases where the offender is known, send the stalker a clear written
warning saying the contact is unwanted and asking that the perpetrator
cease sending communications of any kind. Do this only once and do
not communicate with the stalker again. Ongoing contact usually only
encourages the stalker to continue the behavior.
Save copies of all communication from the stalker (e.g., emails, threatening
messages, messages via social media) and document each contact,
including dates, times and additional circumstances, when appropriate.
File a complaint with the stalker’s Internet Service Provider (ISP) and
yours. Many ISPs offer tools that filter or block communications from
specific individuals;
Own your online presence. Set security and privacy settings on social
networks and other services to your comfort level of sharing;
Consider changing your email address and ISP; use encryption software
or privacy protection programs on your computer and mobile devices.
You should consult with law enforcement before changing your email
account. It can be beneficial to the investigation to continue using the
email account so law enforcement can also monitor communication.
File a report with local law enforcement or contact your local
prosecutor’s office to see what charges, if any, can be pursued.

IN CASES OF CYBERBULLYING
Tell a trusted adult about what’s going on;
Save any of the related emails, texts, or messages as evidence;
Keep a record of incidents;
Report the incident to the website’s administrator; many websites
including Facebook and YouTube encourage users to report incidents of
cyberbullying;
Block the person on social networks and in email;
Avoid escalating the situation: Responding with hostility is likely to
provoke a bully. Depending on the circumstances, consider ignoring the
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issue. Often, bullies thrive on the reaction of their victims. If you or
your child receives unwanted email messages, consider changing your
email address. The problem may stop. If you continue to get messages
at the new account, you may have a strong case for legal action.

¢ If the communications become more frequent, the threats more severe,
the methods more dangerous and if third-parties (such as hate groups
and sexually deviant groups) become involved — the more likely law
enforcement needs to be contacted and a legal process initiated.

15. HOW TO AVOID MALWARE

Many cybercrimes start with malware — short for “malicious software”.
Malware includes viruses and spyware that get installed on your computer,
phone, or mobile device without your consent — you may have downloaded
the malware without even realizing it! These programs can cause your device
to crash and can be used to monitor and control your online activity. Criminals
use malware to steal personal information and commit fraud. If you think your
computer has malware, you can file a complaint.

Avoid malware with the following tips:

e Keep a clean machine by making sure your security software, operating
system and web browser are up to date;

e When in doubt throw it out. Don’t click on any links or open
attachments unless you trust the source;

e Make your passwords long and strong and unique. Combine capital and
lowercase letters with numbers and symbols to create a more secure
password. Use a different password for each account;

e Set your browser security high enough to detect unauthorized downloads;

e Use a pop-up blocker (the links in pop-up ads are notorious sources of
malware);

e Back up your data regularly (just in case your computer crashes);

e Protect all devices that connect to the Internet. Along with computers,
smart phones, gaming systems, and other web-enabled devices also
need protection from malware;

e Make sure all members of your family follow these safety tips (one
infected computer on a home network can infect other computers).

16. TIPS TO SAFELY ENJOY SOCIAL NETWORKING

Facebook, Twitter, Google+, YouTube, Pinterest, LinkedIn and other
social networks have become an integral part of online lives. Social
networks are a great way to stay connected with others, but you should be
wary about how much personal information you post.
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Have your family follow these tips to safely enjoy social networking:
Privacy and security settings exist for a reason: Learn about and use the
privacy and security settings on social networks. They are there to help
you control who sees what you post and manage your online experience
in a positive way.

Once posted, always posted: Protect your reputation on social networks.
What you post online stays online. Think twice before posting pictures
you wouldn’t want your parents or future employers to see. Recent
research found that 70 % of job recruiters rejected candidates based on
information they found online.

Your online reputation can be a good thing: Recent research also found
that recruiters respond to a strong, positive personal brand online. So
show your smarts, thoughtfulness, and mastery of the environment.
Keep personal info personal: Be cautious about how much personal
information you provide on social networking sites. The more
information you post, the easier it may be for a hacker or someone else
to use that information to steal your identity, access your data, or
commit other crimes such as stalking.

Know and manage your friends: Social networks can be used for a
variety of purposes. Some of the fun is creating a large pool of friends
from many aspects of your life. That doesn’t mean all friends are
created equal. Use tools to manage the information you share with
friends in different groups or even have multiple online pages. If you’re
trying to create a public persona as a blogger or expert, create an open
profile or a “fan” page that encourages broad participation and limits
personal information. Use your personal profile to keep your real
friends (the ones you know trust) more synched up with your daily life.
Be honest if you’re uncomfortable: If a friend posts something about
you that makes you uncomfortable or you think is inappropriate, let
them know. Likewise, stay open-minded if a friend approaches you
because something you’ve posted makes him or her uncomfortable.
People have different tolerances for how much the world knows about
them respect those differences.

Know what action to take: If someone is harassing or threatening you,
remove them from your friends list, block them, and report them to the
site administrator.
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COMPREHENSION CHECK

1. Match the words to their description:
1) cyberspace A) privacy and security level of personal data
2) Internet privacy | B) critical aspect of password storage encryption
3) Internet C) a very popular activity for young people,
especially teenagers
4) chat D) security for transactions made over the Internet
5) malware E) virtual computer world
6) salt F) a globally connected network system to transmit

data via various types of media

7) Internet security | J) malicious software

2.

w

o1

7.
8.

9.

Why is the Internet the most cost-effective communications method
in a world?

Name some of the risks associated with using file-sharing programs.
Why is Internet security becoming a top priority for both businesses
and governments?

What risk does using file-sharing networks create?

Name the options for preventing children from being exposed to
inappropriate material.

What does a copyright mean for you?

Why should kids refrain from saying bad things about other people in
public forums?

Name the tips to safely enjoy social networking.

10. How can you avoid malware?

DISCUSSION

Discuss the following statements:
A. Internet security is generally becoming a top priority for both

businesses and governments.

B. Internet privacy risks: how to minimize them.
C. The terms privacy, confidentiality and security have a lot in

common as they apply to modern-day information technology.

D. Ways to protect your child and family's privacy.
E. Many file-sharing programs allow children to access inappropriate

audio and video clips.
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GLOSSARY

A
abstain BO3JICPIKATHCS
abstract data type a0CTPaKTHBINA TUI TAHHBIX
abuse 3JIOYMBINUICHHOE UCIIOJIb30BAHUE, HEIIPABUIILHOEC
oOparreHne
access JOIIYCK, OCTYII
accessible JTOCTYIHBIN, OTKPBITHIH IS TOCTyIIA
accommodate IPHUCIIOCA0INBATELCS, MMOACTPANBATHLCS
accord IPEI0CTABIIATh

accountability

OTBETCTBEHHOCTb, I10I0TYETHOCTb,
KOHTPOJMPYEMOCTh, BO3MOXKHOCTh YUETa

accuracy TOYHOCTb, 0€30IINO0YHOCTh, TPABUIBHOCTD
accurate HAJIKHBINA, 0€30IMMO0YHBIN, JOCTOBEPHBIN
acquisition cOOp JaHHBIX, KOMIJICKTOBAHUE, OCBOCHHE
Active Directory AKTUBHBIN KaTajaor

active duty IPOXOIAIINIA JCHCTBUTEIBHYIO CITYKOY
actor JICVCTBYIONIIEE JIUIIO

ad hoc query

HENPOTrPaMMUPYEMBIN 3aMPOC, CIyYalHbINA
3ampoc

Adaptive Chosen-Plaintext
Attack

aTaKa 1Ipru BO3MOKHOCTH aJIaIITUBHOTO BI>I60pa
OTKPLITOI'O TCKCTA

address bar

aapeCHasA CTpOKa, CTPOKa IIOMCKa

admittance JOITYCK, pa3perieHmne
adoption BHEJIPEHUE, BBOJI B OOpallleHue
advance IPOJIBIKEHHE, TIPOTPecC, POCT

Advanced Encryption Standard

pacumMpeHHbIN (YCOBEPIIIEHCTBOBAHHBIN )
CTaHAapT Mu(POBAHUS

advanced system search

pACUIMPEHHBIN CUCTEMHBIN MMOUCK

advancement yCIieX, Mporpece, JOCTHKECHHE

advocate NPEJICTABUTEb, CTOPOHHHK, AKTUBUCT

affordable BO3MOYKHBIH, TOCTYITHBIA, TPUEMIIEMBIi

aftermath TIOCJIC/ICTBUS

afterthought 3a1o03/1a710€ COO0paKEHHE

agenda Ha3pEeBIIUI BONPOC, MPOOJIeMaTHKa, TUIaH
eUCTBUU

agent areHT, UCTIOJHUTEIBHOE YCTPOUCTBO,
IPOTPAMMHBII areHT, UCTIOJTHUTEIbHAS
nporpamMmma

aggregates CBOJHBIC ITOKA3aTCJIN, NTOTOBbIC NAHHBIC

alert IpeaynpexaeHne 00 ONaCHOCTH

algorithmic efficiency 3¢ (EKTUBHOCTh AITOPUTMA

alias KJIMYKa

alienated OTYYKJICHHBIN, OTBEPIHYThIN
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alignment (dbopMUpOBaHUE, CHCTEMAaTHU3aLINs

allegations 10JT03PCHHMS

alleged Ipe/InoiaraeMbli, MOA03peBaeMbIii

all-out IIMPOKOMACIITAOHBIN, BCEOXBATHIBAIOIIN I
allude 10JJpa3yMeBaTh

ample JIOCTATOYHBIN, 3HAYNUTEIIbHBIN

anti-malware program porpamMma Jijisi 3alIuThl 0T BpeoHocHoro [10
anxiety CTpax, 00s13Hb, TPEBOXKHOE PACCTPONUCTBO
AOL, aMEpUKaHCKHUI MeUHHBIN KOHTJIOMEpar,

America Online

MOCTaBIIUK OHJIAWH-CITY>KO U 3JIEKTPOHHBIX
JIOCOK OOBABICHUN

AOL Instant Messenger

nmporpamma oOMeHa KOPOTKUMHU COOOIIEHUSIMU
kommanuu AOL

append N00aBIISITh, IPUKPETISATH

appending JIOTIOJTHEHUE

applicable PUMEHHUMBII, COOTBETCTBYIOIIHI

apps, applications IPHJIOKEHUS

architect pa3pabOTYHK, APXUTEKTOP

ARPANET, Advanced Research | Cets AreHTCTBa EPCIEKTHBHBIX
Projects Agency Network WCCJICIOBATEIILCKUX Pa3pad0TOK
articulate 4eTKO ()OPMYJIMPOBATH, KOOPTMHUPOBATH
as such B 3TOH CBSI3U

ascertain BBISICHSTh, YCTAHABJIMBATh

ascribed IPHUITHCHIBAEMBII

assembly cO0p, KOMITOHOBKA

assessment OLICHKA, DKCIIEPTH3a, aHAJIU3

asset value HOMHHAJIbHAs! CTOUMOCTD

assume NPUCBAauBaTh ce0e, IPUTBOPSATHCS
assurance rapaHTus, CTCNICHb IOBEPUS

asymmetric encryption aCMMMETpPUYHOE IH(poBaHUe

at large B Oerax

at random Xa0TUYHO, 0€CCUCTEMHO, OECTIOPSIOUHO
at rest IIPA XpAHEHUH, B COCTOSIHUU XPaHEHUS

at the expense of

B y1iepo

Atbash cipher

mudp Arbam (mmdp caBUra Ha BCIO JJTMHY
andaBuTa WIK TOTO YMCIIa CUMBOJIOB, KOTOPBIC
IIPEJICTaBJICHBI K 3aMEHE)

attack surface

BUJIBI aTaK

attack-proof

3AIIMILEHHBIM OT CPEACTB IMOPAKEHNsS, CTOUKUN K

KPpUIITOAHAJIN3Y

audit trail

KOHTPOJIBHBIN )KYPHAJI, Ay IMTOPCKUH yUET,
KOHTPOJIBHBIN CJIE[, )KypPHaJl pErUCTPALIUN
COOBITUH, ayTUTOPCKOE 3aKITHOUEHHE

authentication

MOATBEPKIECHUE TOTTUHHOCTH, aBTOPU3ALINS,
IIpOBEpKa MpaB JI0CTyMa
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authentication token

MapKkep ayTeHTU(PUKauu

authenticity

MO/JTMHHOCTH (B IPUMEHEHUH K TTOJIH30BATEIIO
OTIpEJIEISIET COOTBETCTBUE YIACTHHUKA
B3aMMOJICUCTBUS CBOEMY UMEHH; B IPUMCHECHUHT
K COOOIIEHNIO — JOCTOBEPHOCTH TOTO, UTO
JaHHBIC OBUTH CO3/IaHbI 3asBICHHBIM
HUCTOYHUKOM)

availability JOCTYITHOCTH (0OecTieueHUEe HATNIHSI
nH(popMaruu 1 padboTOCIIOCOOHOCTH OCHOBHBIX
YCITYT JJIS TIOJIB30BATENS B HY)KHOE JJIsT HETO
BpeMsI)

awareness UH(POPMHUPOBAHHOCTH

B
back door CEKPETHBIN BXOJ
backbone CYIIHOCTh, OCHOBA

back-end server

BHYTPEHHHU CEPBEP

Baconian cipher

mudp bakona

bait

MpUMaHKa, co0JIa3H, UCKYIIEHUE;
WCKYIIATh, MOJIJIEBATh, IPA3HUTH

balance protection

OajlaHCcHas 3aImra

bar code

LITPUXOBOU KOJI

basic drives

0a3uCHBIEC YCTAHOBKHU

beat officers

NaTPYJIbHBIN

behavioral data

JUHAMHWYCCKNEC XapaKTCPHUCTUKHU

belligerent Bpak1cOHBIN, arpeCCUBHBIN
benchmarks KPUTEPUHU, KOHTPOJIbHBIE ITOKA3aTE M
benign 0e300M THBIH

best practices Han0oJiee MPOrPEeCCUBHBIE METOJIBI
bidder NOKynarTesb

bilateral JIBYCTOPOHHETO JICHCTBHUS

binary digit JBOMYHAS CIMHULIA HHGOPMAIUU

biometric reading

6I/IOMCTpI/I‘1€CKI/I€ JaHHBIC

bit

out (cokpauienue oT binary digit — «aBonuHas
udpar), equHuIa HHGOpMaIHK; HeOOIBIIOe
KOJIMYECTBO, YACTHIIA

bit-rate reduction

yMEHbIIIeHHEe OUTOBOW CKOPOCTH NepeIauul JaHHBIX

bits structure

OUTOBAsI CTPYKTYypa

black hat hacker

YEepHBIA XaKep (XaKep-CreruatrucT, KOTOPbIH
HaIpaBIIseT CBOU 3HAHUS HA YHUUYTOKEHHUE
nHpopMaruu, €€ mopuy Wik Kpaxy)

blended CMEIIaHHBIN, CIIOKHBIN
block cipher O704HBIN UQP
bludging 0e3/1eTbHUYaHbe; YKIIOHEHUE OT

JTBETCTBEHHOCTH;, YKJIOHEHHE OT paOOTHI
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blurred

pACIUIBIBYATHIN, PA3MBITHIN

bogus banpuBbIA, charbCuPUIMPOBAHHBIN

booking perucTparys, mpoueaypa 3anuct JaHHbIX 00
apeCTOBAHHOM, KOTOPAsl BBIMTOJIHSIETCS B MOMEHT
HOMAJIaHKsI B MECTO 3aJIePIKaHHUs

brand Ka4ecTBO, GUPMEHHBIN CTHIIb

breach HapyIIeHe, HECAHKIIMOHUPOBAHHBIN JTOCTYTI,
POHUKHOBEHUE

breakdown pacmaj, pa3Bal, yrajaokK, KpH3HUC

broad reach

HIAPOKHAMN OXBAT

buffer overflow

nepenoiHenue oydepa

bulk

Macca, 00JIbIIIOE KOJIMYECTBO

bullet resistant vest

nyJeHeNpoOHBaeMblii OPOHEKUIIET

Bulletin Board

AJIEKTPOHHAS TOCKA OOBSIBICHUM

business continuity plan

IJIaH 00eCTICUCHUS HeﬂpepBIBHOﬁ ACATCIIBHOCTH

business domain

npeaMeTHas 001acTh Ou3Heca

business intelligence

MHTEJUICKTYaIbHBIN aHAIN3 TaHHBIX, COOP,
00paboTKa U aHau3 JAeI0BOM nHpopmamu

business performance

POM3BOJICTBEHHBIE ITOKA3ATEIH, IOKA3aTENN
s dexTuBHOCTH

business phone

IMPOU3BOACTBCHHAA TCJ'IC(bOHHaH CBiA3b

business-to-consumer

IIJ1aH BBaHMOﬂefICTBHf’I «OU3HEC — KIIMCHTY

by extension

€CJIM TOBOPHUTH OoJsiee 0000IIEHHO

bypass o0oiiTH
C
call oOpamarbcs, 3anpaninuBaTh, KJIMKATh
call for npeJnoiaratb He0OX0IMMOCTb,
npeaycMaTpUuBaTh, CBUACTEIBCTBOBATH O
HEOOXOIUMOCTH
capability BO3MOKHOCTh, MOIIIHOCTh, XapPaKTEPUCTUKU
capitalize U3BJIEKATh BBITO/Y, MOJIb30BATHCS

CAPTCHA, Completely
Automated Public Turing test
to tell Humans from

MOJHOCTHIO aBTOMATHYECKUM TeCT ThrOpUHTa 15
pa3IMYEHNs] KOMIIBIOTEPOB U JIFOAEH

Computers Apart

capture 3aBIIJICTh, IEPEXBATUTH

cart Kop3uHa (B HTepHeT-Mara3uHne)
cashier Kaccup

catch-all term

coOupaTeIbHbI TEPMUH

CCTV, closed circuit TV system

CUCTCMA CKPBITOTO BI/II[GOH36J'IIOI[GHI/IH

CD sleeve

KOHBCPT AJII KOMITAKT-AMCKaA

censor NOJIBEPraTh IEH3ype
censorship LIEH3Ypa, [ICH3ypHUPOBAHHE
CEOQO, reHePaJIbHBIN TUPEKTOP, YIPABIISIOIINI
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Chief Executive Officer MEPOIPHUITHEM
CERN, ¢p. Conseil Européen | EBporeiickuii COBET IO sIIEPHBIM
pour la Recherche Nucléaire UCCIICJOBAHHSIM

certainty of punishment

HCOTBPATHUMOCTDL HAKA3aHW

challenge

npo0iema, 3a7a4a; Opocath BHI30B, CO3/1aBATh
yrpo3y, 00pOThCS

challenge-response
authentication

3allPOCHO-OTBETHAs ayTeHTH(PHUKAIUSI

Challenge-Response
Authentication Mechanism

METO/1 3alIPOCHO-OTBETHON ayTeHTU(UKALIMH

character string

TCKCTOBAs CTPOKaA, HCIIOYKAa CUMBOJIOB

charge account

PaCXOJHBIN CUET

checksum

KOHTPOJIbHAsI CyMMa

Chief Information Officer

PYKOBOAUTENH NH(POPMAITMOHHOM CITy>KOBI
KOMIaHUH

CIA = confidentiality,
integrity, availability

KOH(UIEHIIUAIBHOCTD, 11€JIOCTHOCTb,
JOCTYITHOCTh

CIA Triad tpuaga CIA

cipher text mm@porpamma, MuppPTEKCT, KPUNTOTPAMMa
circular buffer KOJIbIIEBOM Oyhep, muKImIecKkuii Oydep
circumvent 00OMaHbIBaTh, 00XOJIUTh, pa3pyIIUTh
classified 3aKPBITBINA, CEKPETHBIH, 3aCEKPEUCHHBIN

classified global security data
theft

XHUIICHUE CEKPETHBIX JTAHHBIX, OTHOCSIIIMXCS K
rJI00aJIbHOUM 0€30ITaCHOCTH

classified information

CBEJICHUSI, OTHECEHHBIE K TOCYJaPCTBEHHOM
TaviHe

clearance level

YPOBEHB JIOMyCKa K CEKPETHON MHPOpMAIIH

clearance rates

IPOLEHT PACKPHIBAEMOCTH, YPOBEHb
pPacKpbIBAEMOCTHU

clearinghouse

1EeHTp oOMeHa nHpopMmalmei

cloud computing

«o0OnayHas BEIUMCIUTEILHAS cpcaa

co-conspirators

YJICHBI IPECTYITHOI'O COO6IH€CTB3

code IIPOTPAMMHBIN KOJ, MAILIMHHBIN KOJ, AJITOPUTM

code access security 0€30I1acCHOCTh JIOCTYTA K KOJTy

code base 0a3a HCXOJTHOTO KOJIa

code efficiency 3¢ (HEKTUBHOCTD KOJIa

coerce NPUHYKIATh, CIEPKUBATH, JOOUBATHCS MyTEM
NPUHYKJEHUS

cognizant OCBEJIOMJICHHBIM, KOMIIETCHTHBIM

cohesive CBSI3aHHBIN

coincidentally

10 CIIyYalHOMY COBIIAJICHUIO

Collaboration System

cucTeMa JUsl OpraHu3aliid COBMECTHON paboThl

collate CpPaBHHMBATh, COTIOCTABJIATh
column level ypOBEHb CTOJIOMA
come by HOJIYYUTh, Pa3100bITh
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Command Center

KOMAaH/HBIM MYHKT, KOMaHHBIA [IEHTD, IITA0

command-line parameters

napameTpbl KOMaHHOW CTPOKHU

compartmented C pa3rpaHHM4YeHHUEM JOCTYyIIa 10 KaTeropusM
CCKPETHOCTH

compatibility COBMECTHOCTh

compel 3aCTaBJIATh, IIPUHYXAATh

compile coOuparb MaTepuall, HAKaIIMBaTh JAHHbIE

complex values

KOMIIJIICKCHBIC YHCJIa

comprehensive examination

ri1y0oKasi BCECTOPOHHSSI POBEPKa

compromise

PacCeKpeTnuTh, HapYIIUTh HOPMAJIBHOE
(YHKIIMOHUPOBAHHUE CUCTEMBI OE30MACHOCTH,
NOJIBEPraTh PUCKY, CTABUTH O] yTPoO3y;
HapylIeHHe HOPMAIbHOTO (DYHKIIMOHUPOBAHHUS
CUCTEMbI OE€30M1aCHOCTH, PACCEKPEUNBAHUE
3amn(pOBaHHBIX MaTEPUAJIOB, JUCKPEIUTAIIIS

compromising emanations

U3Ty4YeHNe padoTaONINX PAIUO0IEKTPOHHBIX U
BBIYHCIIUTEIHHBIX CPEJICTB, HECYIIIee
KOH(PHUJIESHIUAIBHYIO HH)OPMAIIHIIO

computation

BBIYHCJICHUC, BBIYMCIIMTCIIbHAA OIICpalnA

computer forensics

KOMIIBIOTCPHAsA KPUMHUHAJIMCTHKA,
KOMIIBIOTCPHO-TCXHHUYCCKAA OKCIICPTHU3a

computer network

KOMIILIOTCPHAs CCTh

concerted COBMECTHBIH, OCYIIECTBIIEMBIN COO0IIa
conclusively JOCTOBEPHO, OKOHYATEIHHO
concurrently OJIHOBPEMEHHO, MapaJuieIbHO

condense CKUMAaTh, YMEHbIIIATh B 00bEME

conduit CPEJICTBO, KaHAJl

conferencing KOH(EPEHII-CBA3b

confidence YBEPEHHOCTb

confidentiality

KOH(UIECHIIUAIBHOCTD (COXpaHEHHe
uHPOpMAIIMU B TallHE, HEBO3MOXKHOCTh
packpbITust HHGopMaIuu 6e3 cormacus
3aMHTEPECOBAHHBIX CTOPOH)

confusion

3allYTBIBAHHUC, HCOMMPCACICHHOCTL, CMCIIICHUC

consistency

HCTIPOTHUBOPCYHUBOCTD, ITOCIACA0OBATCIIBHOCTD,
COri1aCoBaHHOCTb

consistent KOPPEKTHBIH, TPaBIIBLHBIN

console cHCTEeMa YIPaBIICHHS

conspiracy HPECTYIHBIA CTOBOP, MOJIOJbHAS OpTraHU3aIIHs
constraint OrpaHHYCHHUEC

construct CTPYKTYpPa, KOHCTPYKIIMS

contingency plan

IJIaH Ha CJIy4all HEOKUJTaHHOCTEH,
YpEe3BbIYAMHbBIN IJIaH

controversial

COMHUTENBHBIN, KOHMDIUKTHBINA, HEOTHO3ZHAYHBIH,
ITPOBOKAIIMOHHBIN, CKaHJAJIbHbBIN

113




convention COTJIAIICHUE

conventional crime 00IICYT0JOBHOE NIPECTYIICHUE

convergence COBMCIICHHE

convey nepeaaBaTh, COOOIaTh, BEIPAXKAThH

copy-cat MOJIpaKaTeilb, UMUTATOP

correlated KOpPEITUPOBAHHBIH

corroborate IOJITBEPANTH

corruption MOBPEIKICHHE

cost-effective 3¢ (HEKTUBHBIN ¥ SKOHOMHYHBIH

counseling NICHXOJIOTUYECKOE KOHCYJIBTHUPOBAHUE

count BCTPEYAECMOCTh

counter OPUHATH OTBETHBIC MEPBI, IPOTUBOCTOSTD,
MIPOTUBOIEMICTBOBATH

counterfeit trademark

danbcudukalms TOBApHOTO 3HAKA

court brief

3allMCKa I10 Je1y, MpcacTraBsicMasd aiIBOKaToOM B
Cya

coverage pajyc 1ocTymna

credential yIIOCTOBEPEHUE TMYHOCTH, HICHTU(DUKAIIMOHHBIC
JIAHHBIC

credibility JIOCTOBEPHOCTH

Criminal Background Check

IpOBEpKa Ha HAJIMYUE CYJTUMOCTH, (PaKTOB
YTOJIOBHOTO MpECIe0BAHMS, PEKPALEHUS
YTOJIOBHOTO MpecieA0BaHMs

criminal incident

HHOUACHT C YTOJJOBHO-IIPABOBBIMHU
MNOCICACTBUAMU

cripple

HAaHOCUTbH YPOH, NOBPEXKAATh

critical

pENIaroNnyii, OTBETCTBEHHBIN, 0CO00 BaXKHBIN

critical infrastructure

Ba)KHAas MH(PpacTpyKTypa

Cross examination

NEePEKPECTHBIN TOTPOC

cross-platform

MEXKIUIaT(HOPMHBIHA

Crux

KJIFOUEBOW BOIPOC, PEIIAOIIAN BOIIPOC

cryptanalysis

KpunTorpagpuuecKkuii aHam3, aHaTI3
3amu(poBaHHOTO TEKCTA

crypto module

KPHUNITOMOJTYJIb

cryptography pa3paboTka U NPUMEHEHHE KPUMNTOrpaPUUeCcKuX
CPENICTB M CUCTEM, Kpunrorpadus
cryptology KPHUIITOJIOTHS, HAyKa O pacliu(ppoBKe TalHOMKUCH

cryptosecurity

o0OecneyeHre 0€30MacHOCTHU
KpUINITOTpaQUUESCKIUMH CPEJICTBAMH,
KPUTITOCTOMKOCTH, KPUITO3AIINTA

cult

KYJIbT, KYJIBTOBBIN

custodian

JIMIIO, BIIAJICIOIIEE CEKPETHON NH(pOpMaLren niu
OTBEYAIOIIIEE 32 COXPAHHOCTh CEKPETHOCTH
uHpopmaruu
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custom

CaMOCTOATCIBHO HaCTpaHBaeMbIﬁ,
YCTaHaBHHBaeMBIfI IIOJIB30BATCICM,
MOJIb30BATEILCKUMN

custom layout

MOJIb30BATEIbCKUM MAKET

custom profile

HACTpauBaeMbIil mpoduib

customer response

cucreMa oOpaTHOM CBsI3U ¢ MOTpeOuTesIeM

customize HACTpanBaTh

customized WHMBHUIYaTH3UPOBAHHBIH

cut through PEO010JICBaTh

cutting-edge caMblii COBPEMEHHBIH, TIePeTI0BOM
cyber bully KHOEpXYJIUTaH

cyber fraudster KHOEPMOIIIEHHUK

cyberactivism

KHOEPaKTUBHU3M, TPAXKIAHCKAst aKTUBHOCTh B
Nutepnere

cyberattack

Krbeparaka

cyberbalkanization

KrbepOankaHu3aIus — MpeBpaliecHue
riio0anpHOM cetr HTEpHET BO MHOKECTBO
JIOKQJIbHBIX CETEU

cyberbullying KrOep3anyruBaHue

cybercide KnOepcaMoyOuiCTBO

cyberforensics KOMITHIOTEPHO-TEXHIUECKAs IKCTIEPTH3a
cyberlaw WuTepHeT-npaBo, KHOEpIpaBo

3aKOHBbI, OTHOCAIIUECA K HHTepHeTy 141
KOMIIBIOTCPHBIM IIPABOHAPYIICHUSAM

cyberloafing

HCIIOJIb30BaHNE KOMIIBIOTEPA Ha pabovyeM MecTe
TS 1IeJIeH, He CBSI3aHHBIX CO CIIYKeOHOMH
JeSITEILHOCTBIO COTPYAHUKA (OT aHTJIMUCKOTO
loaf — «Huderonenenanme)

cyberluring

BUPTYaJIbHOE COOTa3HEHHE

cyberpunk

KuOeprask (moakanp (paHTaCTUKH,
doxycupyromuiicss Ha UHOPMAITMOHHBIX
TEXHOJIOTHSIX)

cyberslacking

TpaTa paboudero BpeMeHu Ha IHTepHeT

cyberspace KHOEpIpOCTPaHCTBO,
HMHTEpHET-IPOCTPAHCTBO
cyberspying KHOEPIITTHOHAK

cybersquatting

KUOEPCKBOTTHUHT, XaNMNepcTBO (MOKYTKa U
perucrpauus JOMEHHOIO MMEHHU, MOTYILIETO
CIIy’)KUTbh TOPrOBOM MapKOU, C LEJIBIO
NOCJEAYIOLIEHN ero nepenpoaaku)

cyberstalking

BUPTYAJIbHOC IIPECICAOBAHNC

cyberwarfare

BOMHA B KHOEPHETUYECKOM MPOCTPAHCTBE
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D

dash camera

aBTOMOOWJILHBIN BUACOPETHCTPATOP

data availability

JOCTYIIHOCTH NAHHBIX

data capture

C60p JAaHHBIX, BBIACIICHUEC NAHHBIX, IICPEXBAT
JaHHBIX

data cleansing

OYHMCTKa JaHHBIX

data communication

repeiada TaHHbIX

data consolidation

cBeZieHHe nHpopManuu

data conversion

npeo0pa3oBaHue JaHHBIX

data dictionary

CJIOBAPb NAHHbIX

data discovery

00OHapy’KEeHHE JTaHHbIX

data encryption key

KJIIOY HIH(I)pOBaHI/IH JaHHBIX

Data Encryption Standard

cTaHaapT WU pPOBaHUS JaHHBIX

data entry

BBCACHHNC HOBBIX JAaHHBIX

data erasure

CTHUPAHNC, YHUITOKCHHUC JAHHBIX

data forensics

KOMIIBIOTCPHO-TEXHUYCCKAA 9KCIICPTHU34,
KOMIIBIOTCPHAs KPUMHWHAJIMCTHUKA

data governance policies

CTpaTerus yrpaBJICHUA JaHHBIMU, CTPATCTIHUA
PYKOBOJACTBA JdHHBIMHA

data in use

UCIIOJIb3yeMbIC JaHHbIE, TAHHBIC BO BPEMSI
00paboTKu

data intelligence

HHTeHHeKTyaHBHBIﬁ dHaJIN3 JaHHBIX

data length

JJINHA JaHHBIX, KOJIN4YC€CTBO our JaHHBIX

data management

YHpaBJICHUC JaHHBIMH, MCHCIDKMCHT JAHHBIX

data masking

MaCKHpPOBaHUE JTAHHBIX (TIPOLIEeCC
uJaeHTU(PUKAITMY KOHPUACHIIUATBHBIX JaHHBIX U
HAJIO)KCHUS Ha HUX «3allIUTHOW MacKu», KOTopas
COXpAHSET UX «HEPUKOCHOBEHHOCThY, HE
HapyIas mpu 3ToM (QyHKIIMOHATEHON
LETOCTHOCTH MPUJIOKEHHUSI, UCIIOJIB3YIOIIETO 3TH
JIAaHHBIEC)

data mining

VHTEJUIEKTYaJIbHBIN aHAJIN3 JAHHBIX, BCKPBITHE
nH(hOpMaIuu, N3BJICYCHUE 3HAHUN U3 TAHHBIX

data privacy

KOH(UIECHIIUAIBHOCTD JIAHHBIX

data profiling

OIICpaTHUBHAA IMMPOBCPKA JaHHBIX

data properties

CBOMCTBA JAaHHBIX, XapaKTCPUCTHUKHN JaHHBIX

data purging

O4YMCTKa AaHHBIX

data quality

Ka4yC€CTBO JaHHBIX

data range

JAuaria3oH AaHHbIX

data recovery

BOCCTAHOBJICHUC JAaHHBIX

data redundancy

pe3epBUPOBAHUE TAHHBIX, CO3/IaHNE 3aMTaCHBIX
KOIHM C 11eN1bI0 cOepexeHust nHHOopMaIluu

data set

Ha0Op WJIM COBOKYIHOCTb JAHHBIX, MAKET
uHbOopMaIuu
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data source identification

BBISIBJICHUC HCTOYHHMKOB I/IH(i)OpMaIII/II/I

data storage units

YCTpOﬁCTBO AJI1 XPaHCHUS JaHHBIX

data store

HH(I)OpMaHHOHHBIfI MaCCHB, MAaCCHUB JaHHBIX

data terminal equipment

TepMUHAIBLHOE 000pyI0BaHNE 00pabOTKH
JaHHBIX, OKOHEUHAs anmnaparypa npuéma u
nepeiayr JaHHBIX

data tracking

OTCJIC)KUBAHUE U3MEHCHUM JaHHBIX

data transmission

nepeaada JaHHbIX

data type TUII IAHHBIX, KATETOPUs JaHHbBIX
data validation IPOBEPKa KOPPEKTHOCTH JaHHBIX
Data Warehouse XPaHWIUIIE JaHHBIX

database engine

nporeccop 0a3bl JaHHBIX, OJIOK IPOTPAMMBI,
3aJJaIOLINI CIIOCO0 yNpaBiIeHUS U
MaHHMITYJIMPOBaHUs 023011 TaHHBIX

database environment

cpena 6a3bl JaHHBIX

database manager

nporpamma yrpasJjieHus 0a30M JaHHBIX

debrief

3aCJIYHIMBATL OTUCT

deceit

oOMaH, MOIIIEHHUYECTBO

Decision Support System

CHCTEMa NOJIEPKKU NPHUHATUS PEIICHUN

declassification

pacceKkpeunBaHue

decryption

nemndpoBKa, pacipoBKa, 1EKOTUPOBAHHUE

deduplicating

JeTyTUTMKALMS JaHHBIX, yAaJICHUE N30BITOYHBIX
JTyOJIMPOBAHHBIX JAHHBIX

defacement opya, HCKaKEHHE, MOTepst Y0004 TaeMOCTH
default settings HACTPOWKA MO0 YMOITYAHHIO

defeat KpyIICHUE

deficiencies He1opaboTKa, HEJIOCTATKH

degrade YMEHBIINTD, TOHU3HUTh

degrading YHH3UTCIIbHBIN, OCKOPOUTEIbHBIMH

deliberate IPEIyMBIIUICHHBIH

delineate OIMCBIBATH, ONPECIISTh

DoS, denial of service

0TKa3 B 00CITYKUBAaHUU

denial-of-service attack

aTakKa THIIa «O0TKa3 B O6CJ'Iy)KI/IBaHI/II/I)>

denied

OTKJIOHEHHBIN

Department of Motor Vehicles

Cny»x0a peructpanuu TpaHCIOPTHBIX CPEJICTB

deploy IPUMEHSTb, UCIIOJIb30BaTh

deployment IpUMEHEHUE, BHEIPEHUE, pa3MElIeHNe
derivative HEOPUTHHAJIbHBINA, HEMCKOHHBIH, NepeieTaHHbIN
descriptive statistics omnucaTelIbHasl CTATHCTHKA

desktop orepaTtuBHas 00JIaCTh, paboUmii cTOI,

CT&HHOHapHBIﬁ KOMIIBIOTCP

deterioration

Jerpaaays, ynajaok, pe3koe yxXyaiieHue

deterrence YAEPKUBAHUE OT COBEPIICHUS IEUCTBUM
yCTpaleHueM
deterrent (dakTop cAepKUBaHUs, CPEACTBO yCTpalleHUs
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deviant

C OTKJIIOHCHHUECM OT HOPMbI

devoid JIMIIEHHBIN YEro-10, HE UMEIOIIUNA YE€ro-To
diffuse paspsanTh
digital data IUPPOBBIC TAHHBIE

digital forensics

1 poBast KPUMUHAIUCTHKA, KOMIIBIOTEpHAS
KPUMHUHAJIUCTHKA

digital format

dbopmat uPpoBBIX JaHHBIX, IUGPOBOI hopmaT

dimension

ACIICKT, IMOKA3aTCJIb, XapaKTCPHUCTHKA

directory

XPaHUIIMIIEC, KaTaJIor aapCCOB

directory entries

3aIlMCH KaTajora

disaster recovery

BOCCTAHOBJICHHE TOCIIEC aBapHH, 00ecredeHme
(GYHKIIMOHUPOBAHUS B CITy4dae Ype3BbIUYAWHBIX
CUTyaluu

discard

BBIOPOCHUTD, CIUCATh

disconnect

OTKIIIOYCHUE OT CCTH, pa3bCANHCHHC

discrepancy

HCCOOTBETCTBHUEC, PACXOKICHNC

discrete values

JAUCKPCTHBIC 3HAYCHUS

discretion cBoOO/1a IEHCTBHIA, CBOOO1a TPUHUMATH
pElICHUE; OCTOPOIKHOCTD, OJaropasymue,
PacCyIUTENBHOCTh

disgruntled HEJIOBOJIbHBIN, BOSMYIIIEHHBIN

disguise MaCKHPOBATh, CKPHIBATH

disobedience HETIOBUHOBEHHUE

disorders HapyIICHUEe, HApyIIEHUE IeITeIbHOCTH

dispatch JUCTIETYEpCKast CIryx0a

disproportionately HECopa3MepHO, HEMPOTIOPITMOHATIBLHO

disrupt NOJIPBIBATh, Pa3pyIIaTh, OJIOKUPOBATH

distinct OTHEIBHBIN, 000COOIEHHBIN, OTINYAIOIANCS

distorted UCKaXCHHBIN, T1e(HopMHUpOBAHHBIN

distract COMBATh C TOJIKY, OTBJICKATh

distributed pacripeienéHHbIN

DDoS, distributed denial of
service attack

pacnpenenéHHas aTaka «OTKa3 B OOCTYKUBaHUI))

diverse pa3Ho0Opa3HbIi, MHOTOOOPA3HBIA

divert repeagpecoBaTh

divisive IPOTHBOPEUYMBBIN, BbI3bIBAIOIIMI PA3HOIIACHS
divulge pasriamarh, 0OHapO0BaTh

DLL, OMOIMOTEKA JUHAMUYECKON KOMIIOHOBKH,

dynamic link library

IUHAMUYECKH CBI3bIBaeMas OMOInoTeKa

DNS, domain name server

CCPBCP JOMCHHBIX UMCH, CUCTCMa HMCHOBAHU
JOMCHOB

DOJ, Department of Justice

MI/IHI/ICTCpCTBO IOCTULINH

domain name hijacking

XHUIICHUEC JOMCHHOI'O MMCHHN

downtime

BpeMs [TPOCTOs

driving under the influence

ynpaBjeHUE aBTOMOOUJIEM B COCTOSIHUU
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AJIKOT'OJIBHOT'O OIIBAHCHUA HUJIN 110 HGﬁCTBHCM
HAapPKOTHUKOB

DSL, digital subscriber line

nrdpoBas abOHEHTCKAs JIMHUS

E
eavesdrop NepexXBaThIBaTh HH()OPMALIHIO
efficiency ONEepPaTUBHOCTbH, PA0OTOCIIOCOOHOCTH
e-Guardian cuctema e-Guardian mis ooOmena nndopmanuei,

CBSI3aHHOM C yrpo30i Teppopu3Ma, MEXKIY
OopraHaMu MOJIUIIMK Pa3HbIX IITATOB

electronic advocacy

IIpaBoO3aluTHAA ACATCIbHOCTD,
I/IH(I)OpMaHI/IOHHO-HpOHaFaHI[I/ICTCKaH
ACATCIBHOCTD

electronic bread crumbs

YIIUKH, TTyTh K IPOCMaTpUBacMoMy (Qaiiny,
«XJIEOHBIE KPOILIKI)

elicit BBI3BIBATh, U3BJIEUb, JOOMBATHCS

elusive data TPYAHOHAXOUMbBIC JaHHBIC

email scam MOIIIEHHUYECTBO 1O AJICKTPOHHON TOUTE

emanations omnacHoe usiydeHue (paboraromiei
PaJMO3JIEKTPOHHOM anmapaTyphbl)

embedded BCTPOCHHBIH

embedding pa3MeIeHNe, BIOXKCHHUE

embrace JPYKeI00HO BCTPETUTh, MOJIOOUTH, MOAXBATUTH

emerge BO3HUKATh, OSIBIATHCS

emission security

CKPBITHOCTb U3JTYyYEHUS PAIUOAIEKTPOHHON
TEXHUKU, KOH(PUICHIIUATbHOCTh TIepelaun
JTAHHBIX

emoticon IMOTrpaMMa, CMaHJIHK

encase YIIAKOBATh

encompass OXBaTbIBAaTh, KaCaThbCsl, BKIIIOYATh

encounter CTOJIKHOBEHUE, TOUKA COPUKOCHOBEHUS;
BCTPEYATHCS, UMETh MECTO, OOHAPYKUBATHCS

encourage CIIYKUTh CTUMYJIOM, MOTUBUPOBATh

encryption KpunTorpaduueckas 3ammura; 3aimu(poBbIBaHNE,

KOJUPOBAHHE

encryption engine

mu@poBaIbHas MAINHA, KPUTITOTpaPrIecKoe
YCTPOMCTBO

end user KOHEUYHBIH T0JIH30BATENb

endeavor HAaYMHAaHUE, POEKT, NONBITKA

engross HOTJIOIIATh, 3aHUMATh

enhance IIOBBIIIATH, YCUJINBATh

enhancement paclIMpeHne TEXHUYECKUX BO3MOKHOCTEN,

YIydHICHHUEC, COBCPIICHCTBOBAHUC

Enterprise Resource Planning

IIJJAHUPOBAHKUE PECYPCOB IPEAIPUATHS

enterprise trade secret theft

XUIIEHUE KOMMEPYECKON TANHBI
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entity

OopraHu3alus, CyObeKT

environment

pexuM, cpenia, KoH(pUrypauus, ycloBUs
OKpY>Karolias 00CTaHOBKa, pealiniu;
000py1I0BaHUE; KOHTEHT

erase O4YHMINATh, 3aTUPATh
ethical OPSIOYHBIN
evasion YKJIIOHEHHE, 00X0JI, YBEpPTKa

event log data

JTAaHHBIE JKypHaJla COOBITUI

event processing

00paboTKa COOBITUI

ever more Bce OoJee u bosee

evidentiary JIOKa3aTeIIbHBIHI

evocative DKCHPECCUBHBIN, BBIPA3UTENBHBIN

evolve npeTepreBaTh U3MEHEHHUsI, pa3padaThIBaTh,
pa3BUBAaThCS

exaggerated HaXOASIIUKCA B 0CO00 HEOIAronpHUsITHBIX

YCIOBHUAX

exception handling

YHPaBJICHUC UCKIIIOYUTCIIbHBIMU CUTyalluUAMU

exclusive

HCKH}O‘{HTeHBHblﬁ, C OTPpaHNYCHHBIM JOCTYIIOM

executable

UCIIOJIHsIeMasi TporpaMmma

executable code

BBITIOJIHSIEMAs] TPOTPaMMa

executive information system

uH(OpMaIMOHHAS CUCTEMA PYKOBOIUTEIS

executive level

PYKOBOJAIICEC 3BCHO

Executive Support System

cHCTEeMa 00eCTIeUCHUS pa6OTBI, HCITIOJITHUTCIJIbHAA
CHCTEMA

exonerate onpaBJaTh, peabUIUTHPOBATH

expedient HaJIJISKAIINUN, COOTBETCTBYIOIIHIA

expeditiously B OIIEPATUBHOM MOPSIKE, HEMEIJICHHO

Expert System AKCIIEPTHAsI CUCTEMaA

expertise CIICLIMAJIbHBIC 3HAHUS, SPYAULIUS

exploit KOMITBIOTEPHOE BTOP’KEHHE, IPOHUKHOBEHUE U3
NuTepHera

exposure npecTaBiIeHne KOH(UIECHIINATBHOM
nHGOpMaIIMU B OTKPHITOM BUJIE; YSI3BUMOCTh

extortion BBIMOTaTeNbCTBO, MOJIy4eHnEe HHPOpMaIIUU
HACHJIbCTBEHHBIM ITyTEM

extraction W3BJICYCHUE, U3bITUE, BBICMKA

F
facet aCIeKT, CTOPOHA, 'PaHb

facial recognition technology

TCXHOJIOTHA PACIIO3HABAHMSA JINI]

facilitate

007eryarh, CriocoOCTBOBATh, COACHCTBOBATh

fairness CHPaBEJIUBOCTh, HETIPEIIB3SITOCTD,
00OBEKTUBHOCTD

fake noelka, hanpcudukanys

fall prey CTaTh KEPTBOU
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FAST, Federation Against

deneparus 1Mo 60pbOe ¢ HE3AKOHHBIM

Software Theft UCII0JIb30BaHUEM IIPOIPAMMHOT0 00eCIIeUeHUs
felon IPECTYITHUK

fervently TopsY0, CTPACTHO, UCTOBO

fiber-optic OTITOBOJIOKOHHBIN

file a complaint 3asIBUTh, MIOJIATh 3asIBJICHUE, MMOJATh )KAJI00y
file level ypoBeHb (haiina

File Transfer Protocol

IPOTOKOJ nepenaun aitinon

file-sharing program

nporpamMmma oOMeHa daiiamu

financial extortion

BBIMOI'aTCJIBCTBO JCHET

findings MOJIYYCHHBIC CBEJICHUS, TTOJTYYCHHBIC TAHHbBIE

finer point TOHKOCTbB, HIOQHC, JETAIb

firewall CHCTEMA CETEBOM 3alUThI, CUCTEMA 3al[UThI
JIOCTYTIa, MEXKCETEBas 3alllTa, CETEBOEC
YCTPOMCTBO 3aIUThI

firmware armapaTHO-IIPOrpaMMHOE 0OecIeueHHE,
NPOIIMBKA, TPOTPAMMHO-TEXHUYECKOE
obecrieueHue

fiscal year (UCKAIBHBIN TOM, OTYETHBIA IO/

fitness MPUTOIHOCTD JIJISl IKCILTyaTaliH

flag O0TMEYaTh, pa3MeyaTh, CHTHAIM3UPOBATh

flaw JpIpa, Operib

flawed HECOBEPIICHHBIN, HeOS3yPEeUHbIN, MTPOOICMHBIN

flea market BEIIICBOM PBHIHOK, OapaxoJika

fleet management TPAaHCHOPTHBIN OT/IEN

focal point uH(GOPMaIMOHHO-KOOPAMHALIMOHHBIN IIEHTP

focus KOHICHTpallMsl BHUMaHUs, aKIICHT

follower HOJIMMCYHK, YUTATEIIb, (POJIIOBEP

foolproof 3aIUIICHHBIN OT HEYMEJIOro MOJIb30BaHHUS

footing (byHIaMEHT, OCHOBaHHE

forecast POrHO3UPOBATH, IIPEAYCMATPUBATh

foreign exchange 00MEH MHOCTPaHHOU BAJTFOTHI

foremost OCHOBHOI, TJIABHBIH, KJIIOUEBOM

foster CHOCOOCTBOBATH PA3BUTHIO, TIOOIIPSITH

fragments 0OpBIBKH

framework KOHLIEITIHAS

fraud MOIIIEHHUYECKHE TENUCTBHS, MOIIIEHHUYECTBO

fraudster MOIIICHHUK

fraudulent MOIIICHHUYECKH, COBEPIIAEMBIN ImyTeM oOMaHa

frequency 4aCTOTa, YaCTOTHOCTh, IIOBTOPSICMOCTh

fringe groups

rpynna pajaMkanoB, HehopMalibHasl TPYIINa,
MapruHaJibHasl TPYIINa

fuel

AKTUBU3HUPOBATDH, 1dTh TOJTYOK

fugitive

JIMLI0, CKPBIBAIOLIEECS OT IPABOCYMS, OETIIbIi
IPECTYITHUK
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functionalities

q)YHKHI/IOHaJIBHble BO3MOXHOCTHU

fundraising

cOOp MOKepTBOBAHUMN

furtherance

O JIEpKKa, JajbHEHIIee pa3BUTHE,
CcocoOCTBOBaHUE, MPOIBIIKEHUE

fusion center

1eHTp 00paboTKu HHGOpMaIUU

G

gain momentum

PaCTH, YBCIINYNBATHCA

gain traction

CTAaHOBUTKCA Bce 0o0Jiee MONYJISPHBIM,
HapaluBaTh 000POTHI

gambling Urpa B a3apTHBIC UIPbI

garbled data 3amu(poBaHHBIC JaHHBIC, NICKA)KEHHBIC JTAHHBIC

gateway MEXCETEBOH IILTI03, MEXKCETEBOM HHTEp(eElic,
HUTI03 C KOHTPOJIMPYEMBIM JOCTYNIOM «I 3uTysi»

geek MIOMEILIAHHBI Ha KOMIIBIOTEPAX, KOMIIBIOTEPHBIN
hpux

generic HUYEM HE BBIJIAIOIIUICS, HUYEM OCOOBIM HE
MIPUMEYATEIIbHBIN

generic data

YHUBCPCAJIbHBIC JTAHHBIC

gifted

CIOCOOHBIN, OAapEHHBIN, TAJIAHTIUBBIN

Global Information System

riobanpHas HGOPMAIIMOHHAS CHCTEMA

global positioning system

ri00aJbHas HaBUT'alIMOHHAA CITYTHHUKOBAA
CHCTEMA

global village

riio0anpHasl IepeBHs, IEPEBHS ¢ 3eMITIO
BEJIMUMHOM (0 HAIIeH TIaHeTe B KOHIE X X BEKa,
KOTJIa IIUPOKOE Pa3BUTUE MOTYUHIIN
AJIICKTPOHHBIE CPEJICTBA CBSI3H)

go cold turkey

pe3Ko 1 6eCIIOBOPOTHO OTKA3BIBATHCS, OpPOCATh
pa3 u HaBceraa

granular JeTAIM3UPOBAHHBIN

graphical user interface rpaduyeckuii HHTEpGEIC Moab30BaTeIIs

gray hat hacker cepbIii Xxakep (CIEHAINCT TI0 KOMIIBIOTEPHOU
G€30MacCHOCTH, MCTIONB3YHOIIMH Kak Oellble, TaK 1
YEpHBIEC METO/Ibl, C HE3HAUYNTEIHLHOM BBITOJION 151 Ce0s1)

grin yJIBIOKA BO BECh POT

grind to a halt 3aCTOIOPHUTHCS, 3aCTPATH, IPEKPATHTh PadOTy

grip XBaTKa, KOHTPOJIb

guesswork JIOTaJIKa, MPEATOI0KCHHUE

guided yIIPaBJISIEMbIiA, HAPABJIIEMBIH, TIOMIATOBHIH

H

hacking XaKePCTBO

hacktivism XaKTHUBU3M (XaKePCTBO BO UMsI MOJIUTHYECKIX
(penUruo3HbIX) 1esei)

haphazard 0eCCUCTeMHBIN, CITyYaifHbIHI
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harass

npeciICA0BaTh, IPUINHATD 0eCIOKOMCTBO

harassing npecie0BaHne, TPETUPOBAHUE

harassment npeHaMEPEHHOE MPUYNHEHHE OSCITOKOWCTRA,
JIOMOTaTeJIbCTBO

hard tag OXpaHHAasl dTUKETKA

hard token TOKEH, aNMapaTHbIil TOKEH

hash function

GyHKIUS X3IHUPOBaHUs, (PYHKIUS PACCTaHOBKHU
KJIFOUEH

hash value

XDII-3HAYCHHUE WJIM 3HAUYCHHUE XdIIa

(3HaueHwue xo1I-QyHKIMU, Tpeodpa3yromen
JTaHHBIE TTPOU3BOJILHON JIJTUHBI (OOBIYHO, CTPOKY)
B 4HCJI0 (PUKCUPOBAHHOMN JIJTMHBI)

hashing algorithm

AJITOPHUTM XOIIUPOBAHUS, AJITOPUTM
NCPEMCIIMBAHN A

hashing systems

CUCTEMBbI, HCTIONIB3YIOIINE X3I-(PYHKIMH

hassle TPYAHOCTH, MPEISATCTBHUSA, XJIOMOThI

hate crime PECTYIUICHUE Ha ITOYBE HEHABUCTH

hate group rpyIina HeHaBUCTHUKOB, KCeHO(OOCKas
IPyNIHPOBKA

hazard 3JIOYMBITIUICHHOE JICHCTBUE, OMacHas
00CTaHOBKA, CTUXUITHOE O€ICTBHE

heavy user VHTECHCUBHBIN MMOJIb30BATENb

heed oOpamars BHUMaHHE

hexadecimal format

HIECTHAALATUPUYHBINA (popmaT

high-consequence

3HAYUTCIBHOC ITOCIICACTBUC

highest bidder

JUMOO, NPCAJIOKNUBIICC HAMBBICIITYIO LICHY

high-execution-speed

BBICOKOCKOPOCTHOC BBLIIIOJIHCHUC

high-impact

BbICOKO3((DEeKTUBHBIN

high-profile case

JIeJ10, TOTy4HBILIEE HIIMPOKUI 00IIECTBEHHBIH
pE30HaHC

high-rate BBICOKHMIA [TOKA3aTejIb, BHICOKHI YPOBEHb

hinder HE J1aBaTh, IPEMITCTBOBATh

hit COBMAJICHUE TPU TTOUCKE

hoax ¢anplInBKa, moaaenka, cadbpuKoBaHHAs aKIIHSI
hobble CHOTBIKATHCS, CTPEHOXKUTB, MPETSITCTBOBATH

Homeland Security

HallMOHaIbHas 0€30MacHOCTh, TOCYAapCTBECHHAS
0€30MacHOCTb

host BBINOJIHATH POJIb IPUHUMAIOIIEH CTOPOHBI,
pa3MelaTh, XO3sIMH

host file daiin y3na (comepkut IP-ampeca y3710B U CIIUCOK
cooTBeTCTBYIOIMX UMeH DNS)

hot spot paiioH HanpsKEHHOM 0OCTAHOBKH, «TOPsTYasi TOUKa

hotspots OecIpoBOIHAS TOYKA JIOCTYIIA

HTML, HyperText Markup
Language

A3BIK Pa3METKU IT'MIICPTCKCTA
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HTTP, HyperText Transfer
Protocol

0a30BBIM MPOTOKOJI AJI1 COEAMHEHUS KIIMEHTOB U
cepepoB WWW, nipotokoJ1 nepegadn
T'MIEPTEKCTOBBIX (haiiioB

HTTPS, HyperText Transport
Protocol Secure

MPOTOKOJI 3AIUILIEHHON TIepeIadun
TUIEPTEKCTOBON MH(OpMaLIUU

I.D., identity document

JIOKYMEHT, YAOCTOBEPSIIOMIMNI JTUYHOCTD

ICANN,
Internet Corporation for
Assigned Names and Numbers

Koprniopanus no npucBO€HHI0 UMEH U HOMEPOB B
HNnTepuere

identity theft

XUIIEHNE MePCOHATIbHBIX JaHHBIX, Kpaka
UJEHTU(PUKAITMOHHBIX JAHHBIX

illegitimate IPOTUBO3AKOHHBIN

image database 0a3a TaHHBIX N300paKCHUI

immigration MACMOPTHHINA KOHTPOJIh

impact loss JTUHAMHYECKHE [TOTePU

impersonate BBIJIaBaTh ce0sl 32 IPYroe JIMI0, IMUTHPOBATh
implement BHEJIPSAThH, BBOJAWTH B JICHCTBHE

implementation

PaKTUYECKOE IPUMEHEHHUE, peaTU3aLns,
BHEJIpEHUE

implore

IIPOCUTB, YIPAIINBATH

impostor

MOIIICHHHK, CaMO3BaHell, BEIIAIOIIHNHN ceOs 3a
JIPYroro

in and of itself

caM 110 ce0e, 1o CBOeH CyTH, KaK TaKOBOM

In conjunction with

OJHOBPEMCHHO, B COYCTAaHHU C

in motion BO BpeMsi iepeayuu (JIaHHbIX )

in the name of C LEJIBI0, B LEIISIX

in the wake ocJje

in transit B IIPOIIECCE MEePEMEIICHHUS, TIPU IIEPEChLUIKE

inadvertently

HCTIPpECAHAMCPCHHO, HCUYASAHHO

inappropriate

HEKOPPEKTHBIN, HEYMECTHBIN, HEITPUCTONHBIN

incapable

HECIIOCOOHBIN

incapacitation

JIMINICHUC IMTPCCTYITHHUKA BO3MOKHOCTHU COBCPIIATH
MNPCCTYIUICHHUA 3aKJIFOYCHUCM €TI0 1o CTPAXKY

incarceration

JINIICHUEC CBO6OI[BI, apecCT € COACPIKAHHUEM B
MECTC 3aKJIIFOUYCHHUA

incentive

CTUMYJI, TOOYX AU MOTHB, MOTHUBAIIHS

inception

BO3HHKHOBCHUC, 06pa30BaHHe

Incident Management System

CUCTCMAa KOHTPOJIA HpOI/ICH_IGCTBI/Iﬁ

incite

CTUMYJIMPOBATH, NOOIPATH, HOACTPCKATh

increment 9Tan, BApUAHT

incremental HO3TaIHBbIHI

incremental backup UHKPEMEHTHOE PE3ePBHOE KOMMMPOBAHHUE
incriminate 1300/1M9aTh, HHKPUMHUHHUPOBATH
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indecipherable

HE TOJTAFOIIUINACS paciupoBKe,
HenemudpyeMpii

indictable offence

IpeCTyIUIEHUE, MpeciaeayeMoe 1o
O0OBUHUTEJIBLHOMY aKTy

indispensable

HEe0OXO0IMMBIH, He3aMEHUMBIH, HEOThEMIIEMBIH

inefficiency HECOCTOATEILHOCTh, HECOBEPIIIEHCTBO, MTOTEPS
POM3BOIUTEIILHOCTH

infancy HavaJbHas CTaus Pa3BUTHUS

infiltrate IPOHUKHYTh, BHEIPUTHCS

infiltration HECAHKIIMOHUPOBAHHBIN JTOCTYII

inflammatory

HOHCTpCK&T@HBCKHﬁ, HpOBOKaHI/IOHHHﬁ

information asset

nHOOPMAITMOHHBINA PECypPC

information assurance

o0ecrieueHue 1eJIOCTHOCTH U 0€30aCHOCTH
uHbopMaIuu

information hiding

COKpBITHE HH(OpMAIHH, YKPAaHHUPOBAHHE
nHpopmaruu

Information Sharing
Environment

cuctema HH(OOPMAIIMOHHOTO OOMEHa, cpeia JIs
COBMECTHOTO MCITOJIb30BaHUsI HH(pOpMaIuu

information warfare

uH(GOPMaIIMOHHOE TPOTHBOOOPCTBO,
uH(bOpMaIlMOHHAS BOWHA

infringement

HapylIEeHUe, YIIEMJICHUE

initial release TIEPBBIN BBIITYCK, UCXOTHASI BEPCUS

input BBOJIUTH

input validation IPOBEPKa BBOAMMBIX 3HAUCHUI

insider UHcaiiep, JUI0, UMEIOIIee TOCTYI K
KOH(UICHIIMATLHON HH()OPMAITUU B CHITY
CITyeOHOTO TOJI0KCHUS

insidious XHUTPBIN, KOBAPHBII, CKPBITHIN

insignias OTIO3HABATEIbHBIC 3HAKU

instant messaging 00MEH MIHOBEHHBIMH COOOIIICHUSIMU

intangible HEOCS3aeMbIi

Integrated Automated
Fingerprint Identification
System

WHTErpajibHasi aBTOMAaTU3UPOBAHHAS CHCTEMA
UACHTU(UKAIIMY 110 OTIICYaTKaM TaJIbIIeB
(MaKTHIIOCKOTIMYECKON UACHTU(DUKAIIN)

integrity HAJIS)KHOCTh, 0€30MaCHOCTb, IIETOCTHOCTD
(HETIPOTUBOPEUYNBOCTH U MTPABMIILHOCTh
uH(dopMaIuu, 3anmra HHOPMAIHH OT
HEABTOPH30BAHHON MOTM(DUKAITNN)
intelligence orepaTUBHas HH(POPMAIUs

intelligent building

KOMIIBIOTCPHU3UPOBAHHOC 3aJaHUC,
HHTCIIUICKTYAJIbHOC 3a1aHNUC

interagency ME)KBEJIOMCTBCHHBIH
intercepting NIePEXBATHIBATH
interception nepexBaT, MPOCIYIIHBAHNE
interchangeably B3aMMO03aMEHSIEMO
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Internet addiction

HNHTEepHET-3aBUCUMOCTD, CHHAPOM NPHUBBIKAHUS K
NuTepuery

Internet Relay Chat

TpaHcsALus 4atoB B IHTEpHETE,
perpaHciupyemMbii THTEpHET-yaT

Internet scam

M HTEpHET-MOIIEHHUYECTBO

Internet Service Provider

NuTepHer-npoaaep

Internet-enabled

W HTEpHET-OPUEHTHPOBAHHBIN,
byukimonupywonmi yepes MaTepHET

interoperability

I/IHTCpOHCpa6CJIBHOCTB, CIIOCOOHOCTH K
BSaHMOﬂCﬁCTBHIO, COBMCCTHUMOCTD

intimidate yIrpOKaTh, 3alyTrUBaTh, IAHTAKUPOBATh

intra-agency BHYTPHMBEIOMCTBEHHBIN

intranet MHTPAHET, 3aMKHYTast KOPIIOpaTUBHAs CETh,
paboTatomias no crangaptam Murepuer

intricate CJIOJKHBIH

intruder JIMIIO, HE UMEIOIIEe CAHKIIMOHUPOBAHHOTO
JIOCTYTIA, 3I0YMBIIUICHHUK

intrusion BTOPYKCHHE, HAPYIIICHHE, TPOHUKHOBECHHUE

intrusion detection networks

ceTeBas cucTeMa oOHapYKEHHs] BTOP)KSHUN

intrusion detection system

cucteMa 0OHApPYKEHHS BTOPIKEHU

intrusion prevention system

CUCTEMA IPENOTBPALICHUS] BTOPKEHUN

intuitive media

HHTYUTUBHO-IIOHATHAA CpCaa

inventory MaTepHATbHO-TEXHUYECKUE PECYPCHI

involved CJIOXKHBIH

involvement 3a€CTBOBAHHOCTD, IIOIKIIOUYEHUE

IP address anpec MHTEpHET

IP, Internet Protocol MEXKCETEBOM MPOTOKOJT

issuer OaHK, BBLAABIINN KaPTOUKY; OPTaHU3aLINs,
BBICTABJISIFOINAS CUET

J

jailbreak H3MEHEHHE MUKPOIIPOrPaMMBbI YCTPOMCTBA, HE
PEIYCMOTPEHHOE MTPOU3BOIUTENIEM,
nepenpoInrBKa (CHITHE OTPAHUYCHHUH HA TOCTYII
K (paitnoBoit cucteme Unix B ocHoBHOM iPhone u
iPad)

jeopardize I0JIBEPIaTh OMACHOCTH, CTABUTH O] YIPO3y

jeopardy OITaCHOCTh, PUCK

Joint Terrorism Task Forces

o0benMHEHHAS rpynna mo 6opsoe ¢
TEPPOPU3MOM

junk mail HE)KeJlaTeNIbHAs 110YTa, CliaM, HH(POPMaIHOHHBIH
MyCOp
justifiably He 0€3 OCHOBAHUs, OMPABJIAHHO, PABOMEPHO
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K

keep pace

HC OTCTaBaTb, UJITU KHOI'd B HOI'Yy»

keep tabs on

CJICAUTb, BECTH YUCT

kernel modules

MOJYJIb s/Ipa

key agreement system CHCTEMa COTJIACOBAHUS KIIFOUEH

key card KapTO4YKa C KIFUYOM

key drivers KIIIOYEBBIE JBUKYIIIHE CUTIBI

key logger porpaMma Jijis iepexBaTta BBOJIUMOM ¢
KJIaBUATYphl HH(OpMaLuu

keyed HaOpaHHBIA Ha KJIaBHATYPE

key-management system

CUCTEMa YTPaBIICHUS MOJIb30BAHUEM
KpUNITOTpadUueCKUMH KIH0YaMU

keystroke

HaXXaTrueC Ha KJIaBUITY

keystroke logger

peructparop paboTsl KJlaBUaTypsl (IporpaMmma
WJIM allapaTHOE YCTPOMCTBO, PETUCTPUPYIOLLEE
KQ)KJ10€ HA)KaTHUE KJIABHIII HA KJIABUATYPE
KOMITBIOTEPA. AMNIIapaTHOE YCTPOKWCTBO TAKOIO
TUIIA NPSYETCS B KaOEIb, COEANHSIOIINN
KJIaBUATypPy C CUCTEMHBIM OJIOKOM, U HE TpeOyeT
I1O Ha KOHTPOIUPYEMOM KOMITBIOTEDE.
[IpumensieTcs i KOHTPOJIA 3a ACUCTBUSMU
CITY>KalIllUX )

keystroke logging

perucTpanus HaKaTui KJIaBUaTyphbl

(c TOMOI1IbIO TPOTPAMMBbI UJIM AINMAPATHOTO
YCTPOMCTBA, PETUCTPUPYIOIIETO KaXA0€ HAXKaTUE
KJIABUIII Ha KJIABHAType KOMIBIOTEPA)

keyword KITIOYEBOE CJIOBO, 3ape3ePBUPOBAHHOE CIIOBO,
JICCKPHUIITOP
L
lack UCTIBITHIBATh HEJIOCTATOK, HE XBATaTh
lapse o1mOKa, OIJIOIIHOCTh
launder «OTMBIBAThHY
layered MHOTOYPOBHEBBIN
layout CTPYKTYpa, OOIIMI BUJ
leap CKa4yOK
legacy IPEIKHSS BEPCHSI
legal avenues IOPUINYECKUN MEXaHU3M, CPEJICTBA 3aIUThI
legitimacy 3aKOHHOCTb, TPABOMEPHOCTD, JISTUTUMHOCTb
legitimate HENOAEIbHBIN, HACTOSIIUN
liability OTBETCTBEHHOCTH, 00S3aHHOCTH, HEOOXOAMMOCTH

license plate reader

CUCTCMA CUUTBIBAHWA HOMCPHBIX 3HAKOB

lifeline

JKNU3HCHHO BAXXKHas apTCpus, crnacaTejbHbIN Kpyr
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limitless Oe3rpaHUYHbIN, HEOTPaHHUCHHBIH

linkage COEMHEHUE

literally OyKBaJIbHO

load/stress testing Harpy304HOE TECTHPOBAHUE

loan ccyna, KpeauT

lockdown OJIOKHPOBKA

logo TOBApPHBII 3HAK

longevity JOJITOBEYHOCTh, CPOK CITY>KOBI

loophole Ja3eiika, MECTO YTeUKH, Opellib, AbIpa

loot rpabuTh, 3aXBaThIBaTh TPOEH

lossy C MOTEePSIMU

lowercase letter 3HAK HI)KHETO PErucTpa, CTpouHasi OyKBa

lucrative IPHUOBLILHBIN, JOXOHBIN

lure 3aBJICKATh, 3AMaHUBATh

lurer COOJIa3HUTEIb, HCKYCUTEITh

lurk around 0CTaBaThCsl HE3aMEUCHHBIM, IPATATHCSI
M

mainframe MAIIH(PENM, «00JIbIION KOMIBIOTEP

maintenance check IUTAHOBAs IPOBEPKA TEXHUYECKOTO COCTOSHUS

make Mapka

makeup COCTaBJISIOIIUE, CTPOCHHE, CTPYKTYpa, CXeMa

malicious 3JI0YMBIIIIJICHHBIH, BPEIOHOCHBIH

malicious actors

CTpaHa-u3rou

malicious code

3JIOHAMEPEHHBIN KOJI, BPETOHOCHBIN KOJI

malicious software

porpaMMHBIE€ CPEJCTBA, HAPYIIAOLIUE
HOPMAJIHYIO pab0OTy CUCTEMBI, BPEJOHOCHOE
IPOrpaMMHOE CPEJICTBO

malignant OIaCHBIH, BPEAOHOCHBIH

malware BPEJOHOCHOE MPOTPaMMHOE 00€CTIeUeHNE
manage YIIPABJIATh, OPTAaHMU30BbIBATh, AAMUHUCTPUPOBATH
Management Information uH(GOPMAIIMOHHAS CUCTEMA aIMUHUCTPATUBHOTO
System yIpaBICHUS

man-in-the-middle attacks

aTaka «3JOYMBIILICHHUK B CEpeInHe» (aTaka,
IIPY KOTOPOM 3JI0YMBIIIJICHHUK MOXET YATATh,
BCTaBIIATh U U3MEHSATH 110 CBOEMY KETAaHUIO
JTAHHBIC MKy IBYMsI CTOPOHaMH 0€3 TOTo,
4yTOOBI KaKasi-In00 U3 CTOPOH 3HaJIa, YTO KaHaJ
MEXy HUMH B3JIOMaH)

manipulate 00pabaThIBaTh

mapping MIOCTPOEHUE ANArPaMMBbI

mapping system Kaprorpaduueckas cucrema

marginal HE3HAYUTEIbHBIN, MUHUMAJIbHBIN
marginalized BBIOPOIIICHHBIN U3 00IIECTBA, MAPTUHAILHBIH,

COMAJILHO OT‘Iy}K,IIGHHBII\/’I
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maritime piracy

MOPCKOC IMUPATCTBO

market share

H0JI1 pbIHKA

mastery COBEPIICHHOE BJIaJICHUE, MACTEPCTBO

matching key KITIOU-«HAMAPHHKY, COTJIACOBAHHBIN KITIOY

maximum up MaKCHMAaJIbHO BO3MOXKHBII

MD5, Y4acTh COOOIICHMS, YIOCTOBEpsieMast dJICKTPOHHO-

Message Digest 5 MG POBOI MOAMUCHIO

mean CpEIHUI, MEP3KUH, HEJOCTOUHBIN

mean-spirited 3JI0HAMEPEHHBIN, TOIbINA, HU3KUH

media HOCHTEJIb HH(POPMAIHH

memory cache K311, CBEPXONECpaTUBHAA NNaMATh

mere ITPOCTOM; TOJIBKO JIMIIb, BCETO JIUIIIb

merging 00beIMHEHNE, CITUSTHHEC

metadata JIaHHBIE, OMTMCHIBAIOIINE CBOMCTBA IaHHBIX,
JTaHHBIE O TAaHHBIX

mimic 10/I/IC)IbIBATh, IMUTHPOBATH

mine pa3palaThIBaTh; U3BJIEKaTh HHPOPMAIIHIO;
coOuparb, OTQPUIBTPOBHIBATH U AHATTM3UPOBATH
JTAHHBIC

mining pa3paboTka, cOop

mIRC, Microsoft Internet
Relay Chat

cnernuanbHbIi cepsep Microsoft B cetu
NuTtepHeT, 00eCceunBaronii BO3MOKHOCTb
HPOBEICHUS HHTEPAKTHBHON KOH(PEPCHIINH B
peaTbHOM BPEMEHH

misconfigured

HEMPaBUILHO 33JaTh KOHGUTYPAIUIO

mission-critical

0Cc000# BAXXHOCTHU

mitigate YMEHBIAaTh, CMSTYUTh TTOCIIEICTBHSI,
HUBEJIMPOBATh

mixed-mode CMETIaHHBIN PEXKUM

modest HE3HAYUTEIJILHBIM, HE BbIJAIOIIUNCS

modus operandi

croco0 COBEPILICHUS MPECTYIUICHUSI, MOIYC
onepaHiu

momentum

ABHOKylIas Cuijia, MMITyJIbC, CTUMYIJI

money mules

«APOIDN, KMYJD», KICHBI'OHOC), KYPbEP

money-wiring service

JICHE)KHBIN TTEPEBOJ

monitoring programs

porpaMmmMa-MOHHUTOP

move request

3ampoc Ha NePEeBO3KY

mug shot

¢doTO apecToBaHHOTO, COBMEIIEHHOE (HOTO B
npoduab u andac

multijurisdictional

MYJIbTHIOPUCIUKIIMOHHBIN,
MEXKIOPUCIUKIIMOHHBIN

MySQL

Myckynb, cBOOOIHAS PENSLMOHHAS CUCTEMA
ynpaBieHus 0a3aMu JaHHBIX
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N

name calling

OXanMBaAHHC, ICPCXOJ HA JIMIHOCTH, 003bIBaHUE

narrative

CBeJICHUS, MH(OPMAIIMOHHOE COOOITICHUE

narrow-minded approach

MPEAB3ATHIN MOIXO0/

national

I'paKJIaHuH

national assets

HAaITMOHAJIBbHOC AOCTOAHUC

nefarious BPEIIOHOCHBIH, 3710/ICHCKHIA
negligible HAYTOXKHBII
netizen KUOeprpaxIaHuH, CETSHHH, XXUTeb VIHTepHeTa,

HCTHU3CH, BC6-I‘pa}KI[aHI/IH

network attached storage

CHUCTEMA XPaHEHUA JIAaHHBIX, MOJKII0OYaeMast K
CETH; CETEBOM JUCKOBBIM MAaCCUB

network connection

CE€TCBOC COCANMHECHUEC

NIC, Network Interface Card

CETEBOM ajanTep, IiaTa CeTeBoro nurepderica

network node

CETEBOM y3el

network outage

O0TKa3 CCTHU, BBIXOJ] CCTHU U3 CTPOA

network security

0e301acHOCTh ceTeﬁ, ceTeBast 0€30IMaCHOCTh

Neuromancer HeiipomaHnt

newbie HOBHMYOK, HAUMHAIOIIU 10JIh30BaTElb, HYO
news feed JIEHTAa HOBOCTEH

niche y3KOCTICIMAIA3UPOBAHHBIN

node y3ell, y3eJ CEeTH

nomenclature TEPMHHOJIOTHS, TOHATHIHBIN arnmapaTt
nominal 3aJaHHBIN, HOMUHAJIbHBIN

nominal data NACIOPTHBIC TaHHBIC

non-core Henpo(UIbHBIN

nonrepudiation

HCBO3MOKHOCTB OTKa3a OT OTBCTCTBCHHOCTH

nonvolatile storage

9HCProHC3aBUCUMOC 3aIIOMHUHAOIICC YCTpOﬁCTBO

notably B YaCTHOCTH

notice yBeJIOMJIEHHE, OTTOBEIIIeHUE, UH(POPMAIMOHHOE
MMMCbMO

notorious 3aBEJIOMbIN, IT€YaJIbHO U3BECTHBIM,
0OIICU3BECTHRIN

notoriously 00IIeN3BECTHO

NSF, National Science
Foundation

HanmonansHeiil HaydHbINH HOHT

NSFNET, National Science
Foundation Net

['mo6anbHas cetb HanmoHampHOTO HAyYHOTO
dbona

O

obnoxious

HENPUATHBIN; OecrapJOHHBIN

offending patterns

AJITOPHUTM, 3dKOHOMCPHOCTD

Office Automation

oducHas aBTOMAaTU3AIIM], aBTOMATH3AITUS
YUPEKIECHUECCKON JEATEIbHOCTH
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offset

YMCHbIIATh, HUBCIIMPOBATH

offsite BHE I'paHMI, 3a MpeaeiaMu
omitting yIyIIEHHE, ITPOIYCK

omnipresent IIOBCEMECTHBIM, BCEIPOHUKAIOINN
on par B COOTBCTCTBUU

on the flip side

B TO JK€ BpEMs

one-way encryption

HeoOpaTuMoe mpeodpa3zoBaHUE OTKPHITOTO
TeKCTa B MM(PPTEKCT, OJHOCTOPOHHEE
mudpoBaHue

online predatory crime

XUIIHUYECKOE, KOPBICTHOE MPECTYIJIEHUE B
pEXKUME OH-JIANH

online stalking

npeciieJOBaHueE U 3acTpaiyBaHue B IHTepHeTe

on-the-go

B JIBUJKCHHMH, HA XOY

open-minded

BOCIIPUHAMYMBBIN, HENPEAB3SATHIN

operational data

OIICPATHUBHLIC JAHHBIC

optical character recognition

9JICKTPOHHOC paCIlIO3HAaBaAHUC 6YKBCHHO-
HI/I(I)pOBBIX 3HAKOB, OIITHYCCKOC PACIIO3HABAHHC
CHUMBOJIOB

Oracle

00BEKTHO-PEISIIIMOHHAS] CHCTEMA YITPaBICHUS
0a3zamu naHnbix komnanuu Oracle

Orange Book

KPUTEPHUN OLIEHKHU ITPUTOJHOCTH KOMITBIOTEPHBIX
CUCTEM

otherwise B IIPOYMX CITyJasix

outlets nH(pOopMaIIMOHHBIE KaHaJIbI, TH()OPMAIIMOHHbIC
WCTOYHHUKHU

outlying BBINAIAIOIINN, HECBOMCTBEHHBIN, YYK/IbIN

outright HACTOSIIMH, TOJTHBIN

outsourcing

3aMMCTBOBAaHHEC N3BHC

outward flow

yTEUKa

over time B TEYCHHUE MPOJIOJDKUTEILHOTO TIePHO/Ia
overarching KJIFOYEBOM, TI1I00aIbHBINA, BCEOOBEMITFOIINN
overlap YACTHYHO COBIIAIaTh, IEPEKPHIBATH, COBIA/ICHHE
oversee o0ecnevynTh KOHTPOJIb, KYpHUpPOBATh

overwhelm HNOTPSICTH, OIIETIOMUTD, IEPETPY3UTh
overwhelmed neperpyKeHHbIN

own OTCTOSITh, BIAJICTh, B3SITh IO KOHTPOJIb

P

packet sniffer

1) cpencTBO MOHMTOPUHTA M aHAJIHM3a MTPOOJIEM B
KOMITBIOTEPHBIX CETSX;

2) CpeICTBO HE3aKOHHOTO cOOpa M aHaJIM3a
JAHHBIX B KOMITBFOTEPHBIX CETSX C IICIIBIO
TIOJTyYEHUS] HECAHKITMOHUPOBAHHOTO JOCTYTIA

padding

JOTIOJTHEHUE OJI0KA TaHHBIX HEe3HAJaIeh
nH(opmarmet uin GUKTUBHBIMU OMTaMU;
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XO0JIOCTOC 3aIIOJTHCHUEC

padlock HABECHOM 3aMOK

paper trail JIOKYMEHTAJIbHOE CBHJICTECILCTBO, 3alHCH
paramount IIEPBOCTENICHHBIN, HAMBAYKHEUILINN
Parkerian hexad rexcana [lapkepa

parody napovsi, Kapukarypa

parole 0CBOOOXK/IATh 3aKITFOUEHHOTO YCIOBHO
parsing CUHTAKCUYCCKHI aHAITU3

passcode KOJ IOCTyIIa

password cracking

pacKpbITHE MapOJIsi, 00X0 CUCTEMBI JOCTYIA 110
apoJsiM

password sniffing

«BBICJIC)KUBAHUEY MTAPOJIsl, BBISBICHUE TAPOJIS
HE3aKOHHBIMHU CIIOCOOaMU

patch

«3armaTay, BCTaBKa B MPOrpaMMmy,
KOPPEKTUPYIOMIUH (ailir; nenath «3ariary»
(MCTIpaBJISTH MPOTPAMMY C TIOMOIIBIO
MOAIIPOTrpaMMBbl )

pathological gambling

MaTOJIOTHYCCKOC MPUCTPACTUC K a3apPTHBIM UI'paM

PDA, Personal Digital Assistant

KapMaHHbIN NEPCOHAIBHBIN KOMITBIOTEP

P2P, peer-to-peer
communication

repeiada MeXy paBHOIPABHBIMU y3J1aMHU

penalizing HaJoKeHHe mrpada

penitentiary UCIPABUTEILHOE YUPEIKICHUE

perceive IOHUMATh, PACIICHUBATh, BOCIIPHHUMATh

perceived BBISIBJICHHBIHN, KK YIIHHACS

percentile NPOICHTUIIb (XapaKTePUCTUKH HAbOpa JaHHBIX,
KOTOPBIC BBIPAXKAIOT PAHTH 3JICMEHTOB MAaCCHBa B
Buae yncen ot 1 no 100 u aBinsroTcs
II0OKA3aTeJIEM TOT'0, KAKOM ITPOLICHT 3HAYECHUIN
HAXOJIUTCSl HUXKE ONPEICIICHHOTO YPOBH)

perception OHUMAaHKE, OCO3HAHHE

permanently IIOCTOSTHHO

perpetrate COBEpIIATh

perpetration COBEpIICHHE

perpetuate COXpaHATh HAaBCEraa

persistent HEHU3MEHSEMBIH, TOJITOBPEMEHHBIN

personal effects

BCIIIHU JIMYHOI'O ITI0JIb30BaHMA

personal identification number

NEPCOHANIbHBIN UACHTU(PUKALIMOHHBIN HOMED,
1apoJib JJIsl TOCTYIA K CUCTEME

persuade

yoex1aTh

PGP,
Pretty Good Privacy

nporpaMMa 3aliThl COOOIEHHH, Tepe1aBaeMbIX
IO CETSIM CBSI3H U AJIEKTPOHHON MOYTHI C
mu@poBaHUEM;

«Haa&KHast KOHDUIESHITNATBHOCTH
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pharming

¢dapmunr (Metoa MHTEpHET-MOIIIEHHNYECTBA,
aBTOMATHYECKOE MEPEHANPABICHHE
MoJIb30BaTeNIel Ha (haJIbITUBBIC CANTHI)

phishing

«pUIIIHTY, PECTYITHAS AESATEIbHOCTh
NHTEPHET-MOILIEHHUKOB, JEUCTBYIOIINX MO
BUJIOM OJIarOHAIEKHBIX KOMITAHUIA U FOP. JIHII, C
LEJIBI0 HE3aKOHHOTO TIOJTYUYEeHUSI CEKPETHOU
uH(OpMaIK: TTapoJIeH, TaHHBIX KPEIUTHBIX
KapTOUY€K, JOTMHOB

phony

(baIbIMBBIN, TOICTbHBIN

phreaking

TCJ'IC(I)OHHOC MOIICHHHUYCCTBO

physical security

HEIMOCPE/ICTBEHHAs 3alIUTa (MEpHI,
npeaycMaTpuBaromye GU3nIecKyro 3aiuTy
PECYpPCOB OT MPETHAMEPEHHBIX MJIN CIIyYalHBIX

yrpos)

physical storage resources

buznyeckuil pecypc XpaHeHus

pillar

KOMIIOHEHT, OCHOBA, KPAa€yroJbHbIM KAMEHb

pin

IMPHUKAJIbIBATh, 3aKPCILIATh, HIPUKPCILIATH

PIN, Personal Identification
Number

JUYHBIN HOMED, CPEJICTBO UJICHTU(DUKAIIIN

ping KoMan1a ping

plain text format TEKCTOBBIN (hopmaT

plug HOJIKJIF0YATh, BCTABJISATh B KOHTAKTHOE THE3JI0
Pod slurping «MOKMpaHUE NaHHBIX Npu nomonin iPod»
point to a fear yKa3bIBaTh, OTMEYATh

pointless HUKYEMHBIN, JININCHHBINA CMBIC/IA

police dispatch center

JEKYypHask 4acCTh

pop-up blocker

6J'IOKI/IpOBI_HI/IK BCIIJIbIBAIOIIIMX OKOH

portable hard drive

BHEIITHUH KECTKUU OUCK

porting

NOPTUPOBAHUE MPOTPAMMHOTO 0OecTeueHus, T. €.
ajanTanys HEKOTOPO MPOrpaMMbl WM €€ YaCTH
C TeM, 4ToObI OHa paboTaiia B Apyroi cpeae,
OTJIMYAIOLIEHCS OT TOM CPebl, 0] KOTOPYIO OHA
ObLIa N3HAYAJIBHO HAIMCAaHA C MAKCUMAJIbHBIM
COXpaHEeHUeEM €€ N0JIb30BATEIIbCKUX CBOWCTB

possession (or control)

yIpaBIsieMOCTb, WIH BiajJeHue (TapaHTHs TOTO,
YTO 3aKOHHBIN BIJIaJ€Nel] SIBISETCS
€MHCTBEHHBIM JINLIOM, BO BJIACTH KOTOPOIO
MU3MEHUTh UHPOPMAIUIO WM MOJIYUYUTh K HEl
JIOCTYII HA YTEHHE)

post pa3MeniaTh MocT, IOMECTUTh COOOIIEHNE
power down BBIKJIFOUUTh, OTKIIOYUTh MUTAHUE

precautions MephbI MIPEAOCTOPOIKHOCTH, MEPBI 0€30MMACHOCTHU
precursor NPEAIIeCTBEHHUK, TPOTOTHI

predatory crime

XUITHUYCCKOC, KOPBICTHOC MPCCTYIIJICHUC
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predictive analytics

IIPOIrHO3HAaA dHAJINTHUKA

pre-emptive IIPEBEHTUBHBIN, YIIPEKIAFOIINN
preferences YCTaHOBKH, ITapaMeTPbl, HACTPOUKHU
prefix KOJI 30HBI, KOJl TOpPOJia

preoccupied MOTJIOIIEHHBIN MBICIIIMH, 03a00U€HHBIN
pressing HACYUIHBIN, HEOTJIOKHBIN, aKTYaJIbHbIN
pretext MpEeAJIoT, IPUYNHA, MOTHUB

pretty good privacy

«HaASKHAS KOHPUIESHIIUAIBHOCTEY (QJITOPUTM
mudpoBaHus), mporpamma KoaupoBku PGP

pr?VE}I?nt HIMPOKO PaCHPOCTPAHEHHBIN, OOIIEPUHATHIN
prioritize YACIHUTh NEPBOCTEIEHHOEC BHUMAHHE
privacy HEMPUKOCHOBEHHOCTh MH(POPMAIIUH, COXPAaHEHHUE

TalHbI IPU XpPaHEHUU UHPOPMAIUH, CEKPETHOCTD
uHbOopMaIuu

privacy protection program

porpamMma 3aluThl YaCTHOM MHPOpMALINH,
KOH(HIeHIIMAIbHOCTH

private key CEKPETHBIN KJIFOY, THYHBIA KITIOU, KIH0Y
OTJICTHPHOTO TIOJIb30BATEIISI

privileged KOH (¥ ICHIIMATbHBII

privy JOMYIIEH

proactive IIPEBEHTUBHBIM, AEUCTBYIOIIMMN HA ONIEPEKECHUE,
JTaJIbHOBUHBIN

probation YCIIOBHOE OCBOOOXKICHUE OCYKIEHHOTO 0T
HaA30p

process npecie0BaTh B Cy1eOHOM TOpsiKe, BO30YKIaTh

JIEJI0

process-oriented

MIPOLECCHO-OPUEHTUPOBAHHBIN

procurement documentation

3dKyIIO4HasA JOKYMCHTAaIUA

profile

HOPTPET, TOCHE

proliferate OBICTPO PACIIPOCTPAHITHCS
prolific Oorarteblii, MpeycreBamui
prominent W3BECTHBIH

promiscuous mode

PEKUM TTPHEMA BCEX CETEBBIX ITAKETOB,
HEPa300pPUYUBBIN PEKUM

promote MIPOJABUIaTh, TPONAraHIUPOBATh

prompt 3aIpoc Ha BBOJ, IHAJIOTOBOE OKHO;
NOJATAJIKUBATh, NOOYK/1aTh

proprietary 3aKPBIThIN, YACTHBIN, KOMMEPUYECKUU, C

3aKPBITHIM UCXOHBIM KOJIOM, COCTABJISIFOIITUI
CcOOCTBEHHOCTD,

Protection Order

CyaneOHbBIN pUKa3 O 3aIUTE YJICHOB CEMbU B
CIIy4ae CEMENHBIX CCOp, OXPaHHBIN Opaep

Protective Interest

0a3a JaHHBIX MPECTYITHUKOB, MPEACTABIISIFOIITIX
YIpO3y JUISl JIUL, HYKJAIOIIUXCS B 3aAIIUTE

provide for

o0ecreunBaTth, MpeayCMaTpUBaTh
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provide insight into

IMO3BOJIUTD IIOHATH, IIPOBOJAUTDH I[CTaJIBHIﬂﬁ
aHaJIn3

proxy server MIPOKCU-cepBep (0OecrieynBaeT 3aIuTy
JIOKQJILHOM CETH OT aTak), yIOJIHOMOYCHHBIN
cepBep

public key KJTIOY OOIIIETO MOJIb30BaHUS, OTKPBITHIN

KpunTorpapuueckui Ko

Public Key Cryptography

KpunTorpaduueckas 3ammra ¢ OTKPBITHIM
KIIIOYOM, KpUNTOrpadusi MHOKECTBEHHOTO
J0CTyIa

Public Key Infrastructure

uHPpacTpyKkTypa cepTu(PUKaIu OTKPBHITHIX
KJIFOUEN

public perception

O6HICCTBCHHOC IOHMMAHHC, BOCIIPUATHC

pull up BBITSIHYTh, OCTAHOBHUTbHCSI HA

punch cards nepdoprpoBanHas kaprta, nepdokapra

purging YHUYTOXKEHUE, CTUPAHHE

pursue POJI0JDKATh, TPOBOANTH, OCYILECTBIISITh
Q

| quantum ‘ 3HAYMUTENbHBIN, CYIECTBEHHBIN

R

radio-frequency identification | pagmodactoTHas uaeHTUUKALIUS

raft MHOXECTBO

RAID, Redundant Array of
Inexpensive Drives

MaTpula HEAOPOTIruX AJUCKOBBIX HAKOITUTEJIEH C
M30BITOYHOCTRHIO

raise concerns

6CCHOKOI/ITBC}I, BBIPpAKATH 0eCIOKOMCTBO

ramifications

Pa3sHOBUIHOCTHU

random access

CIIyYalHBIA TOCTYM, OPSIMON IPOU3BOJIBHBIN
JOCTyII

random access memory

3alOMHMHAIOIIEEe YCTPOUCTBO C IPOU3BOJIBHOM
BBIOOPKOM, ONepaTUBHAS MAMSITh

ransom

BBIKYII

rapport

OTHOWLICHMA, B3BAUMOOTHOIICHUA, KOHTAKT

RDBMS, Relational Data Base
Management System

pEISIIIMOHHAS CHCTEMA YIIPaBJICHUS 06a30ii
JTAHHBIX

reach out to

CBSI3aThCs, BEINTH HA JTUAJIOT, HAXOUTh OOIIMIA
SI3bIK, YCTAHOBUTH KOHTAKT

reactive OTBETHBIN, MTOCICAYIOIINN, PEAKTUBHBIN

read access JIOCTYTI C TPABOM CUHTHIBAHUSI HHPOPMAITUH
realm o0acThb, chepa, MUp

rearranging U3MEHEHUE KOHPUTYpaluu, peKOH(Uryparus
rebellion BOCCTaHUE, MSTEXK, OYHT, HSTIOBHHOBECHHE
receipt KBUTaHIHS 00 oriaTe

recognition pacro3HaBaHue, HACHTH(PHKAIUS
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records management systems nH(pOpMaIMOHHAas CUCTEMa

recovered U3BATHIN

recruiter paboToaareb, CICIUATHUCT 0 TOA00pY
nepcoHaia

recurring PETYJIIPHO BO3HUKAKOUIMN, IEPUOANIECKAN

redress UCTIPABJISITh, KOPPEKTUPOBATH

redundant TyOIIUPYIONINM, pe3epBUPOBAHHBIN, PE3EPBHBIM,

reference cripaBouHasi HH(OpMaIus, CIPAaBOYHOE ONMCAHUE

reference sample KOHTPOJIBHBIN 00pasell

registry peecTp

reinforcement YCWICHHE, TIOJKPETUICHHE

relational pENIALMOHHBIN, CBI3aHHBIN C OMMCAHUEM
OTHOIIECHHUIN

reliability JOCTOBEPHOCTD, HaJIC)KHOCTh

remediation croco0, cpencTBo, pemeananus (yCTpaHeHHe

HapYIICHUH TOJIMTUKN XPaHEHUS
KOH(UICHIIMATHHBIX TaHHBIX B
WH()OPMAIIMOHHBIX CHCTEMaX )

remedy JICYNUTH, YCTPAHIATHh HCUCOPABHOCTh

remote YAAJIEHHBIN

remote access YAQJIEHHBIN JOCTYII

remote sharing yJIaJICHHOE COBMECTHOE MOJIb30BaHHE

repeat offender NPECTYIHUK, TOBTOPHO COBEPIIUBIIINAN
HPECTYIUICHUE

repeatability MOBTOPSIEMOCTh, BO3MOKHOCTH ITOBTOPEHUS

repercussions HEraTUBHBIC NOCICACTBUS

replication KOITUPOBAHUE

repository IIEHTPaAJIbHASI KOOPAMHAIIMOHHAS 0a3a JTaHHBIX

reputable 3aCITy)KUBAIONIUI JTOBEPHSI

reside HAXOJIUTHCS, JJOKAJTM30BAThCS, XPAHUTHCSI

resource allocation pacnpe/ieieHIe PecypcoB

resource consumption noTpeOJICHUE PECYPCOB

response to JICVCTBHS TP, JCUCTBUS B CIIy4ae

retailer MarasuH pO3HUYHOHW TOPTOBIIH

retain OCTaBJISITh 332 COOOM

retention COXPaHHOCTb, CPOK XPAHECHUS

retrieval BbIOOpKa, M3BJIeueHUe (MH(OPMAIIKN)

retrieve HaXOJIUTh, U3BJICKATD, I/ICTpe6OBaTI>, U3bIMAaTh

return policies yCIIOBHS BO3BpaTa TOBapa

reusable components KOMITOHEHT MHOTOKPATHOT'O MCITOJIb30BAHMSI

reveal pacceKpevnBaTh, paCKPhIBaTh, JEMACKHPOBAThH

reverse engineering peBEPC-UHKUHUPUHT, 00paTHOE
KOHCTPYHUPOBAHHUE, BOCCTAHOBJICHHE
KOHCTPYKIIUHU

revoke aHHYJIHPOBATh
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rewrite nepe3anuch
rich data JaHHBIC U CPEACTBA HATJIIIHOCTH
ridicule BBICMENBATH
rigorous CTPOTMH, TINATEJIbHBIN, KECTKUN

risk acceptance

CTEINEHb JIOIYCTUMOIO PUCKA

risk mitigation

CHIDKEHHE PHCKa, OClIa0JIeHne BO3CHCTBUS
pucKa

risky ventures

PUCKOBAHHOC MMPCAIIPUATHC

rival KOHKYPEHT, COITEPHHUK
robust YCTOMYMBBIN K CO0SIM, HaIC)KHBIN
rogue JKYJIHUK, MOILICHHUK

rogue access point

MOJCTaBHAs TOUKA AOCTYyIa (HeaBTOpU30BaHHAS
TOYKa JIOCTYyNa, UMEIOIIasi TapaMeTphl
KOH(HUTypaIyu, MO3BOJISIONINE KOMY YTOJTHO
MOJIYYHUTh IOCTYI K CETEBBIM pEeCypcam)

rogue applications

HCCAHKIMMOHUPOBAHHOC IIPUTTOKCHNC

role-based security

pOJIeBOM MPUHIMT o0ecrieyeHus: 6€30MacCHOCTH

rooting PYTHHT (TIPOLIECC MOTyYESHHUS ITPaB
cyrnepnoib3oBatenst Root Ha ycTpoiicTBax mon
ynpaBjeHUEeM onepanroHHon cuctemsl Android)

rootkit KOHCTPYKTOP KOPHEBOTO KaTajora

router MapuIpyTU3aTop, poyTep

RSA, Rivest-Shamir-Adleman

nudponas noanuck Paitecra-Illamupa-
Anemana

RSS feed Wutepuer-pecypce B popmare RSS: RSS-dwug,
RSS-kanan, RSS-nenra
RSS, cemeiictBo XML-dopmaToB (mpeaHazHadeHb

Rich Site Summary

JUISl ONTMCAHUS JIEHT HOBOCTEW, aHOHCOB CTATEM,
u3MeHeHu# B O6morax. O6s14HO ¢ moMoIbio RSS
2.0 naércs KpaTKOe ONMMCAHUE HOBOM
uH(bOpMallny, MOSBUBIIEHCS Ha CaliTe, U CChUIKA
Ha €€ MOJIHYIO BEPCHIO)

rule-based

OCHOBAHHBINA HA CUCTEME IMpaBHJI

runtime execution

BPCM:1 BLITNIOJITHCHUA IIPOrpaMMBbI

S

sabotage

AUBCPCUOHHBIC I[GﬁCTBHH, BpCANUTCIILCTBO,
NnoApbIBHAA OCATCIIBHOCTD

salt

COJIb, TOMEXA (CTPOKA TAHHBIX, KOTOpast
nepeaaércs Xau-QyHKIUU BMECTE C TapoJieM,
UCIIOJIb3YETCs ISl YATMHEHUS CTPOKHU NapoJis,
YTOOBI YBEJTUYUTH CJII0KHOCTH B3JI0MA)

savvy

XOpOI110 UH(HOPMUPOBAHHBIN, OJIKOBAHHBIN

scalability

YHHUBEPCAILHOCTD, PAaCIIUPSIEMOCTb,
MacIITa0UPyEeMOCTh
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SCam

HaayBaTCJIbCTBO, MOIICHHUYCCKAA IIPOACIIKA,
MOIICHHHUYCCTBO, 3JIOYHOTp€6JI€HI/I€ JOBCPUCM

Scare

ITaHWKa, CTpax

scrambling

CKpeMOJIMpOBaHUE, IEPECTAHOBKA 3JIEMEHTOB,
mu@poBaHue, KOJUPOBAHUE, CMEIIIUBAHUE

screen lock feature

GyHKIMs1 OTOKMPOBKU SKpaHa

screen name

UM I10JIb30BaTC/IA, HUK

scrutiny TLIATEJIbHAS! IPOBEPKA, BHUMATEIBbHOE U3YUYECHHUE,
DKCHEPTU3A

seamless HENPEPBIBHBIN, IOCTOSTHHBIN

secondary storage BHELIHSAS N1AMATh

Secret Key Cryptography

CEKPETHBIN KpUnTorpahuyecKuil KIou

secure shell

3alIMIICHHBIN KOMAHIHBIN MIPOLECCOP

secure socket layer

IPOTOKOJ 3aIIUTHI HHPOpMaIu B IHTepHET,
IPOTOKOJI 0€30MaCHBIX COEIMHEHUI

securities

IIEHHbIC OymMaru

security

6630HaCHOCTB, 3allUIICHHOCTD

security architecture

aApXUTEKTypa CUCTEMBbI 0€30MTaCHOCTH

security breach

HapyleHHe CUCTEMbI 0€30M1acCHOCTH

security event

COOBITHE, U3MEHSIOIIEE COCTOSIHUE CUCTEMBI
0€30I1aCHOCTH

security flaw

c1aboe 3BEHO B CUCTEME OE€30MaCHOCTH

security information

nHpopmarus o 6€301MacCHOCTH

security practices

METOIMKA o0ecrieueHus 0€30MacHOCTH

security protocol

IPOTOKOJ o0ecrieueHus: 6e30MacHOCTH

security token

MapKep JI0CTyIa, Mapkep 0€30IacHOCTH

seek TIOUCK, 00paIIaThCs, MPOCUTh
seek out Pa3bICKHBaTh, MBITATHCS MOJYYUTh
segment pa30MBaTh HA YaCTH, CETMEHTUPOBATh

segregation

OTACJIbHOC XPAaHCHUC, N30JIUPOBAHHOC XPAHCHUC

self-replicating

CaMOBOCIPOU3BOIAIINICA

sense of community

YYBCTBO O6HIHOCTI/I, AYyX KOJUICKTUBHU3MA

sensitive

HOCSIIIIMN KOH(PUACHINATIbHBIA XapaKTep

sensitive asset

KOH(pUIECHIUAIBHBIA IUPPOBOIT OOBEKT

sensitive information

uH(dOpMaIus C OTPAaHUYEHHBIM JJOCTYIIOM,
KOH(HIeHIIMATIbHBIE TaHHbIE; HH(DOpMaIus,
coJiepKaniasi BR)KHbIE CBEJICHUS

sensitive unclassified

HCCCKpPETHAsA, HO BaAXKHaA, Tpe6y}0111a;1 3alIUThI

information uHpopManus
sensitivity ySI3BUMOCTh
sensors cpencTBa HaOIIOEeHNS U OOHAPYKEHUS, TaTYUKU

sequential access

HOCHC,IIOB&TGJIBHLIﬁ JOCTYII

service level agreement

corjamnieHue 00 ypoBHE ycIyr, JOTOBOP O
PEIOCTABICHUHN YCIYT

sexually explicit

HENPUCTONHBIN, OTKPOBECHHBIN
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show off

XBacCTaThbCA, a(i)I/IH_II/IpOBaTB, CTPEMUTLCA
IMPOU3BCCTH BIICYATIICHUC

shutting down

BBIKJIFOYCHHUEC, OTKIIFOYCHHEC

simplified YIPOIIEHHBIH

single B3STHIN B OTACILHOCTH

site scraper nporpaMMa Jjisi CKadyiBaHHs B€O-CallTOB

sit-in cuasguas 3a0acTOBKA

skewed UCKaKCHHBIN

slew macca

slurp CUUTBIBATH ICJIUKOM

smarts yYM, COOOpa3UTETLHOCTh, YMCTBEHHBIE CTOCOOHOCTH
smishing CMUIITUHT

SMTP, Single Mail Transfer
Protocol

IPOTOKOJI OOMEHA TOYTOBBIMHU COOOIICHUSIMU

sniffing aHaJn3 Tpa(uKa, KOHTPOJIb COOOIIECHUH,
TIepeIaBacMbIX 110 CETH CBS3H, C IO
BBISIBJICHUS KOH(HUICHIIMATBHONW HH(OpMaIHn
SO much so JIO TaKOM CTEIEHH, YTO

social engineering

colManabHas HHXXKeHepus (Jo00bIBaHNe
UACHTU(PUKAITMOHHOM, (PUHAHCOBOW U MpoUe
HEeHHOU MH(pOpPMAIIUHU B XO/1€ OOILIEHUS C
YeJIOBEKOM IMyTeM OOMaHa WM 3JI0yHOTpeOIeHUs
JIOBEpUEM); METO IPOHUKHOBEHUS B
3alIMIIEHHBIC CUCTEMbI, OCHOBAaHHBIM Ha
MCTIOJIb30BAHUHU MHIMBHUYaJIbHON ICUXOJIOTHH

social media

COIIMAJIBHBIC CCTHU

social media marketing

MApKCTHHI' B COONNAJIbHBIX CCTAX

Social Security Administration

AIMUHUCTpAIUS COIMAITBHOTO 00ECTICUCHHUSI
(CIIIA)

Social Security number

HOMCD COIMAJIbHOTO CTPAXOBAHUA

socializing

YCTAaHOBJICHUC COIMMAJIbHBIX KOHTAKTOB

software agent

IPOTrPaMMHBIN areHT

software media

HOCHUTCJIb C ITPOI'PaMMHBIM oOecrneyeHueM

software piracy

IPOrpaMMHOE IMUPATCTBO, HAPYILIEHUE ABTOPCKHUX
IpaB Ha MporpaMMHoOe o0ecreyeHue

solicit

3aIpammBarh, TPeOOBAThH

solid-state

TBEPIOTEIbHBIN, TOJIYIIPOBOAHUKOBBIN

sophisticated

YCJI0KHEHHBIH, THIATEIBHO MPOTyMaHHBIMH,
BBICOKOM CJIOKHOCTH; U30LIPEHHBIN, CBEAYIIUN,
SPYAUPOBAHHBIN

source coding

KOJUMPOBAHUC NCTOUYHHUKA

Span OXBATbhIBATh
spare Oepeub, n30aBIATh
spatial POCTPAHCTBEHHBIN

spear phishing

TOYCYHBIN (PUITUHT, 1IEJIEBOM (UITUHT
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specialty pasaen

specification UHCTPYKIIUS, TIPaBHJa, MOJ0XKECHHE, TEXHUYCCKUE
YCIIOBHUS

spoof IO/1JICIbIBATh

spoofing «CITy(pUHT», UMUTALUS COETUHEHUS (MaCKUPOBKa

JIOJKHBIX CAaUTOB MO/ JeTraJIbHbIN OU3HEC, YTOOBI
0OMaHHBIM ITyTEM TOTYYUTH OT TOCETUTETICH
HOMEPA KPEJIUTHBIX KAPTOYCK)

spoofing attack

3JIOHAMCPCHHEIC HeﬁCTBHH HAapyHIHTCIIA 110
BHUJOM 3aKOHHOTI'O IIOJIB30BaTCIIA, Cqu)I/IHF-aTaKa

sprinkle HEOO0JIbIIIOE KOJUIECTBO

spurious MOJ/ICJILHBIN, OJIOKHBIH,
chanpcuunmpoBaHHbBIN

Spyware nporpaMMma-1nrioH

SQL SERVER SQL-cepBep, cepep 6a3 JaHHBIX

SQL, Structured Query
Language

MEXTyHAPOIHBIA CTAaHAAPTHBIN S3BIK JJIS
OTIPE/ICJICHUS U JOCTYIIa K PEJISIIIMOHHBIM 0a3am
JIAHHBIX, SI3bIK CTPYKTYPHUPOBAHHBIX 3alIPOCOB

stalker

IpeCICA0BaATCIIb

stance

MHCHHC, TOYKA 3PpCHUSA, ITO3ULHUA

state of the art

NepeIOBOM YPOBEHb, MOCIIETHUE IOCTUKECHHUS

staying power

JOJITIOBCYHOCTD

Steering Group

KOOPJWHAIMOHHBIN COBET

still image

CTaTHYCCKOC I/1306pa)K€HI/Ie

storage

naMATb JaHHBIX, CUCTEMA XPaHCHUA JaHHBIX,
3aIlIOMHUHAIOIECC YCTpOﬁCTBO, HaKOITUTCIIb

storage architectures

aApXUTEKTypa XPAHEHHUS JAHHBIX

storage area network

CCTCBAA CUCTCMA XPAHCHUS JJaHHBIX

stream cipher

NoTOYHOE mudpoBaHue, MUPPOBaHUE TOTOKA
JTAHHBIX

stringent KECTKUH, CTPOT i

stumble HATKHYTHCS, HAUTH

subsidized JOTUPYEMBIii

subvert NOJIpbIBATh, HAPYIIATH, 1€CTAOMIN3UPOBATh
successor AJIbTCPHATUBA, IIPECCMHUK

suite HA00P, KOMITJICKC

sum 001N UTOT

summon cyneOHas MOBECTKa, BBI30OB B CY/I

supervised release 0CBOOOKICHHE MO Ha30D

supplement JIOTIOJTHECHUE

surface CTaTh SIBHBIM, IPOSIBUTHCS, BHE3AIIHO NOSIBUTHCS
surveillance CJIe)KKa, HAOJIOICHUE, HA[30D

suspend IPUOCTaHABIUBATh, BPEMEHHO UCKJIIOYATh U3

oOpareHus
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swap 00MEHUBAThCS

swap meets «OJIOMITMHBIN PHIHOK», TOJIKYYKa

symmetric encryption CUMMETPUYHOE MIHM(PPOBAHHUE

synch CUHXPOHHU3UPOBATh, OBITh B Kypce

syntax CUHTAKCUYECKasi KOHCTPYKIIMSI, CHHTAKCUYECKHUE
npaBuiIa

T

tackle 0OPOTHCS

tally YHCII0, IEPEUCHb

tamper TI0JIICJTBIBATh, H3MEHSITh, TIOPTUTH

tap MOJIKJIFOYATHCSI, BHENIPSITHCS

tap into IIOJIYYUTH JOCTYII U UCIIOIB30BATh,
MOJIKJIFOYAThCS

targeted CHEIMAM3UPOBAHHBIN, 3aTUIAHWPOBAHHBIH

task force orepaTHBHAs TPYIINa, CIeIHaIbHAs TPYIINA,

CIIeIMATM3UPOBAHHOE TTOIUIEHCKOE
nojpas3JeyacHue

TCP/IP protocaol,
Transmission Control
Protocol/Internet Protocol

IPOTOKOJ yIpaBieHus nepenayeit/iarepuer-
IIPOTOKOI

tcpview

[IporpamMma aJ1s1 onepaliMOHHBIX CUCTEM
Microsoft Windows, koTopasi moka3pIBaeT
JeTAIBHBIN CIIMCOK BCEX Mpo1eccoB U MHTEpHET-
COCIMHEHUN, a TAKKE YIAIEHHbBIEC afpeca, C
KOTOPBIMH OBLJIM YCTAHOBJICHBI COCIMHEHUS

technical execution

TCXHNYCCKOC BBIIIOJIHCHUEC

technicalities

TCXHUYCCKUC JNCTAIN, TCXHUYCCKAA CTOPOHA ACJIa

technology-gone-wild scenario

CLIEHAPH, B KOTOPOM TE€XHOJIOTUH BBIXOIAT U3~
110, KOHTPOJIA

telecom networks

TCJIICKOMMYHHUKAIIMOHHAA CCTh

teller OIEePaAIHOHHUCT

terminate MPEKpaIlaTh 1CHCTBUEC

think outside the box HECTaHJIAPTHO MBICIHUTh

thought pa3MBbIIICHUE, MBICITUTENIbHAS JESITEIbHOCTD
thoughtfulness r11yOOKOMBICITE, BHUMATEIbHOCTh, BIlYMYHBOCTh
thrive on YCTENIHO MOJIb30BATHCS

throttle up HaOKMpaTh 00OPOTHI

thumb drive duen-HaKonuTe b, KapTa (JeI-namMsITH
thwart MEIIATh, PEMSITCTBOBATh, MPEAOTBPAIIATh
time stamp METKa peajbHOTO BPEMEHHU

timelines JICHTa COOOIICHUI

timely CBOEBPEMEHHO, BOBPEMSI

token armnapaTHbIf K104, YCTPOMUCTBO

I/I,IICHTI/I(bI/IKaHI/II/I, TOKCH, 3HAaK
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tolerances

YCTOWYUBOCTb, YyBCTBUTEIBHOCTD, JOIMYCTUMBII
TOJICPAHTHBIN Npeen

top secret COBEPIIIEHHO CEKPETHO, CBEICHUSI 0COO0M
BAXKHOCTH

traction HOMYJISPHOCTD

trade in OTAABATh CTAPYIO BENIb B CYET ITOKYIIKM HOBOM

traffic-flow security

3anuTa TpaduKa, CeKPEeTHOCTh MOTOKA Tpaduka

transaction

orcpanus, 3arpoc

Transaction Process System

cuctemMa o0pabOTKU (PMHAHCOBBIX ONeparuit

transcribe

HpCO6pa?>OBBIBaTB, BOCITPOU3BOINTH

transient

TPAH3UEHTHBIN, BPEMEHHBIN, KPATKOBPEMEHHBIN

transmission media

nepeamas cpesia, cpeia nepeaadu JTaHHbIX

transmission security

coxpaHeHHe KOHPUACHIIMATFHOCTH HHPOpMAITUU
IIpU €€ Nepeaaye no CETsIM CBI3U

transposition 1IepPeCTaHOBKA

trick 00OMaHyTh

trigger IPUBOJUTH K, CITY)KUTh IPUIUHON
BO3HHKHOBEHUS

TripleDES CTaHJapT TPEXKPATHOrO MU(POBAHUS JAHHBIX

Trojan horse TPOSIH

troll npoBokarop (Ha opyMax U B yaTax); TPOJIIb

(aBTOp BBI3BIBAIOIINX M MPOBOKAIIMOHHBIX
COOOIIICHMIN)

Trusted Computer System
Evaluation Criteria

KPpUTCPHUH OLICHKH CTCIICHU SaH_II/IH_IéHHOCTI/I
KOMIIBIOTCPHBIX CUCTEM

trusted computing

IOHATHUC TOBCPCHHBIX BBIUMCJICHUI

turnaround ITUKJI 00paOOTKM, MPON3BOJICTBEHHBIN ITUKJII
tweet cooOrmienue B TButTTepe
typeface rapHUTypa mpudTa

U

UN laissez-passer

numuiomatuyeckuil macnopt OOH

unacceptable

HENPUEMJIEMBIN, HETOITYCTUMBIN

unbeknownst 0e3 BeroMa

uncover 0oOHapyXHUBaTh

uncovering BBISIBJICHUE, 0OHAPY)KEHUE

under development HAXOJSIIUNCS B IPOIECCE pa3pabOTKU
underlying JICKAIUI B OCHOBE

underpin JIeYb B OCHOBY, MOJIICPKATh, TOAKPEIUISITh
underpinning OCHOBA, 000CHOBAHHUE, TTOATEKCT
undesirable HE)KeJIaTeIbHbBINA, COMHUTEIbHBIN
unfairly HECIPABEIJIMBO

unmoderated HEpeIaKTHPOBAHHBIH

unrecognizable HEPACIIO3HABAEMbIii

unrestricted POM3BOJILHBIN
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unscathed

HETIOBPEKACHHBIN

unsolicited commercial
e-mail

HE3allpanmBacMas pCKiIaMHasa 3JICKTPpOHHAas
I1o4ra, CliaM

untrustworthy HE 3aCITyKHBAIOIINHA TOBEpHUs

uphill task TpyAHas 3aja4a

uppercase letter 3HaK BEpXHEro perucrpa, 3arjiaBHas OyKkBa
URL address URL-anpec

URL, Uniform Resource
Locator

yHU(ULIUPOBAHHBIN JIOKATOp pecypca

USB driver

(baen-HaKoMuTeNb

user-friendly

YIOOHBIN JJIs1 UCTIOJIB30BAHUS

user-generated content

MIOJIb30BATEIILCKUI KOHTEHT, MaTEPUAIIbI
OJIL30BaTEJIEH

utility

M0JIE3HOCTh, MPAKTHYHOCTH, YA00CTBO OCTYTIA;
HaxoXJIeHrue HHPOopMaIK B Takou (opme, 4To
€€ 3aKOHHBIN BIIAJIEIICI] HE JOJDKEH JUIsI
MOJTYYCHHS JOCTYIIA TPATHTh HEOIPABIaHHbBIS
ycwius (Takue, Kak nmpeodpazoBanue Gopmara,
no00p Kito4a mu(poBaHus U T. 11.); YTHIUTA,
oOcITy>KHBaroIias MporpaMmma, CepBUCHas
nporpaMmma

utility system

CUCTCMA MHKCHCPHOI'O obecrneyeHus

\

validate IpHU3HABaTh 3aKOHHBIM, IIPOBEPSThH

JIOCTOBEPHOCTh, TPHUJIABATh HOPUIUUCCKYIO CUITY
validation IOITBEPIKICHHUE, IOKA3aTEIbCTBO, IIPU3HAHKE
validity JOCTOBEPHOCTD, PUTOAHOCTH, TOYHOCTH
variables niepeMeHHbIe (PaKTOPHI, MOKA3aTeNN
vault XPAHWIIAIIE
vendor (bupmMa-moCcTaBIIKK, MOAPSAIUK
VeriSign PETUCTPATOP IOMEHHBIX MMeH Bepucaiin
vetted MOJITBEPIKICHHBIN, TPOBEPEHHBIN
viable 3¢ (GEKTUBHBIHN, YCICIIHbIH
vishing BUIIUHT
vital KpaiiHe He0OXOAMMBIN, )KU3HCHHO BAYKHBIN

VolP, Voice over IP

nepezaaua rojoca/peun uepe3 nrtepher,
IP-renedonus

volatile

M3MEHSAEMBIN, B3PbIBOOIIACHBIN

vulnerability

cnaboe 3BeHO, ysI3BHMasi CTOpOHA, YA3BUMOCTh
c;1a003aIUIIEHHBI OOBEKT

W

walk a fine line

OanaHCcHUpOBaTh HA TpaHu (HOJIA, MBITATHCS HAWUTH
0aaHC MEXIY ABYMsI CTOPOHAMU
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warrant TpeboBaTh, 00ECIIEYNBATH; OPJIEP

wary OCTOPOYKHBIN, OCMOTPUTEJIbHBIN

watch list CIIMCOK MPECTYITHUKOB B PO3BICKE
PaBOOXPAaHUTEIbLHBIMU OpPraHaMH, PO3bICKHOMN
CITHCOK

wean 0Ty4aTh, OTIIy4aTh

web crawler MOMCKOBBIN pOOOT

web wise KOMIICTCHTHBIN, IPAMOTHBIN

web-enabled pean30BaHHbBIN Ha OCHOBE BEO-TIPUIIOKCHHH, C

BeO-uHTEpdeiicom

website defacement

HCKaXCHNEC BHCIIHCTO B A BeO-caiTa

welfare benefits

nocoOue Mo COIUANTBHOMY 00€CTIEYEHUIO

well-versed

XOPOIIO Pa30UPAIOIIUIICS, KOMIIETEHTHBIN

white hat hacker

OernbIil Xakep (XaKep, HCTIOIB3YIONINUNA CBOU
3HAHUA BO 0J1aro OOIIECTBY)

wiki

BUKH (TUnepTekcToBas cpeaa (o0braHo Beb-caiiT)
IUTst cOopa M CTPYKTYPH3AIUH MICHMEHHBIX
CBEJICHHIA, MOKET UMETh MHOKECTBO aBTOPOB.
HexoTopsie BUKH MOTYT MPaBUTh BCE
MOCETUTEIIN); PEIAKTUpyeMas cTpaHuLa (Beo-
CTpaHUIIa, KOTOPYIO MOKET PEIaKTUPOBAThH
1100011 aBTOPU30BABIIMIICS HA HEH
M0JIb30BaTeNb, OT raBalickoro wiki — OBICTpBIN)

wipe

O4YMCTHUTD

wire transfer

AJIEKTPOHHBIN JICHEKHBIN TTEPEBO/T

with a view to

C HAMCPCHUCM, C I CIIBIO

work queue ouepeib 3aJ1aHuil, paboyasi ouepeib
work statement TEXHHYECKOE 3a/TaHHC

workstation pabouas ctaHius, pabovyee MeCTo
World Wide Web BCEMHpPHAass KOMIBIOTEPHAS CETh

XML, eXtensible Markup
Language

a3bIKk XML, pacuupsieMblil I3bIK pa3METKH

Z

zero-knowledge proof

JI0Ka3aTEIbCTBO C HYJIEBBIM PACKPBITHEM
KOH(DHICHIIMATLHBIX CBEICHUM
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Data 23

Data access 23

Data availability 25

Data breach 56

Data encryption key 50

Data forensics 25

Data loss 56
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Data theft 85
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Database backup 26
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Decryption 51
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File-sharing risks 98
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Gray hat hacker 88
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Network security 54
Nonrepudiation 42
Password cracking 66
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Pharming 88
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Risk analysis 57
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Sniffer 66
Social engineering 83
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